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Abstract—Internet of Things (IoT) Botnet is a network of 

connected devices, generally smart devices with software and 

intelligent sensors, networked over the internet to send and 

receive data from other intelligent devices infected with IoT 

Botnet malware. It is very challenging to detect IoT Botnet 

activity since the targeted devices are IoT devices. IoT Botnet 

attack patterns have not yet been disclosed. Current IoT 

Botnet detection is still unable to identify attack patterns, and 

failing to recognise key IoT Botnet behaviours has led to a 

loss of ability to meet detection criteria. The purpose of this 

research study is to identify IoT Botnet behaviour, propose 

an IoT Botnet attack pattern based on its behaviour, build an 

IoT Botnet detection model, and validate the selection of the 

IoT Botnet detection model using the IoT Botnet attack 

criteria. In addition, an IoT Botnet attack pattern is being 

developed by combining the IoT Botnet life cycle and IoT 

Botnet behaviour via IoT Botnet activities. A graph analytics-

based IoT Botnet detection model has been created in order 

to detect IoT Botnet attack activities.  The earlier detection of 

IoT Botnet has been visualised by IoT Botnet attack patterns 

using degree centrality and path analysis. The outcome 

demonstrated that the proposed IoT Botnets model met the 

detection criteria.  

 

Keywords—Internet of Things (IoT) Botnet, attack pattern, 

graph analytics, degree centrality, path analysis 

 

I. INTRODUCTION 

During the worldwide breakout of the COVID-19 

pandemic, reliance on technologies such as the Internet of 

Things (IoT), Blockchain, Artificial Intelligence (AI), 

Cloud Computing, and Big Data Analytics has elevated. 

IoT plays a significant role in mitigating the risk of 

coronavirus transmission by providing platforms that 

facilitate WHO compliance [1]. The IoT refers to internet-

connected devices, including software and smart sensors. 

IoT can transmit and receive data from other devices such 

as smartphones, smart lamps, smart homes, smart toys, 

smart door locks, baby monitors and IP cameras [2]. 

According to the research of Wegner [3], expenditure on 

IoT hardware increased by 5.4% in 2020, while 

expenditure on IoT infrastructure/cloud services increased 

by 34.7% during the same period. Consequently, the 

COVID-19 pandemic has significantly impacted various 

areas of the IoT sector. Moreover, IoT infrastructure 

services are expanding, indicating IoT’s widespread use 

during the COVID-19 pandemic. Industry 4.0 is a set of 

technologies that facilitate the modernisation of industry. 

The third annual study by Deloitte Global focused on 

Industry 4.0 technologies, which may be the immediate 

objectives of customer experience officers and have the 

most significant impact on various businesses [4]. Fig. 1 

depicts the potential impact of static technology on 

industry 4.0, particularly the Internet of Things. The 

Internet of Things ranks highest among AI, cloud 

infrastructure, and big data/analytics. It demonstrates that 

IoT is rapidly expanding. In addition, IoT provides 

essential tools for automating data collection and 

generating insights through sensors, networks, and 

analytics. IoT is the essential digital stack component for 

the industrial sector. 

 

 

Fig. 1. Number of previous studies on malicious activities. 

The growing interest in the Internet of Things indicates 

that IoT development will increase throughout the year. 

Typically, IoT devices are interconnection devices that can 
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interact online. The researchers have taken the 

development and improvement of IoT intelligence devices 

seriously in response to IoT device security concerns. Thus, 

these interconnected devices are vulnerable to a novel 

attack that may exploit security flaws. For instance, IoT-

based attacks are more challenging to eliminate as the 

number of attacks on various devices increases rapidly [5]. 

On the other hand, IoT devices are still in their infancy, 

with the majority of IoT devices being unsafe, and this 

situation has remained uncertain over the past few years. 

Thus, attackers gradually exploited these vulnerabilities to 

compromise vulnerable devices [6]. In addition, increasing 

the number of inappropriate IoT devices would attract the 

attention of cybercriminals and generate massive 

cyberattacks. As a result, Botnets have become the most 

prevalent cyber-attack that infects many IoT devices. The 

botnet is an abbreviation for the robot and network. As 

claimed by Abdullah et al. [7], the Botnet has the ability to 

infiltrate any system of devices. It will transform from a 

group of hostile computers into a computer, an automated, 

a drone, and a zombie. In contrast, the minimum number 

of Botnet infections is approximately 3.5 million, which 

could cause significant harm to the future of the Internet of 

Things applications [8]. Therefore, researchers have 

numerous opportunities to investigate IoT Botnet infection 

in terms of available solutions for detection methods, 

detection sources, communication protocol, and IoT 

Botnet type. This available solution will make it easier for 

the community to acquire current information. 

IoT Botnet is the subject of the most extensive prior 

research on IoT malware, scans, and DoS/DDoS. IoT 

Botnets are 32% distinct from IoT Malware, as 

demonstrated in Fig. 1. This study focused on IoT Botnet 

because the increasing number of IoT devices makes it 

difficult to identify and evaluate the spread of malware in 

IoT activity. In addition, the existing IoT Botnet detection 

technique was flow-based, allowing malware to be 

automatically detected using machine learning and deep 

learning techniques [9]. 

IoT has enormous potential for expansion despite 

numerous identified problems [10, 11]. Therefore, IoT is 

not entirely secure, as most previous research required the 

development of proper detection techniques for the new 

IoT Botnet attack behaviours [12]. It has been discovered 

that numerous detection techniques for IoT Botnets rely on 

the analysis of flow packet traffic, deep packet inspection, 

and statistical features. Further, Chowdhury et al. [13] 

mentioned that the detection techniques capture the 

features of IoT Botnet attacks that are unique to specific 

links. The IoT Botnet is not fully understood because of 

the rapid development of technology. Earlier studies have 

encountered constraints in effectively addressing the 

identification of IoT Botnets. To have a greater 

understanding of IoT Botnets, it is essential to identify new 

IoT Botnet behaviours and characteristics and select the 

appropriate IoT Botnet detection techniques. Thus, this 

leads to the primary objective of this study, which is to 

construct an IoT Botnet Detection Model Based on Degree 

Centrality and Path Analysis. 

II. LITERATURE REVIEW 

IoT Botnets are typically malware that infects IoT 

devices under the control of a botmaster. The IoT Botnet 

detection model can detect bots and provide information 

regarding C&C communication. These detection models 

focus on the bot’s characteristics that the botmaster 

commands. In addition, the detection model can track the 

actual bot’s network traffic. The detection model is a 

conceptual framework that provides support and direction 

for detecting IoT Botnets. Typically, the detection model 

is the system that indicates the type of programmes and 

how they are interrelated.  

A. Related Works 

Due to the growing interest in the IoT, its development 

is anticipated to accelerate throughout the year [14]. 

According to IoT-connected device statistics, the number 

of IoT-connected devices will continue to increase through 

2025, presenting enormous growth potential, despite the 

recognition of numerous obstacles. In contrast, rapid 

technological development has resulted in insufficient IoT 

knowledge. IoT devices may exploit many design flaws or 

vulnerabilities to commit identity theft, steal data, 

compromise networks, or even cause physical damage. 

Thus, the exponential increase of IoT device utilisation 

provides hackers with more opportunities to exploit them.  

Moreover, according to the research of Lab [15], 

malware attacks on Internet of Things (IoT) devices 

increased substantially in 2018 compared to the previous 

year. IoT devices have become the new Botnet platform, 

and Botnet hackers exploit IoT devices [1]. Therefore, IoT 

devices are still insecure and may be responsible for 

several threats and viruses in recent years, particularly IoT 

Botnets.  

Previous research by Patel and Upadhyay [16] focused 

more on recognising than revealing the motivations behind 

an attacker’s activity pattern. Understanding typical usage 

patterns facilitate the detection and prevention of IoT 

Botnet attacks. As IoT Botnets are not entirely secure, 

additional research is required to develop efficient 

detection algorithms that account for the new 

characteristics of IoT Botnet attacks [17]. In addition, most 

investigators utilised platform functionality without 

addressing IoT Botnet detection attacks. As a result, 

hackers create increasingly sophisticated IoT Botnets and 

improperly conduct massive attacks on IoT devices. As 

IoT Botnet represents an emerging threat and high-profile 

security breaches, IoT Botnet activity attacks remain 

complex.  

According to the research of Kamal et al. [1], modern 

IoT Botnet detection technology uses flow-based machine 

learning and deep learning for automatic detection. With 

the vast number of IoT devices producing voluminous 

amounts of data, it may be challenging to manage 

manually. Most IoT Botnet detection strategies rely on 

statistical flow/packet traffic characteristics or deep packet 

inspection. However, current graph-based IoT Botnet 

disclosure strategies have significant flaws. In addition to 

the overall field or subgraph topological structure, this 
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method captures the properties of each connection’s IoT 

Botnet effect [13].  

In addition, the graph theory associated with attack 

graphics can aid in identifying and preventing attacks 

before they have a negative impact on the business [18]. 

Therefore, any technique based on graph theory can 

demonstrate attack activity in IoT Botnet detection. The 

IoT Botnet Detection using a graph model is designed to 

close the gap in this study. To identify the IoT Botnet 

attack pattern, the behaviours of IoT Botnet attacks were 

analysed. The IoT Botnet attack pattern is then utilised as 

a starting point for developing the IoT Botnet Model using 

a graph analytic approach. 

Overall, research references and case studies are helpful 

resources for developing the research. Fortunately, from 

the enthusiastic reading in the literature review, this 

research successfully identified the gap that requires 

further analysis to detect the IoT Botnet. Therefore, this 

research concentrates on constructing the IoT Botnet 

detection model based on degree centrality and path 

analysis.  

B. IoT Botnet Detection Model Component Reviewed 

The analysis of IoT Botnet detection model components 

was performed within six detection models. This model 

describes a similar component in the IoT Botnet detection 

model so that the activities of the detection model can be 

better understood. Moreover, this analysis is necessary to 

comprehend the involvement activities of each model to 

enhance the IoT Botnet detection model with an 

appropriate and pertinent model. As shown in Table I, the 

IoT Botnet detection model consists of four components: 

the dataset, behavior analysis, attack pattern, and detection. 

TABLE I. GENERAL TERMINOLOGY COMPONENT IN IOT BOTNET 

DETECTION MODEL 

No Component Description 

1 Dataset The samples of malware or binary files. 

2 
Behaviour 

Analysis 

Analyses the behaviour of IoT Botnet dataset 

sample which are static, dynamic or hybrid. 

3 Attack pattern 
Visualize IoT Botnet attack activities in 

complete flow. 

4 Detection 
The process of revealing and discovering the 

IoT Botnet attack. 

 

The terminology used to describe the component of the 

IoT Botnet detection models is displayed in Table I. A 

dataset represents malware and benign. It is also known as 

a binary sample, an ELF file, a malware and benign sample, 

a data bootstrap, a single malware binary, and input data. 

This dataset is a compilation of files containing both 

malware and benign samples. The malware sample’s 

behaviors will then be analyzed and examined by the 

behavior analysis. This analysis of the dataset’s behavior 

is essential to determining whether the dataset contains 

malware or is benign. In addition, the attack pattern will 

disclose the entire IoT Botnet attack flow. This attack 

pattern describes the behavior of an IoT Botnet attack. This 

attack pattern is essential for identifying potential 

weaknesses. Detection is the process of determining the 

presence of an IoT Botnet attack. 

Based on Table II, the syntactic and behavioural 

analysis model in a study by Said et al. [19] focused on 

determining whether or not the dataset contained malware. 

This model investigates the dataset’s behaviour using a 

syntactically trained classifier. However, this research was 

ineffective at detecting particular malware. This research 

only determined whether or not the dataset contained 

malware. Next, a study by Kamal et al. [1] on PSI-graph 

and convolutional Neural Network Classifier (CNN) 

model focused on combining the PSI graph with the CNN 

classifier. The dataset used was an ELF file. The PSI graph 

analyses the ELF file’s behavior to determine whether or 

not it is malicious. In contrast, CNN is used to detect and 

analyses the PSI graph. 

TABLE II. ANALYSIS OF IOT BOTNET DETECTION MODELS 

Researchers/ 

Components 
Dataset 

Behaviour 

Analysis 

Attack 

Pattern 
Detection 

Syntactic and 

behavioural analysis 

model [19] 
✓ ✓  ✓ 

PSI-Graph and 

Convolutional Neural 

Network Classifier 

(CNN) Model [9] 

✓ ✓  ✓ 

Behaviour-based Deep 

Learning Framework 

(BDLF) Model [20] 
✓ ✓  ✓ 

BotChase Bot 

Detection System 

Model [21] 
✓ ✓  ✓ 

Function Call Sequence 

Graph (FCSG) 

Model  [22] 
✓ ✓  ✓ 

IoT Malware Analysis 

Model [23] 
✓ ✓  ✓ 

 

Moreover, a study by Yu and Siyi [20] on the Behavior-

based Deep Learning Framework (BDLF) model focused 

on collecting the dataset from the IoTE and analyzing the 

dataset into CP. Then, the behavior analysis was applied to 

the analyzed dataset to construct the behavior graph. 

Within this model, SAE-based malware detection has been 

implemented. Moreover, in a study by Daya et al. [21], the 

BotChase bot detection system model focused on bot 

detection. The data bootstrap phase was the dataset phase. 

The behavior analysis then enters the BotChase model 

training phase. Ultimately, detection occurs during the 

inference phase.  

The Function Call Sequence Graph (FCSG) model 

based on the study by Kawasoe et al. [22] divided their 

dataset into two sections, the first for the binary and the 

second for the malware. The defining characteristic of 

FCGS is behavior analysis in the form of graph matching. 

The extraction phase is then utilized for detection in this 

model. Finally, the IoT malware analysis model in 

research by Wu et al. [23] focused on a malware analysis 

detection model. The dataset is undergoing reverse 

engineering. In this model, the phase responsible for 

classifier training is the behavior analysis phase. In this 

model, the classifier training phase serves as the detection 

phase.  

No research has constructed a model of attack patterns. 

IoT Botnet attack pattern construction is correlated with 
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IoT Botnet behavior. Infecting IoT activities with IoT 

Botnet behaviors will cause IoT Botnet life cycle stages to 

occur. This IoT Botnet attack pattern was designed to 

identify the source of malicious IoT Botnet activity. IoT 

Botnet attack patterns are used to verify IoT Botnets’ 

existence and assess IoT vulnerabilities. In addition, the 

IoT Botnet attack patterns consist of step repetition 

necessary to simulate an IoT Botnet attack for earlier 

detection. Thus, this IoT Botnet attack pattern can be used 

as a reference and a solution for identifying the flow of IoT 

Botnet attacks. All previous detection models have flaws 

that requiring further models. 

C. Graph Analytic  

Graph analytics is a representation of data analysis 

research. As part of graph analytics, the analysis data will 

be transformed into a graph representation. Graph 

analytics is a graph structure consisting of data storage, 

retrieval, modelling, and performance. It uses graph 

theory, statistical, and database techniques to construct a 

graph [24]. Graph analytics are also referred to as graph 

algorithms. This graph compares the data node’s strength 

to other data nodes. In addition, this graph displays the 

relationship between the data. Implementation of graph 

analytics can identify the optimal solution to a 

problem  [25]. 

The two primary components of the graph 

representation are vertices and edges [26, 27]. Vertices can 

be referred to as nodes. Vertices constitute the object’s 

representation. In contrast, edges are referred to as links or 

lines; they are the object’s connection. Fig. 2 depicts the 

graph representation component; it demonstrates that 

edges connect vertices a and b. 

 

 

Fig. 2. Components of graph representation. 

Graph analytics also includes all methods, techniques, 

and tools described by Sangkaran et al. [28]. The graph 

visualises and codifies numerous network devices’ 

relationships for comprehension. Network analysis is 

another name for graph analytics. This graph can be used 

in network analysis to determine the shortest path within a 

network. Consequently, this research will concentrate on 

graph analytics. It facilitates the organisation and research 

of IoT Botnet attack patterns. Graph analytics also helps 

represent complex data by depicting the relationship 

between IoT Botnet behaviours and the data [29]. 

The type of graph analytics that provides data for graph 

construction. The selection of graph type depends on the 

problems. Four types of graphs are centrality analysis, path 

analysis, community analysis, and connectivity 

analysis  [6, 7].  

1) Centrality analysis  

Centrality analysis is the process of identifying the 

vertices of a graph. Depending on the problem, it is 

responsible for locating the characters of the vertices in a 

network. The centrality analysis includes six categories: 

degree centrality, eigenvector centrality, katz centrality, 

pagerank centrality, closeness centrality, and betweenness 

centrality [13]. The number of graph nodes connecting 

other vertices defines a graph’s degree of centrality. The 

formulation of degree centrality is as follows: directed 

graph G = (V, E), where V is a compilation of 

nodes/vertices, and E is a group of directed edges/arcs. 

Each edge consists of a pair of ordered vertices. For 

example, the directed edge (u, v) begins at u and finishes 

at v.  

There are two degrees of centrality: in-degree and out-

degree. In addition, the number of lines pointing to a vertex 

is its in-degree, while the number of lines pointing away 

from it is its out-degree. A vertices out-degree, denoted by 

deg+(v), is the total lines and edges that begin with those 

vertices [30]. A directed path is a specific direction digraph 

sequence of vertices with a directed line connecting each 

node into the line to its replacement in the series without 

any overlapping edges. As a result, G = (V, E) is a directed 

graph with directed lines/edges [31]. 

 

( ) ( )
v v

v deg v deg - v E + =  =     (1) 

 

Next, eigenvector centrality is the graph’s adjacency 

matrix. Katz centrality is a node measure of network 

centrality. It is the weight a pair of nodes is assigned. 

PageRank centrality is the ranking of each vertex that is 

proportional to in-degree and inversely proportional to 

out-degree. The measure of closeness and centrality is the 

mean distance between vertices. 

In contrast, betweenness centrality is required to 

determine the shortest path along which vertices are 

connected Singh et al. [24]. The centrality analysis is 

essential for determining the characteristics of the graph’s 

vertices. Consequently, the characteristics of vertices will 

be specific when analysing a problem within a graph.  

2) Path analysis  

Path analysis examines the distance and shape between 

various connected edges. It also identifies every 

connection between the vertices. Path analysis, for 

instance, can determine the shortest distance between 

vertices and edges. Path analysis identifies the connections 

between edges and vertices. Path analysis can also 

determine the IoT Botnet attack path between vertices. 

3) Community analysis 

Distance and density analysis are performed using 

community analysis. One vertex to another vertex that 

interacts with the group forms this analysis. This analysis 

is employed primarily in sociology and biology. 

4) Connectivity analysis  

Connectivity analysis is concerned with how vertices 

connect. This analysis can identify a weak network, such 

as the electrical grid. Additionally, it can be used to 

compare network connectivity. 

Technically this research centred on graph-based 

analyses of the relationships between a set of nodes and 

links. A graph is a valuable tool for quantifying and 

simplifying IoT Botnet attack patterns. In addition, graphs 

facilitate the organisation and analysis of information 
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regarding IoT Botnet behaviour in a well-structured IoT 

Botnet attack pattern. It also aids effectively in data 

interpretation. Graphs are a statistically standard method 

for visually illustrating data relationships. The graphs 

present detailed data in a textless and space-saving 

manner. Both centrality analysis and path analysis graphs 

were utilised in this research. The centrality analysis was 

centred on indegree and out-degree centrality. Degree 

centrality determines the potential magnitude of the IoT 

Botnet attack. In addition, degree centrality depicts the 

most vigorous IoT Botnet attack through IoT Botnet 

behaviours. In contrast, path analysis requires knowledge 

of the graph’s path. Therefore, the path of the graph can 

illustrate the IoT Botnet attack pattern.  

Based on previous research, this research applied an IoT 

Botnet attack pattern to the IoT Botnet testbed 

environment based on the IoT Botnet life cycle and IoT 

Botnet behaviour. This research developed an IoT Botnet 

attack pattern to identify the origin of malicious IoT Botnet 

activities. This research validated the IoT Botnets and the 

vulnerability potential of IoT devices. This research 

focused heavily on Mirai as IoT Botnet malware; Mirai is 

designed to attack IoT devices, connect them to a network, 

and infect them. Typically, the Botnet is utilised for 

phishing and massive spam attacks. Nevertheless, due to 

the nature of IoT devices, the Mirai Botnet is ideally suited 

for launching DDoS attacks against servers and websites.  

For the sake of ongoing scientific research, this research 

investigates potential improvements to previous detection 

models’ limitations and drawbacks. Through the 

development of an IoT Botnet detection model, this 

research aimed to improve the previous detection. In 

addition, this research contributed to identifying IoT 

Botnet behaviour through the behaviours of locating, 

identifying, classifying, and detecting. Developing IoT 

Botnet attack patterns by analysing IoT botnet behaviour 

characteristics is the second contribution. The third 

contribution is the development of an IoT Botnet graph 

based on IoT Botnet attacks utilising graph degree 

centrality and representing path analysis. This research 

validated the IoT detection model based on IoT Botnet 

detection criteria. 

III. METHODOLOGY 

Fig. 3 depicts the environmental setup that this research 

adopted from Iot-23 dataset [32]. The setup was selected 

as this environment utilised a real network and actual IoT 

Botnet malware. Fig. 3 describes the IoT Botnet analysis 

environment for gathering the IoT Botnet dataset. It 

collects data from three IoT devices: Philips Hue smart 

lights, Somfy smart locks, and Amazon Echo. The switch 

acts as a router to transmit electronic data from IoT devices. 

DHCP and C&C servers were linked to a switch. An 

attacker known as a botmaster or cybercriminal controls a 

C&C server, issuing instructions to infiltrated computers 

and receiving data from the target network. This C&C 

server utilises cloud-based services, such as webmail and 

file-sharing. Use VirusTotal, Cuckoo Sandbox, and 

Wireshark to extract IoT Botnet behaviours. A controlled 

environment for experimenting with this IoT Botnets 

environment has been established. This research replicates 

the experiment’s IoT-23 dataset design using real 

networks and IoT Botnet malware. The IoT-23 dataset was 

one of the newly published datasets in 2020 that provided 

a relatively large dataset with labelled traffic data and 

various Botnets. This dataset’s malicious data was 

captured for 24 h. 

 

 

Fig. 3. Flowchart of IoT Botnet dataset collection. 

These IoT devices are not simulations but real hardware. 

In addition, real IoT devices collect and evaluate actual 

network behaviour without bias or problems resulting 

from simulated traffic. Malicious and benign scenarios are 

executed in a network environment with a direct Internet 

connection. Mirai is a malicious scenario that results in the 

execution of particular IoT Botnet traffic. IoT Botnet 

maintains extensive records and rotates pcaps every 24 

hours because each infection generates substantial traffic. 

However, the capture files expanded so quickly that they 

ceased in some cases before the 24 h mark. Consequently, 

the duration of various clips varies.  Furthermore, the 

appropriate tools for exploring and researching were open 

sources that numerous researchers utilised for data 

collection and analysis.  

IV. ANALYSIS AND DESIGN 

Fig. 4 depicts the IoT Botnet analysis methodology, 

which consists of four stages: dataset collection, IoT 

Botnet analysis environment, IoT Botnet behaviour 

analysis, and IoT Botnet attack pattern. The subsequent 

section discussed the specifics of the approach to analysis. 

 

 

Fig. 4. Analysis approach.  
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A. Dataset Collection 

The data collection flowchart is depicted in Fig. 5. The 

datasets used in this research were retrieved from 

Stratosphere Laboratory because they suit the research’s 

purposed Garcia, Parmisano, and Erquiaga [32]. 

Nevertheless, for the purposes of this research, the datasets 

were uploaded to Virus Total to identify Mirai variants’ 

existence by verifying the sample’s checksum. 

 

 

Fig. 5. Flowchart of dataset collection. 

The IoT Botnet dataset has subsequently been uploaded 

to Virus Total. Virus Total is capable of scanning the IoT 

Botnet dataset by utilising static analysis. The static 

analysis examines the program’s code before it is executed. 

The ability to then scan raw code prior to programme 

execution. For the security community, Virus Total can 

analyse files, IP addresses, and URLs to detect malware. 

In addition, the sample checksum is validated to ensure the 

IoT Botnet dataset is compatible with Mirai variants. 

Table III displays the IoT Botnet dataset with MD5 

checksums expressed in hexadecimal for each file. The 

dataset in Table III comprises IoT Botnet malware 

originating from actual IoT devices. So that it can evaluate 

real network behaviour without simulating traffic. This 

IoT Botnet dataset was captured continuously for 24 h. 

Unfortunately, some data generates uncontrollably 

massive amounts of data, causing the capture process to be 

terminated before 24 h. 

TABLE III. IOT BOTNET DATASET [32] 

No Dataset MD5 Variant 

1 
CTU-IoT-

Malware-34 

82062b666f09fc5c0fe4f68d1ea9

0916 
Mirai 

2 
CTU-IoT-

Malware-52 

94d8c3ece239331b817456bcdbe

c6569 
Mirai 

3 
CTU-IoT-

Malware-43 

6d2fa0dc9836cf1944a925c6aa77

519d 
Mirai 

4 
CTU-IoT-

Malware-35 

4686b69425706b336439ed9e1d

74a511 
Mirai 

5 
CTU-IoT-

Malware-48 

ddb4154628732f9a873b367fe90

60f47 
Mirai 

6 
CTU-IoT-

Malware-44 

4d182dbfaf4f03395f9fb3f056f7b

3fa 
Mirai 

B. IoT Botnet Behaviours Analysis 

Fig. 6 depicts the IoT Botnet behaviour analysis. It 

began by analysing each IoT Botnet dataset file 

individually. Two levels of analysis, Virus Total, Cuckoo 

Sandbox analysis and Wireshark analysis comprised the 

IoT Botnet behaviour analysis strategy. At this stage, the 

log analysis closely monitors each dataset. The existence 

of abnormal IoT Botnet behaviours was determined by 

identifying seven primary behaviours, as described in the 

following section. 

 

 

Fig. 6. IoT Botnet behaviour analysis.  
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1) File opened 

The file opened is a modified and reviewed software file. 

The Opened File is the file location where IoT Botnet 

samples enter, and it creates an IRC channel for infected 

clients to join. The File Opened plugin is only accessible 

when an encrypted File Opened document is opened. It 

contains no spyware or malware, leaves nothing running 

on the computer, and does not modify the Windows 

registry or system files. 

2) File written 

The new file overwrites the existing one. This file was 

created to cause harm and conduct malicious activity. The 

File Written will write data to a CSV file. After writing to 

a file, the line-ending characters \r\n are appended. The 

message is either a string expression or a message number 

containing the file’s text. 

3) File copied 

The copied file has the same content as the original file. 

This file generates a new file by copying the contents of 

the existing file to the target file. It can also copy a file 

from a local or shared folder to another file.  

4) File dropper 

The file dropper is intended to install malware. This 

malware is installed on the target system. The malware 

code within the file dropper is designed to evade virus 

scanners. The file dropper is capable of downloading 

malicious malware to the target file. A File dropper is a 

type of Trojan designed to install malware on the target file 

system. 

5) IP address 

The IP address is a protocol address for the Internet. A 

device’s IP address is a sequence of numbers used to 

identify it on a network. This IP address is used for 

communication between two devices. This IP address can 

also generate spam, launch DDoS attacks, host a botnet, 

and contain malware in general.  

6) Port number 

The port number is the application’s address. This port 

number is used for network communication. It identifies a 

computer’s network application. The port number is 

associated with an IP address to communicate and identify 

the data transfer process. It allows one host to have 

multiple port numbers.  

7) Protocol 

The protocol enables devices to exchange data over the 

Internet with other devices. The majority of bots 

communicate with C&C via IRC or HTTP. IoT Botnet 

typically employs these two protocols. Meanwhile, TCP 

and UDP protocols were used for the same port number. 

C. IoT Botnet Attack Pattern 

IoT Botnet attack patterns are derived from a 

combination of IoT Botnet life cycle and IoT Botnet 

behaviour within an IoT Botnet environment. The IoT 

Botnet life cycle consists of four stages: scanning, 

attacking, infecting, maintaining, and updating. The IoT 

Botnet lifecycle is analysed in the IoT Botnet 

analysis  [1,  33]. The findings of this analysis will play a 

significant role in developing an IoT Botnet model. 

The IoT Botnet attack pattern construction is related to 

the IoT Botnet life cycle. Infecting IoT devices, IoT Botnet 

will go through IoT Botnet life cycle stages. The IoT 

Botnet attack pattern comprises four distinct phases. The 

initial stage is scanning. The scanning consists of two 

sections: initial infection and secondary infection. For the 

initial infection, the IoT Botnet initiates a network scan. It 

transmits SYN packets to unspecified IoT devices. It will 

connect to the device’s IP address while the IoT Botnet 

waits for a response. Following this, the second infection 

will execute the script known as shell code. The shell code 

is stored in both binaries. This binary bot will be 

automatically downloaded to the target host. The IoT 

Botnet’s downloaded files were extracted and analysed 

using Virus Total and Cuckoo Sandbox. As a result, the 

initial and second infections have detected the IoT Botnet 

behaviours of file opening, writing, copying, and deletion. 

In addition, the second stage is offensive. In this stage, 

the IoT Botnet bot attempts to authenticate with IoT 

devices. When the login is successful, the bot connects to 

the C&C server to relay information to the botmaster and 

establish the connection. After that, the target host 

transforms into a bot and joins the botmaster’s army. IP 

address and port are the IoT Botnet behaviours detected at 

this attack stage. 

The third stage focuses on malicious C&C activities. 

The botmaster communicates with bots via the C&C 

channel. The bots receive commands and act accordingly. 

The bots will carry out malicious activities. The bot from 

the IoT Botnet downloads the executable file from the 

attack device. The file will then be deleted, and the 

device’s temporary memory will be utilised. Through 

protocol, this infection stage can be detected as IoT Botnet 

behaviour. In addition, the fourth stage is maintenance and 

updating. This stage is responsible for keeping the bot’s 

activity updated. Through the C&C channel, the botmaster 

has complete control over the bot and can compromise the 

IoT device. In order to circumvent detection techniques, 

the botmaster instructs bots to download updated binary. 

Then, the bots constantly change their C&C location to 

ensure their survival. However, IoT Botnets can be tracked 

and identified based on their port and protocol behaviour. 

The attack pattern describes how an attack has been 

executed and is displayed. The IoT Botnet attack pattern is 

based on a combination of the IoT Botnet life cycle and 

IoT Botnet behaviour in an IoT Botnet environment. This 

IoT Botnet attack pattern was designed to identify the 

source of malicious IoT Botnet activity. This IoT Botnet 

attack pattern can be used to verify the existence of IoT 

Botnets and the vulnerability of IoT devices. In addition, 

the IoT Botnet attack pattern is used to simulate an IoT 

Botnet attack for security purposes. Consequently, this IoT 

Botnet attack pattern can be used as a guide and a remedy 

for identifying IoT Botnet attacks. 

D. Proposed IoT Botnet Detection Model 

The behaviours and patterns of the IoT Botnet were 

identified and elaborated on. The findings demonstrated 

the relationship between each attribute. This research 

proposed an IoT Botnet detection model capable of 

identifying the accuracy and completeness of an attack by 
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improving detection using degree centrality and path 

analysis based on its findings. 

Fig. 7 depicts the IoT Botnet detection model proposed. 

Five components comprised the IoT Botnet detection 

model: dataset, identification attack pattern, degree 

centrality analysis, path analysis, and IoT Botnet detection. 

Furthermore, the IoT Botnet detection model began with 

the dataset collection. Then, IoT Botnet attack behaviours 

were identified to construct an IoT Botnet attack pattern. 

Continuing by selecting a graph model that applies degree 

centrality analysis and path analysis. Finally, the IoT 

Botnet was detected.  

 

 

Fig. 7. Proposed IoT Botnet detection model.  

V. RESULT AND DISCUSSION 

The phase depicted in Fig. 8 consisted of two steps: 

constructing the IoT Botnet detection model and selecting 

graph analytics. The development of the model follows the 

IoT Botnet attack pattern. The graph containing this model 

construct is static. After the model is constructed based on 

the IoT Botnet attack pattern, degree centrality and path 

analysis are applied to the model graph selection.  The 

model employs degree centrality to determine the path 

analysis between IoT Botnet attack patterns.   
 

 

Fig. 8. Model development approach. 

The CTU-IoT-Malware-34 dataset has been 

implemented in a graph-based format, allowing the graph 

to be analysed by executing the degree. Fig. 9 depicts the 

directed graph corresponding to CTU-IoT-Malware-34. A 

directed path in a digraph is a sequence of vertices and 

edges that point from each vertex to its successor in the 

line, with no edges repeated. A directed path is simple if 

none of its vertices is repeated. There are two degrees for 

a directed graph: in-degree and out-degree. The in-degree 

of vertices is the number of inward-pointing edges, 

whereas the out-degree is the number of outward-pointing 

edges. 

Fig. 9 shows the IoT Botnet behavior in CTU-IoT-

Malware-34 implemented into the graph. This graph 

shows the connection of the IoT Botnet attack based on its 

behavior. Table II show the details of the graph degree for 

CTU-IoT-Malware-34. The CTU-IoT-Malware-34 

represents vertex 1. The file opened represents vertex 2. 

The desktop/file, en.UTF-8, en.utf8,en,en_US.UTF-

8,en_US.utf8,en_US,locale.alias is the variable for the file. 

The UTF-8 is the variable character for the encoding 

method. In addition, UTF-8 is used for electronic 

communication. The locale. Alias is a database file used 

by the locale command. Table IV shows also the detailed 

vertex representing the graph’s construct. 

 

 

Fig. 9. Graph CTU-IoT-Malware-34. 

TABLE IV. GRAPH DEGREE CTU-IOT-MALWARE-34 

Variant name Vertex, v In-degree Out-degree 

CTU-IoT-Malware-34 1 0 11 

File opened 2 1 8 

Desktop/file 3 1 0 

en.UTF-8 4 1 0 

en.utf8 5 1 0 

en 6 1 0 

en_US.UTF-8 7 1 0 

en_US.utf8 8 1 0 

en_US 9 1 0 

locale.alias 10 1 0 

185.244.25.235 11 1 1 

192.168.1.195 12 1 1 

66.67.61.168 13 1 1 

1.1.1.1 14 1 1 

50.50.50.53 15 1 1 

192.223.29.150 16 1 1 

71.61.66.148 17 1 1 

116.220.1.247 18 1 1 

123.59.209.185 19 1 1 

74.91.117.248 20 1 1 

6667 21 1 1 

48986 22 1 1 

63798 23 1 1 

1 24 1 1 

53 25 1 1 

62351 26 1 1 

80 27 1 2 

65279 28 1 1 

5376 29 1 1 

IRC 30 2 0 

TCP 31 7 0 

HTTP 32 1 0 

UDP 33 1 0 

Total  33 39 39 

 

Based on Fig. 9 and Table IV, this graph has 39 edges 

and 33 vertices for the directed graph. The total in-degree 

is 39, ∑ deg − 𝑣 ∈ 𝑉 (𝑣) = 39, the total of out-degree is 39, 

∑ deg + 𝑣 ∈ 𝑉 (𝑣) = 39. Then, the degree of graph theory 

model was constructed to detect IoT Botnet attacks. The 

graph of CTU-IoT-Malware-34 needs to be proven with 

some weighted degree calculation. G = (V, E), the in-

degree is deg − (v), and the out-degree is deg +(v).  

The graph is a balanced directed graph for every vertex 

v ∈ V, deg + (v) = deg − (v). Prove that, ∑ deg + (𝑣) = ∑ 

deg − 𝑣 ∈ 𝑉 𝑣 ∈ 𝑉 (𝑣) = |𝐸|. The sums of the in-degree, 

outdegree, and edges are 39. This proves that the graph for 

this dataset is valid based on this equation. Furthermore, 

the principal aggregate counts the number of active edges 

across all vertices approaching edges. Therefore, the two 
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totals are equivalent to the number of edges. Thus, this 

research analyses the IoT Botnet attack patterns using a 

degree centrality in the graph analytic approach. 

Then, path analysis examines the distance and shape 

between various connected edges. It also purposely 

identifies every connection between the vertices. Path 

analysis, for instance, can determine the shortest distance 

between vertices and edges [24]. This section discussed the 

result of the path analysis implementation for the CTU-

IoT-Malware-34 datasets. 

The outcome of the path analysis is presented in 

Table  V. The path for CTU-CTU-IoT-Malware-34 has the 

highest degree path with 39 paths. CTU-IoT-Malware-48 

has the shortest path with its 18 paths. This path analysis 

helps to measure the potential relationship between the IoT 

Botnet attacks. Path analysis is also a statistical method for 

investigating the IoT Botnet attack pattern. CTU-IoT-

Malware-34 has the longest path and most aggressive IoT 

Botnet attack compared to other datasets. Using degree 

centrality and path analysis to develop the graph, the IoT 

Botnet can be detected through the graph analytic 

approach. Degree of centrality and path analysis 

information used to detect IoT Botnet activities. 

TABLE V. PATH ANALYSIS CTU-IOT-MALWARE-34 

Dataset IoT-Malware-34 IoT-Malware-35 IoT-Malware-48 

Edges, E 39 27 18 

Vertex, V 33 26 16 

∑ deg − (𝑣)

𝑣 ∈ 𝑉

 39 27 18 

∑ deg + (𝑣)

𝑣 ∈ 𝑉

 39 27 18 

 

The research was time-consuming, particularly during 

the pandemic of COVID-19, especially in the data analysis 

process which is it needs more time.  Continuous research 

significantly needs to improve the IoT Botnet attack 

detection model. Constant actions are required in detecting 

other behaviors to enhance the security level in current 

demand. Perhaps, analyzing and testing new behaviors 

using other network analyzer software that provides 

superior capabilities is essential. Besides that, the 

outstanding capabilities support more excellent analysis 

for large capture data packet files for advanced research. 

Apart from concentrating on the different behaviors, future 

research is encouraged to use another mechanism or 

algorithm to recognize the IoT Botnet attacks and IoT 

Botnet activities. 

VI. CONCLUSION 

This study examines the analytical methodology 

employed in the development of an IoT Botnet detection 

model utilizing degree centrality and path analysis. The 

fundamental concept underlying the construction of an IoT 

Botnet model entails the integration of the IoT Botnet life 

cycle, IoT Botnet behaviors, and IoT Botnet patterns. In 

addition, this research includes a discussion and analysis 

of centrality degree and path analysis. Using degree of 

centrality and path analysis, IoT Botnet activities were also 

demonstrated. The degree of centrality and path analysis 

can be used as measurement criteria to detect the strongest 

IoT Botnet attacks. 
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