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Abstract—University chemical laboratories are  constantly 

exposed to multiple kinds of threats, including frequent 

explosions, theft of high-value equipment, sensitive data, 

dual-use chemicals that can be used in weapons, and high 

energy consumption. Therefore, the purpose of this paper is 

to develop an automated system for the university’s chemical 

laboratory while also providing it with safety and security 

using IoT. The proposed system is divided into three parts. 

The first part is  security, which employs a Passive Infrared 

(PIR) sensor and Radio-Frequency Identification (RFID) 

module to keep the laboratory secure at all times.  The second 

part is automation, which uses the “Google Assistant” 

embedded into the Android smartphone, HC-05 Bluetooth 

module, an Arduino Uno, and a relay module. It is intended 

to allow the laboratory supervisor to remotely monitor and 

control different laboratory electrical appliances. The third 

part is safety, which monitors the laboratory environment 

using  a flame sensor, MQ3 smoke sensor, DHT22 

temperature and humidity sensor, and MQ135 air quality 

sensor. The data from the sensors is transferred to the 

Arduino Uno, which then takes the  necessary action in the 

event of an emergency. The results showed that the proposed 

system works 98% correctly under the conditions of the 

investigation, which  indicates that it is  trustworthy, 

dependable, and efficient. 
 

Keywords—chemical laboratory, Internet of Things (IoT), 

Google assistant, Arduino Integrated Development 

Environment (IDE), MIT app inventor 2 

 

I. INTRODUCTION 

Chemical laboratory is an essential facility for every 

university, especially one with faculties of exact sciences. 

It is used for teaching, research, and community service, 

which are all functions of higher education [1]. 

Experimental activities in the chemical lab are closely 

related to the use of chemicals. These chemicals can be 

corrosive, carcinogenic, flammable, irritants, and toxinous 

and are associated with lab equipment usage, which may 

result in an explosion due to high pressure or temperature. 

As a result, accidents and even life-threatening hazards 

occur [2, 3]. So, lab safety must be prioritized, especially 

in chemical laboratories, so that there is no danger or worry 

of an accident occurring in a lab [4, 5]. Currently, the 

system of laboratory management is a human-based system 

that has human errors and threats [6]. Moreover, 

laboratories are seldom examined due to a lack of resources, 

including competent employees, and an underestimation of 

lab safety [4].  Additionally, some people conducting 

experiments lack sufficient knowledge concerning the 

harmful effects of chemicals and methods for 

experimentation [7]. The chemical lab’s security is just as 

vital as its safety; it protects the lab against theft, loss, 

accidents, and other issues [8]. Labs may include some 

electrical appliances such as lights, fans, etc. In order to 

save electricity, human efforts, and  functioning time, all 

these appliances need to be controlled remotely to switch 

off when not in use. This is done with the help of a mobile 

application installed on any smartphone [9, 10]. Allowing 

anyone to stay in the lab after the official study lab hours 

have finished is also prohibited. IoT comprises of things in 

the real world and sensors attached to them that are 

connected to the Internet via wired and wireless networks. 

IoT-enabled things can share information with humans, 

software, and other devices about the condition of things 

and the surrounding environment [11]. IoT has several uses 

in medical,  transportation, farming, manufacturing, and 

automation  [12]. As a result, this technology may be 

effectively used to make laboratories smarter, safer, and 

more automated. Smartphones are mobile phones that use 

the Android operating system [13]. Google Assistant is an 

artificial intelligence-based software that is accessible on 

almost all Android mobile phones. Users utilize it to access 

smart devices and applications by using voice 

commands  [14]. Smartphones support one or more short-

range wireless technologies, such as Bluetooth and infrared, 

making it easy to transfer data via these wireless 

connections. Bluetooth HC-05 is a module that allows 

Arduino and Android smartphone to communicate [15, 16]. 

Arduino Uno receives voice commands from a smartphone 

via Bluetooth and transmits them to relays, which 

subsequently switch the appliances on and off [17]. Sensors 

are devices that monitor environmental changes, 

continuously capture data, and transmit that data to a 

microcontroller (Arduino Uno) [18]. Radio-Frequency 

Identification (RFID) technology and Arduino are utilized 

to create an automated access control system that grants 

authorized persons access while denying unauthorized 

persons access [19]. In combination with other sensors, 

Passive Infrared (PIR) sensors are commonly employed in 

a variety of applications to create smart environments and 

security systems [20]. In this paper, IoT technology has 
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been used in the university chemical laboratory to provide 

it with safety and security in addition to automation. For 

lab security, the RFID module is installed on the lab 

entrance next to the door to prevent  unauthorized 

individuals  from entering. Additionally, the PIR sensor is 

used to detect any movement in the lab outside of its 

official working hours. For lab automation, voice 

commands using the “Google Assistant”  inbuilt with the 

android  smartphone, are used. It allows the lab supervisor 

to remotely monitor and control lab appliances such as 

lights, fans, etc. to conserve energy when not in use. For 

lab safety, flame, smoke, temperature, humidity, and air 

quality sensors data is monitored, and in the event of an 

emergency, the lab supervisor is alerted, and control 

actions are taken to prevent accidents.  
 

II. RELATED WORK 

Many applications that people use in their daily lives 

depend on IoT technology, making their lives easier, safer, 

and smarter. This technology’s main goal is to decrease 

human effort, save time and simplify a task.  Smart cities, 

smart environment, smart agriculture, smart laboratories, 

and so on are examples of IoT applications [9]. With 

advances in technology and work processes, smart 

laboratories have come on the verge of improving 

laboratories workflow and reducing workloads for the staff 

within the laboratory. Smart laboratory built using IoT 

technologies and mobile communications supervises  the 

overall general activities of the laboratory  including energy 

consumption  and application of devices, sensing 

environmental parameters, thus  providing a smart  

environment with balanced energy consumption and  

comfort [12].  Accordingly,  IoT-based smart automation 

laboratories are a significant topic on which some  

researchers have conducted studies. In Table I, a summary 

of the important characteristics of some relevant studies 

and the proposed system is provided. 

TABLE I.  SUMMARY OF THE IMPORTANT CHARACTERISTICS OF SOME RELEVANT STUDIES AND THE PROPOSED SYSTEM 

Reference The Important Characteristics of the Work 

Bhandari et al. [21] 

It included an RFID-enabled smart attendance system in a lab as well as a temperature monitoring system using LM35 sensor 

and Raspberry Pi board with fan control. It also had a smart teaching system that employed remote desktop technology using 

TeamViewer. 

Basheer et al. [22] 

It used multiple sensors to detect the event that occured in the computer lab. This model made use of motion, temperature, 

humidity, and luminosity sensors. A smoke sensor was also employed in the lab to detect smoke. When an event was 

identified, the GSM communication module was used to send an email. 

Simanungkalit et al. 

[23] 

It controlled the temperature of the computer lab’s Air Conditioner (AC) using DHT11 sensor and Arduino. The Arduino 

adjusted the AC temperature based on the room temperature from the DHT11 sensor. 

Khairnar et al. [24] 

It enabled the user to remotely control the appliances connected to the laboratory from anywhere within the Wi-Fi range. 

Blynk application was used to control electrical appliances in a laboratory using a certain number of relays connected to an 

ESP32 wi-fi module. 

Narhari  et al. [25] 
It monitored data from temperature, light, and motion sensors. Additionally, it has launched an operation based on what is 

needed,  for example turning on the light when it gets dark. It also employed an RFID tag reader for door authentication. 

Awaludin et al. [26] 

It used a DHT11 sensor to measure temperature and humidity in a chemical lab. The NodeMCU ESP8266 microcontroller 

processed the sensor data, which was then displayed on the LCD. Also, there was a relay that functions to connect and cut 

off the electric current on the fan. 

Kama et al. [27] 

It used the MCUESP8266 node, the temperature sensor DHT11/ 22, and Python 3 flask to monitor and control the temperature 

in a chemical lab. Also, there was a software program that presents the temperature to the mobile platform and desktop 

system. 

The Proposed 

System 

It uses the RFID module and the PIR sensor, one outside and one inside the chemical lab, to ensure the lab’s security at all 

times. Furthermore, the "Google Assistant" is used to provide voice commands for remotely managing (on/off) lab appliances 

such as lights, fans, water motor, and so on. The system also includes multiple sensors to monitor environmental factors, such 

as flame, smoke, humidity, temperature, and air quality. In the event of an emergency,  it activates the buzzer sensor to alert 

the lab supervisor, displays an alert message on the Liquid Crystal Display (LCD), and proper safety steps are taken,   such 

as turning on the fan in case of smoke, turning on the water motor in case of fire, etc. 

 

III. THE PROPOSED SYSTEM 

The proposed system makes use of IoT technologies to 

automate the university chemical lab environment while 

maintaining its safety and security. It is divided into three 

stages. The first is the security stage,  which aims to 

maintain lab security at all times.  It uses the  RFID  module 

to ensure lab security from outside and the PIR sensor to 

provide security from within the lab. The second is the 

automation stage,  which seeks to conserve lab electricity 

when not in use. It uses a smartphone   provided with the 

“Google Assistant,” the Arduino Uno, the HC-05 

Bluetooth module, the four-channel relay module, and the 

“MIT App Inventor 2” software. The “Google Assistant” is 

used to give voice commands to remotely control the lab 

appliances (on and off). Then, these voice commands are 

transferred to the Arduino Uno using the HC-05 Bluetooth 

module. After that, the Arduino Uno sends a signal to the 

relay module to execute the desired voice commands. The 

“MIT App Inventor 2” platform is used to develop the 

Android application. The developed application can be 

installed on an Android phone with a Bluetooth module.  

The third is the safety stage, which tries to maintain the 

lab’s safety from accidents. It uses the flame sensor, the 

MQ3 smoke sensor, the MQ135 air quality sensor, and the 

DHT22 humidity and temperature sensor. These sensors 

data is monitored  and transferred to the Arduino Uno. In an 

emergency, it activates the buzzer sensor to alert the lab 

supervisor, displays an alert message on the LCD, and 

performs safety actions. The circuit diagram, circuit 

simulation, and programming code for the proposed system 

were developed using Fritzing software, Proteus software, 

Journal of Advances in Information Technology, Vol. 15, No. 1, 2024

105



 

 

and the Arduino IDE, respectively.  The proposed smart 

system framework for the university’s chemical laboratory 

is shown in Fig. 1. The detailed analysis of the proposed 

system stages is as follows: 
 

 

Fig. 1. The proposed smart system framework  for the university’s 

chemical laboratory. 

A. Security Stage 

It is the first stage of the proposed system. The following 

is an explanation of the security stage’s hardware and 

software: 

1) Hardware description 

The Arduino Uno, the PIR sensor, the RFID module, the 

buzzer sensor, the LCD module, the relay module, an 

electric door lock, a breadboard, and jumper wires are the 

hardware components used for creating the security stage. 

The description of these components is presented below. 
 

The Arduino Uno is a microcontroller board based on 

the ATmega328p. It contains 14 digital I/O pins (six of 

which are PWM outputs), 6 analogue inputs, a 16 MHz 

ceramic resonator, a USB connection, a power jack, an 

ICSP header, and a reset button. It includes everything 

required to support the microcontroller [28]. In this paper, 

the Arduino Uno is powered with a 12V DC power supply. 

The PIR sensor is essentially a human sensing device 

that is commonly used in PIR-based motion detectors. PIR 

sensors sense general movement but do not know who or 

what moved [29, 30]. 

The RFID module is an auto-identification system that 

employs two basic types of devices : a reader, which serves 

as the Master of Communication, and tags or cards, which 

have an  associated electronic code they use to be uniquely 

identified [31].  
 

The buzzer, also referred to as a beeper, is a type of 

audio signaling device that can be mechanical, 

electromechanical, or piezoelectric (piezo for short). 

Alarm devices, timers, and confirmation of human input 

such as a mouse click, or keystroke are common uses for 

buzzers [32].  

The 162 LCD is a fundamental module that is widely 

used in a variety of devices and circuits. Because it 

consumes extremely little electricity, LCD is frequently 

used in battery-powered electronic appliances. It is used to 

display the sensors’ real-time data [33, 34].  

The four-channel relay module can control four 

distinct types of loads (appliances) simultaneously without 

conflicting with each other. It includes all of the required 

components and connections to make it happen,  such as a 

flyback diode, a base current limiting resistor, and header 

and LED indicators for connecting it to other devices  [35]. 

The one used in this paper is a 4-channel 12-volt relay 

module. 

The DC 12V solenoid electric door lock can control 

precisely how the door opens and closes after all the cables 

are connected and electricity is powered. The plunger 

resets the latch and relocks the door once the power supply 

to the solenoid is unplugged. It is an outstanding selection 

for a locking system that offers extreme security [36]. 

A breadboard is a plastic board with several tiny holes 

used to build and test circuits. A jumper wire is an 

electrical wire, or a collection of wires in a cable, with a 

connector or pin at either end. It is usually used to connect 

the components of a breadboard or other prototype or test 

circuit [37]. Fig. 2 shows the hardware components for the 

proposed chemical lab security stage. 
 

 

Fig. 2. The hardware components for the proposed chemical lab 

security stage. 

2) Software description 

The security stage makes use of three different software: 

the Arduino  IDE, Proteus software, and Fritzing software. 

Below is a detailed explanation of each software. 

The Arduino IDE  is an open-source software used for 

code editing, compilation, error correction, and code 

burning on the Arduino board [38]. The version 2.1.0 is the 

used one in this paper.   

Proteus software is a simulation tool that enables the 

virtual design of the circuit and shows how it performs. Its 

library contains an extensive number of components that 

may be used with multiple applications. The simulation of 

the circuit before hardware implementation is crucial and 

efficient. If it shows an error in the module, that error may 

be fixed in the hardware part [39]. This paper uses version 

8.10 of Proteus software. 

Fritzing is an open-source software for creating 

electronic wiring diagrams. It is the prototyping step before 

moving on to the permanent circuit. The Fritzing platform 

is a wonderful tool for building circuits since it can connect 

a schematic to a real layout [40]. The version used in this 

paper is 0.9.8.  

3) Principles of working for the security stage 

This stage attempts to maintain the security of the lab 

inside and out. The RFID module is used to provide 

security from the outside to prevent any unauthorized 

person from entering the lab. The RFID reader is positioned 

at the lab entrance next to the door. The RFID cards with 

unique Identification (ID) numbers are given to the 

supervisor of the chemical lab. The security on the inside 

is provided by the use of the PIR sensor, which prevents 

anyone from staying in the lab after his in-lab study 

schedule has ended. This sensor is linked to the lab study 
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schedule, and once the schedule is finished, the sensor is 

activated.     In the event of the presence of any person, the 

lab supervisor is alerted. The proposed algorithm for the 

chemical lab security stage is detailed in Algorithm 1. The 

flowchart for one cycle of the proposed chemical lab 

security stage is displayed in Fig. 3. 

 

 

Fig. 3. The flowchart for one cycle of the proposed chemical lab security stage. 

B. Automation Stage 

Lab automation system makes the use of electric 

appliances easier. In the proposed system, this is the second 

stage. The following is an illustration of the hardware and 

software for the automation stage: 

1) Hardware description 

The hardware components that will be used to develop 

the automation stage are a smartphone with “Google 

Assistant”, the HC-05 Bluetooth module,  lab appliances, 

and some of the components that were mentioned earlier, 

namely the Arduino Uno, the LCD module, the four-

channel relay module, the breadboard, and the jumper 

wires. Below is a description of these components.  

Smartphone use has revolutionized the way that 

millions of people across the world work, communicate, 

and access information. Currently most of the smartphone 

market is leading in Android which comes with Google 

Assistant technology. Google Assistant is a technology 

that grows quickly. It allows the users to control the all 

apps in their device by using voice commanding 

mode  [41,  42]. 

The HC-05 Bluetooth module allows Arduino Uno and 

an Android smartphone to connect wirelessly. The HC-05 

is a slave device that operates on 3.6 to 6 volts. It has six 

pins: state, RXD, TXD, GND, VCC, and EN. It offers a 

coverage area of 10-100 meters [43, 44].  

 

Algorithm 1. The Proposed Algorithm for the Security Stage 

Step No. Step Description 

Step 1 Initialize the PIR sensor, the RFID module, the 

buzzer sensor, the LCD module, and the relay 

module. 

Step 2 The RFID card is scanned by the RFID reader. 

Step 3 The RFID reader sends the RFID card’s unique ID 

number to the Arduino Uno. 

Step 4 The Arduino Uno compares the ID number with 

numbers stored in an array called “Unique ID 

Numbers”. 

Step 5 If    ) Matching == True ( 

Display (“Allowed to Enter”) message on the LCD. 

Turn on the electric door lock. 

Else 

Display (“Not Allowed to Enter”) message on the 

LCD. 

Turn on the buzzer sensor to alert the lab supervisor. 

Break; 

End If 

Step 6 If )PIR_value ==1( 

Display (“Movement Detected”) message on the 

LCD. 

Turn on the buzzer sensor to alert the lab supervisor. 

Else 

Display (“No Movement Detected”) message on 

the LCD. 

End If 
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Lab appliances employed in this paper include lights, 

fans, water motor and electric door lock. Fig. 4 shows the 

hardware components for the  proposed chemical lab 

automation stage. 

 

 

Fig. 4. The hardware components for the proposed chemical lab 

automation stage. 

2) Software description 

The automation stage also makes use of the three 

software packages that are used in the security stage in 

addition to the MIT App Inventor 2. It is an open-source 

web application that  enables the creation of fully working 

smartphone applications. It is divided into two  

parts  [45,  46]. The first is the Designer part, in which the 

application’s Graphical User Interface (GUI  (is designed 

with various components such as textboxes, labels, buttons, 

speech recognizers, etc. (as  shown in Fig. 5). The second 

part is the Blocks Editor, which is used to program the 

components from the Designer part to specify the Android 

app’s behavior (as shown in Fig. 6). In the proposed system, 

“Chemical_laboratory.apk” application is created by using 

the MIT App Invertor 2 to control (on and off) all 

appliances in the chemical lab using a mobile phone as a 

remote control.  

 

 

Fig. 5. The MIT app inventor 2 designer part-layout voice commands.  

 

Fig. 6. The MIT app inventor 2 blocks editor-bluetooth connection and 

voice commands recognition. 

3) Principles of working for the automation stage 

This stage seeks to remotely control all lab electrical 

appliances via voice commands to conserve electricity, 

human efforts, etc. The Bluetooth and relay modules are 

connected to the Arduino Uno. The “Chemical_laboratory” 

application is installed on the lab supervisor’s smartphone, 

which is supported by Google Assistant. The set of the 

voice commands used in the proposed system is shown in 

Table II. The proposed algorithm for the chemical lab 

automation stage is detailed in Algorithm 2. The flowchart 

for the proposed chemical lab automation stage is shown in 

Fig. 7. 

TABLE II. THE SET OF THE VOICE COMMANDS USED IN THE PROPOSED 

SYSTEM 
 

Command No. Voice Commands (Input)  Actions (Output) 
 

1 Turn on light Light is on 

2 Turn off light Light is off 

3 Turn on fan Fan is on 

4 Turn off fan Fan is off 

5 Turn on electric door lock The door is open 

6 Turn off electric door lock The door is close 

7 Turn on water motor Water motor is on 

8 Turn off water motor Water motor is off 

9 Turn on all appliances All appliances are on 

10 Turn off all appliances All appliances are off 

 
Algorithm 2. The Proposed Algorithm for the 

Automation Stage 

Step No. Step Description 

Step 1 Initialize the HC-05 Bluetooth  module, the 

LCD module, and the relay module. 

Step 2 Open  application “Chemical_laboratory” on 

any android smartphone. 

Step 3 Scan the discoverable Bluetooth devices and 

select (HC-05) Bluetooth module. 

Step 4 If    )connected==true (  

  Pair the HC-05 Bluetooth module with the 

Arduino Uno board.  

    Else 

  Display an error message " Disconnected" in 

mobile application. 

Go to Step 3 

End If       

Step 5 Use the “Google Assistant” package to give a 

voice command to switch appliances (on / off) 

and then convert it to text. 

Step 6 The Bluetooth module transfers the text to the 

Arduino Uno.  

Step 7 The Arduino Uno compares the text to the code 

written in the Arduino (IDE). 

Step 8 If  )Matching ==true   (  

    Display the text of the voice command on 

the LCD. 

           The Arduino Uno sends a signal to the relay 

module to turn on/off the desired appliance.  

    Else 

    Display an error message "Appliance not 

found". 

Go to Step 5 

End If       
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Fig. 7. The flowchart for the proposed chemical lab automation stage. 

C. Safety Stage0 

This is the third stage  of the proposed system. Below is 

a detailed explanation of the hardware and software of the 

safety stage. 

1) Hardware description 

The hardware components that will be used to develop 

the safety stage are the flame sensor, the MQ3 smoke 

sensor, the MQ135 air quality sensor, and the DHT22 

temperature and humidity sensor. In addition to using some 

of the previous hardware, which are  the Arduino Uno,  the 

relay module, the buzzer sensor, the LCD module, the lab 

appliances, the breadboard, and the jumper wires. Below is 

a description of these components. 

The flame sensor detects and responds to the presence 

of a flame.  It can also detect ordinary light sources with 

wavelengths ranging from 760 nm to 1100 nm. The 

detection range can extend up to 100 cm [47].  

The MQ3 sensor detects alcohol, benzine, methane 

(CH4), hexane, Liquefied Petroleum Gas (LPG), ethanol, 

and smoke. It can operate in temperatures ranging from 

10°C to 50°C. It is highly sensitive and has a fast response 

time [48].  

The MQ135 sensor is used for monitoring air quality or 

pollution. It can detect various chemical contents in the air 

and give an appropriate voltage variation at the output pin 

based on the chemical concentration in the air. It can detect 

alcohol, benzene, smoke, NH3, butane, propane, and other 

chemicals [49]. Air quality measurements are taken based 

on the Parts per Million (PPM) metric.  

The DHT22 is a simple, affordable digital temperature 

and humidity sensor that measures the surrounding air 

using a capacitive humidity sensor and a thermistor. The 

temperature range is −40 °C to 125 °C, with an accuracy of 

±0.5 °C. The humidity range is 0 to 100% with a ±2–5% 

accuracy [50].  Fig. 8 shows the hardware components for 

the  proposed chemical lab safety stage. 

 

 

Fig. 8. The hardware components for the proposed chemical lab safety 

stage. 

 

2) Software description 

The safety stage also makes use of the three software 

packages used in the previous two stages  namely: the 

Arduino IDE, Proteus software, and Fritzing software. The 

proposed system circuit diagram using Fritzing software is 

shown in Fig. 9. The circuit simulation for the proposed 

system in Proteus is illustrated in Fig. 10. A sample of the 

programming code for the proposed system in the Arduino 

IDE  is shown in Fig. 11. 
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Fig. 9. The circuit diagram of the proposed system using Fritzing software. 

 

Fig. 10. The simulation of the proposed system in Proteus. 

 
 

 
 

 

Fig. 11. Sample of  the programming code for the proposed system in 

the Arduino IDE. 

3) Principles of working for the safety stage 

This stage aims to create an alert system to ensure lab 

safety. In the event of smoke, fire, increased humidity or 

temperature, or poor air quality, the buzzer sensor launches 

an alert sound, and an alert message displays on the LCD. 

Also, safety actions are carried out until the lab supervisor 

arrives. The  proposed  algorithm for the chemical lab 

safety  stage is detailed in Algorithm 3. The flowchart for 

one cycle of the proposed chemical lab safety stage is 

shown in Fig. 12. 

Algorithm 3. The Proposed Algorithm for the Safety Stage 

Step No. Step Description 

Step 1 Initialize the flame sensor, the MQ3 sensor, the 

MQ135 sensor, the DHT22 sensor, the buzzer 

sensor, the LCD module, and the relay module. 

Step 2 If )MQ3_value == 1 ( 

     Display (“Smoke Detected”) message on the 

LCD. 

     Turn on the buzzer sensor to alert the lab 

supervisor.  

     Turn on fan. 

       Else 

      Display a message (“No Smoke Detected”) 

on the LCD. 

End If    

Step 3 If    ) Flame_value ==1 ( 

       Display (“Fire Detected”) message on the 

LCD. 

       Turn on the buzzer sensor to alert the lab 

supervisor.  

        Turn off all appliances except water motor to 

put out the fire.  
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      Else 

        Display (“No Fire Detected”) message on 

the LCD. 

End If     

Step 4 If   )DHT22_temp >= 32 ° C   (  

      Display  temperature value and (“Level: 

High”) on the LCD. 

       Turn on the buzzer sensor to alert the lab 

supervisor.  

      Turn off all appliances except the fan. 

      Else 

            Display  temperature value and (“Level: 

Low”) on the LCD. 

End If    

If    )DHT22_hum >= 70% ( 

       Display   humidity value and (“Level: High”) 

on the LCD. 

       Turn on the buzzer sensor to alert the lab 

supervisor.  

       Turn off all appliances except the fan. 

     Else 

        Display  humidity value and (“Level: Low”) 

on the LCD. 

End If       

Step 5 If   )MQ135_value <= 1000 PPM( 

      Display air quality value and  (“Fresh Air”) 

on the LCD. 

Else If   )MQ135_value>1000 && 

MQ135_value <2000( 

      Display air quality value and  (“Poor Air”) on 

the LCD. 

      Turn on the buzzer sensor to alert the lab 

supervisor. 

         Else 

      Display air quality value and (“Danger Air”) 

on the LCD. 

      Turn on the buzzer sensor to alert the lab 

supervisor. 

End If  

 

 

 

Fig. 12. The flowchart for one cycle of the proposed chemical lab safety stage. 
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IV. SYSTEM IMPLEMENTATION AND RESULTS 

To implement the proposed system, it is implemented on 

a prototype . All  of the components (RFID module, PIR 

sensor, flame sensor, MQ3 sensor, MQ135 sensor, DHT22 

sensor, LCD module, 4-channel relay module, HC-05  

Bluetooth module and buzzer sensor) are connected to the 

Arduino board. The jumper cables and breadboard are used 

for connecting the components to the Arduino Uno. The 

“Chemical_laboratory” Android-based  application is 

installed on  the smartphone of the chemical lab supervisor. 

The lab supervisor will direct the Arduino Uno to turn on 

or off appliances by giving voice commands through the 

application. After transferring the voice commands text to 

the Arduino Uno through the Bluetooth module, the 

Arduino Uno sends a signal to the relay module to turn on 

or off the desired appliances. The proposed system’s step-

by-step  implementation is shown in Table III. Fig. 13 

shows the installation of all components in the proposed 

system. 
 

 

TABLE III. IMPLEMENTING THE PROPOSED SYSTEM STEP BY STEP 

No. Stage Name Images for Implementation Description 

1 
Security 

Stage 

 

Image Components: 

1:  Arduino Uno 

2:  Electric door lock  

3:  LCD 

4:  RFID reader 

5:  RFID card 

6: Buzzer sensor 

7:  Breadboard 

8:  Jumper wires 

9:  Four channel relay module 

10:  Power supply 

 

Image Description: 

The RFID card is not validated in this 

case. As a result, the message “Not 

allowed to Enter” displays on the LCD 

screen, the electric lock is turned off, 

and the buzzer sensor will be triggered 

to alert the lab supervisor.  

2 
Security 

Stage 

 

Image Components: 

1: Arduino Uno 

2: PIR sensor 

3: LCD 

4: Buzzer sensor 

5:  Breadboard 

6:  Jumper wires 

7:  Power supply 

 

Image Description: 

Movement is detected in this case. So, 

the message “Movement Detected” 

displays on the LCD, and the buzzer 

sensor will be triggered to alert the lab 

supervisor. 

3 
Automation 

Stage 

 

Image Components: 

1: Arduino Uno 

2: Bluetooth module 

3: LCD 

4: Breadboard 

5: Jumper wires 

6: Fan 

7: Water motor 

8: Light. 

9: Electric door lock 

10: Power supply. 

11: Smartphone with the application. 

12: Four channel relay module 

 

Image Description: 

A voice command is given to turn on 

all  lab appliances in this case. So, the 

message “Turn on All” displays on the 

LCD, and all appliances are on. 
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4 Safety Stage 

 

Image Components: 

1: Arduino Uno 

2: MQ3 smoke sensor 

3: LCD 

4: Breadboard 

5: Jumper wires 

6: Buzzer sensor 

7: Fan 

8: Power supply 

9: Four channel relay module 

 

Image Description: 

Smoke is detected in this case. So, the 

message “Smoke Detected” displays 

on the LCD screen, the fan is on, and 

the buzzer sensor is on to alert the lab 

supervisor. 

5 Safety Stage 

 

Image Components: 

1: Arduino Uno. 

2: Flame sensor. 

3: LCD 

4: Breadboard 

5: Jumper wires 

6: Buzzer sensor. 

7: Water motor. 

8: Fan. 

9: Electric door lock. 

10: Light 

11: Four channel relay module 

12: Power supply. 

 

Image Description: 

Flame is detected in this case. So, the 

message “Fire Detected”  appears on 

the LCD, all appliances are off except 

the water motor, and the buzzer sensor 

is on to alert the lab supervisor. 

6 
Safety Stage 

 

Image Components: 

1: Arduino Uno. 

2: DHT22 sensor. 

3: LCD 

4: Breadboard 

5: Jumper wires 

6: Buzzer sensor. 

7: Fan. 

8: Power supply. 

9: Four channel relay module 

 

Image Description: 

The temperature is more than 32°C in 

this case. Therefore, the message 

“Level: High”  and the temperature 

value display on the LCD screen, all 

appliances are turned off except the 

fan, and the buzzer sensor will be 

triggered to alert the lab supervisor. 

7 Safety Stage 

 

Image Components: 

1: Arduino Uno 

2: MQ135 sensor 

3: LCD 

4: Breadboard 

5: Jumper wires 

6: Buzzer sensor 

7: Power supply 

 

Image Description: 

The air quality is less than 1000 PPM 

in this case. So, the message "Fresh 

Air" and the air quality value appear on 

the LCD screen. 
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Fig. 13. The installation of all components in the proposed system. 

The proposed system was tested to verify its 

performance and confirm that all requirements were 

fulfilled. Accordingly, four experiments were conducted. 

The first experiment was carried out to check the chemical 

lab’s security. Meanwhile, the second experiment was 

conducted to ensure the remote control of chemical lab 

appliances. The third experiment was done to guarantee the 

safety of the chemical lab. Finally, the fourth experiment 

was carried out to determine the overall accuracy of the 

proposed system. The detailed analysis of these 

experiments is as follows. 

A. Testing of the Chemical Lab Security Stage  

This test was conducted to check that the PIR sensor and 

the RFID module are correctly performing their respective 

functions in providing security to the chemical lab. The 

findings of this test are explained below. 
 
 

1) The PIR sensor detection range test 

The PIR sensor accuracy was measured at various 

distances from the sensor in order to detect any movement 

from anyone. Table IV shows the results of the PIR sensor 

detection range. 

TABLE IV. RESULTS OF THE PIR SENSOR DETECTION RANGE 

No. 
Distance of Anyone 

from the PIR Sensor (cm) 
Detection 

1 0 Yes 

2 50 Yes 

3 100 Yes 

4 150 Yes 

5 200 Yes 

6 250 Yes 

7 300 Yes 

8 350 No 

9 400 No 
 

According to the previous results, the sensor identifies 

anyone at a distance of 0 cm to 300 cm. However, if a 

person is more than 300 cm away from the sensor, the 

sensor will not detect his presence. 

2) The RFID module detection range test 

The RFID module accuracy was measured at different 

distances from the reader to RFID cards.  Table V shows 

the results of the RFID module detection range. 

TABLE V. RESULTS OF THE RFID MODULE DETECTION RANGE 

Cards Distance from RFID Reader to RFID Cards (cm)  
0 cm 1 cm 2 cm 3 cm 4cm 5 cm 

Card 1 ✓ ✓ ✓ ✓ ✓ x 

Card 2 ✓ ✓ ✓ ✓ ✓ x 

Card 3 ✓ ✓ ✓ ✓ ✓ x 

Card 4 ✓ ✓ ✓ ✓ ✓ x 

Table V shows that the allowed  detection range is up to 

4 cm. More than 4 cm,  the RFID reader cannot detect the 

card data. 

B. Testing of the Chemical Lab Automation Stage 

This test was done to ensure that the proposed Android 

application worked properly in remotely managing the 

chemical lab appliances (on and off). As shown in 

Tables  VI and VII, each voice command via Google 

Assistant was tested ten times in both normal and noisy 

environments. 

TABLE VI. TEST THE VOICE COMMANDS IN NORMAL ENVIRONMENT 

No. Voice Commands 

Total 

Number of 

Trials 

No. of 

Good 

Trials 

Accuracy 

(%) 

1 Turn on light 10 10 100 

2 Turn off light 10 10 100 

3 Turn on fan 10 10 100 

4 Turn off fan 10 10 100 

5 Turn on electric door lock 10 9 90 

6 Turn off electric door lock 10 10 100 

7 Turn on water motor 10 10 100 

8 Turn off water motor 10 10 100 

9 Turn on all appliances 10 10 100 

10 Turn off all appliances 10 10 100 

Average 99 
 

TABLE VII. TEST THE VOICE COMMANDS IN NOISY ENVIRONMENT 

No. Voice Commands 

Total 

Number 

of Trials 

No. of 

Good 

Trials 

Accuracy 

(%) 
 

1 Turn on light 10 10 100 

2 Turn off light 10 10 100 

3 Turn on fan 10 10 100 

4 Turn off fan 10 10 100 

5 Turn on electric door lock 10 9 90 

6 Turn off electric door lock 10 10 100 

7 Turn on water motor 10 10 100 

8 Turn off water motor 10 9 90 

9 Turn on all appliances 10 9 90 

10 Turn off all appliances 10 10 100 

Average 97 
 

 
Tables  VI and VII indicate that voice commands are 

performed efficiently in both normal and noisy 

environments. 

C. Testing of the Chemical Lab Safety Stage 

This test was conducted to check that the flame, the 

MQ3, the MQ135, and the DHT22 sensors work 

effectively in providing safety to the chemical lab. The 

findings of this test are explained below. 

1) The flame sensor detection range test 

The accuracy of the flame sensor was measured at 

various distances from the fire source. This test case was 

executed to determine the optimal sensor detection distance 

range. The findings of the flame sensor detection range are 

shown in Table VIII. 

According to the results above, the sensor detects fire at 

a distance of 0 cm to 20 cm. The sensor will not detect any 

flame when the source is more than 20 cm distant from the 

sensor. 
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TABLE VIII. RESULTS OF THE FLAME SENSOR DETECTION RANGE 

No. 
Distance of Fire Source 

from the Flame Sensor (cm) 
Detection 

1 0 Yes 

2 5 Yes 

3 10 Yes 

4 15 Yes 

5 20 Yes 

6 25 No 

7 30 No 
 

 

2) The MQ3 smoke sensor detection range test 

The accuracy of the MQ3 sensor was measured at 

various distances from the smoke source. This test case 

was performed to determine the best sensor detection 

distance range. Table IX shows the results of the MQ3 

sensor detection range. 

TABLE IX. RESULTS OF THE MQ3 SENSOR DETECTION RANGE 
 

No. 
Distance of Smoke Source 

From the MQ3 Sensor (cm) 
Detection 

1 0 Yes 

2 5 Yes 

3 10 Yes 

4 15 Yes 

5 20 No 
 

 

According to the above results, the sensor detects smoke 

from a distance of 0 cm to 15 cm. If the smoke source is 

more than 15 cm away from the sensor, it will not detect its 

presence. 
 

3) The MQ135 air quality sensor test 

The Arduino IDE component “Arduino serial plotter” 

was used to analyze the performance of the MQ135 sensor. 

It was employed in the proposed system to build a real-time 

graph of the MQ135 air quality sensor’s serial data. Fig. 14 

shows the graph of the MQ135 sensor data using the serial 

plotter in the Arduino IDE. 

 

 

Fig. 14. The graph of the MQ135 sensor data using the serial plotter in 

the Arduino IDE. 

According to the previous graph, the MQ135 sensor 

performs its role very well and consistently.  This 

demonstrates its efficacy in the proposed system. 

4) Testing of the DHT22 sensor response 
 

The results of the DHT22 sensor were compared with 

the Thermo-Hygrometer digital measuring device. This 

was done to test the accuracy of the DHT22 sensor in 

measuring temperature and humidity. Tables X and XI 

show the results of the DHT22 sensor response testing. 

TABLE X. RESULTS OF THE DHT22 SENSOR FOR TEMPERATURE 

No. 
DHT22 (Temperature) 

(°C)  

Thermometer 
(°C)  

Error 

(°C) 
1 24.1 24.2 0.1 

2 24.3 24.7 0.4 

3 24.6 24.9 0.3 

4 24.7 25.3 0.6 

5 25.2 24.9 0.3 

6 25.2 25.3 0.1 

7 25.4 25.7 0.3 

8 25.6 26.1 0.5 

9 26.2 25.8 0.4 

10 25.9 26.5 0.6 

Average   0.36 

TABLE XI. RESULTS OF THE DHT22 SENSOR FOR HUMIDITY 

No. 
DHT22 (Humidity) 

(%) 

Hygrometer 

(%) 

Error  

(%)  

1 61 62 1 

2 62 64 2 

3 64 64 0 

4 65 68 3 

5 67 69 2 

6 70 68 2 

7 69 72 3 

8 73 70 3 

9 71 73 2 

10 73 75 2 

Average  2 

 

As shown in the tables above, the findings with the 

DHT22 sensor are not significantly different from the 

results with the Thermo-Hygrometer digital measurement 

device. The test results showed that the DHT22 sensor is 

operating well, with an average temperature and humidity 

error value of 0.36 °C and 2%, respectively. 

D. Testing the Overall Accuracy of the Proposed System 

This is the last test, and its purpose is to assess the overall 

accuracy of the proposed system. As indicated in Table XII, 

the accuracy of each key component in the proposed 

system was assessed after 20 trials.  The average accuracy 

for all key components was then calculated, expressing the 

total accuracy of the proposed system. 

TABLE XII. TESTING THE OVERALL ACCURACY OF THE PROPOSED 

SYSTEM 
 

No. Key components 

Total 

Number 

of Trials 

No. of 

Good 

Trials 

Accuracy 

(%) 

1 RFID module  20 19 95 

2 PIR sensor  20 20 100 

3 MQ3 sensor  20 20 100 

4 Flame sensor  20 20 100 

5 MQ135 sensor 20 20 100 

6 DHT22 for temperature 20 19 95 

7 DHT22 for humidity 20 19 95 

8 Buzzer sensor  20 20 100 

9 LCD module 20 20 100 

10 Lab appliances  20 19 95 

 Average 98 

 

The accuracy value is calculated as follows: 

 Accuracy =
number of good trials

total  number of trials
  100 (1) 
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From Table XII, the proposed system obtained an 

accuracy of 98% on all key components. This showed that 

the proposed system works correctly and efficiently. It also 

includes some features such as security, user-friendly, 

dependability, adaptability, and low costs. These features 

are described more below: 

Security: The proposed system properly achieves the 

security feature. It’s equipped with a security system to 

secure the lab from both inside and outside. If there is any 

unauthorized person outside the laboratory or any person 

inside the laboratory after the end of the study schedule, the 

lab supervisor will be immediately notified. 

User-friendly: The proposed system fully delivers the 

user-friendly interface feature. The proposed mobile 

application  “Chemical_laboratory” has an easy-to-use 

user  interface that the laboratory supervisor can 

easily make use of. 

Dependability: The proposed system fully supports the 

dependability feature. This was carried out following 

several tests on it, the outcomes of which were quite 

satisfying. 

Adaptability:  The proposed system has full adaptability. 

The system adapts to conditions such as the presence of 

smoke, fire, excessive temperature, or humidity, etc., and 

takes the right steps in the case of an emergency. 

Low-costs: The proposed system maximizes the benefit 

of low-cost. This is because it is less costly than any other 

IoT-based system. 

V. CONCLUSION 

Safety should be prioritized in a chemical lab, as it is 

vital for teaching staff, supervisors, students, building 

occupants, and the surrounding environment. In addition, 

security is critical, which means access to this facility must 

be restricted to authorized people only. Meanwhile, a 

source of electricity must also be tracked and managed  

effectively, as individuals may leave lights, fans, and other 

appliances on by accident. As a result, the current paper 

aims to design and implement an integrated automation, 

safety, and security system for the university chemical lab 

using IOT. It can remotely turn on and off lights, fans, and 

other appliances by giving voice commands through 

Google Assistant to save energy throughout the day. The 

system also includes sensors for detecting environmental 

factors such as flames, smoke, and so on. In the case of an 

emergency, suitable safety precautions are taken. It 

additionally consists of an effective security system that 

makes use of the RFID module and the PIR sensor. RFID 

is employed to protect the lab from the outside. The buzzer 

sensor automatically alerts the lab supervisor in the event 

of an unauthorized user. The PIR sensor is used to secure 

the lab from within.  It is activated at the end of the lab’s 

study schedule to identify the presence of anyone. The 

results showed that the proposed system is simple, efficient, 

easy to use, and manages energy efficiently. The use of the 

proposed system is not limited to laboratories only; it can 

also be used at home with the blind and visually impaired. 

It  allows them to stay safe and do their activities without 

needing the help of another person. 
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