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Abstract—Over the last years, with the tremendous growth of
digital transformation and the constant need for companies
to hire employees, huge amounts of fraudulent jobs have been
posted on the internet. A cleverly planned sort of scam aimed
at job searchers for a variety of unprofessional purposes is a
false job posting. It can lead to a loss of money and effort. An
Arabic intelligent model has been built to avoid fraudulent
jobs on the Internet using machine learning, data mining, and
classification techniques. The proposed model is applied to
the Arabic version of the EMSCAD dataset. It is available on
the Internet in the English version and it has been retrieved
from the use of a real-life system and consists of several
features such as company profile, company logo, interview
questions, and more features depending on job offer ads,
Firstly, EMSCAD is translated into the Arabic language.
Then, a set of different classifiers such as Support Vector
Machine (SVM), Random Forest (RF), NaWe Bayes (NB),
and K-Nearest Neighbor (KNN) was used to detect the
fraudulent jobs. Finally, the results were compared to
determine the best classifier used for detecting fraudulent
jobs. The proposed model achieved better results when using
a Random Forest classifier with 97% accuracy.

Keywords—data mining, fraud detection, online recruitment,
machine learning, EMSCAD dataset

I.  INTRODUCTION

The trend towards technology requires us to constantly
research the development of our services. Companies have
relied on working through the Internet (working from
home). The recruitment processes have become very easy
to do online through many recruitment portals such as
“Wazef”, “frasna”, where job seekers upload their resumes
and skills. Companies check their files and contact the
candidates to schedule an online interview. There have
been 174 reported cases of employment scams across
Australia during the month of February 2022, alone.
Among 174 reported cases, 16.1% incurred financial loss
and the total amount adds up to 142,762 Australian Dollars
[1].

This huge number makes ambitions tend towards data
theft, taking advantage of the youth’s need for work. Using
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computers as an instrument to further illegal ends, such as
committing fraud, intellectual property, stealing identities,
or violating privacy. Cybercrime, especially through the
Internet, has grown in importance as the computer has
become central to commerce and entertainment.

Cybercrimes constitute many problems for the
individual and society, as the cost of damage around the
world is estimated at 6 trillion dollars by the year 2021 [2]
Therefore, we need to prevent the theft of confidential data
to avoid theft. To solve this issue, prevention, and
detection method can be used.

Egypt’s Vision 2030 is heading towards digital
transformation and automation in various fields of work,
raising the degree of Flexibility and competitiveness of the
economy, increasing employment rates, and decent job
opportunities, and improving the business environment,
and society. Therefore, it was necessary to follow up and
detect fraudulent recruitment operations, the purpose of
which is to steal individuals’ data and threaten them, as
criminals publish fake advertisements for employment and
exploit job seekers. This causes the loss of money and data
for individuals, as well as the loss of the reputation of the
organization and the threat to society.

Machine learning is one of the most important solutions
and has many examples in our daily lives, such as Netflix
and Siri, Companies also use machine learning to create
perceptions about future visions, improve customer
service and reduce costs, but most of this data is available
in languages other than Arabic, which may be English or
French. It was necessary to reduce these crimes in our Arab
region, and therefore we need a huge volume of data in
Arabic and the lack of data. It was important to translate
the available dataset into the Arabic language, this is
considered a new challenge in our research paper, as it
does not exist before. The difficulty of working and
understanding the Arabic language is because it contains
many synonyms, in addition to its many types which are
traditional Arabic, as in the language of the Qur’an, the
modern classical language, used in official conversations
and on television, and the vernacular. Therefore, the
ambiguity in the language makes the Arabic language
difficult to learn for machines to make decisions.

In addition, it has become very beneficial to use data
mining and data analysis to predict and detect fraudulent
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jobs. So, this paper aims to develop an intelligent model
form to detect fraudulent jobs on the Internet using
machine learning algorithms. Four machine learning
algorithms were used: Random Forest (RF), Na'we Bayes
(NB), K-Nearest Neighbor (KNN), Decision Tree (DT),
and Support Vector Machine (SVM).

Random forest is a learning algorithm that is supervised.
The “forest” is a collection of decision trees that are
typically trained using the “bagging” method to improve
the overall output. RF creates many decision trees and
blends them to generate a more precise and reliable
prediction. As a result, it can be applied to both
classification and regression issues [3, 4].

A decision tree or a bagging classifier has
approximately the same hyper parameters as a random
forest. There’s no need to combine a decision tree with a
bagging classifier because, after using this approach, you
may just utilize the random forest classifier class, we
discovered a significant improvement in results [3].

The decision tree Algorithm is a supervised machine
learning algorithm. It can be used for both classification
problems as well as for regression problems. We
developed a model that predicts the value of a target
variable (fraudulent), in which the decision tree solves the
problem using the tree representation, with the leaf node
corresponding to a class label (fraudulent) and attributes
represented on the internal node of the tree. Any of the
branches of that decision node can identify the results of
those tests. Starting from the beginning at the root and this
tree are going through until a leaf node is reached. It is the
way of obtaining classification results from a decision tree
[3].

Because it is simple to develop and particularly helpful
for very large datasets, NB is a classification strategy
based on the Bayes Theorem with the assumption of
independence between predictors. This classification
follows its method, which consists of several steps [5]:
Convert the data set into a frequency table
Creates a table of probabilities by finding the
probabilities
Use the Naive Bayesian equation to calculate the
post-probability of each category. The layer with
the highest posterior probability is the prediction
result.

K-Nearest Neighbor is a Machine Learning algorithm
based on the Supervised Learning technique. It assumes
that the new data and existing cases are similar. Then, in
the available categories, place the new example in the
category that is the most comparable to the others. This
means that as fresh data comes, the KNN algorithm can
quickly classify it into a well-suited category [6].

Support Vector Machine is yet another popular modern
machine learning approach [7]. Support-vector machines
in machine learning are supervised learning models with
related learning algorithms that examine data used for
regression and classification analyses.

SVMs can effectively do non-linear classification in
addition to linear classification by implicitly mapping their
inputs into high-dimensional feature spaces. This
technique is known as the kernel trick. It essentially draws
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lines between the classes. The margins are drawn to have
the shortest possible distance between them and the classes,
which minimizes classification error [8].

We used The Employment Scam Aegean (EMSCAD)
dataset [9], which constitutes a huge number of real and
fake ads. We need to use different features and
unconventional and unused methods to reach the
intelligent model and improve results.

The remainder of this paper is structured as follows:
Section Il, presents the related works on fraud job
detection; Section Il presents the proposed model.
Thereafter, we give details about the methodology.
Sections IV and V discuss the features weight and
Classification techniques. In Section VI, we present the
results of machine learning classification algorithms, and
Section VII presents a paper discussion. Finally, we
conclude and outline some possible future works in
Section VIII.

A classifier maps input variables to target classes using
training data. The classifiers used in the paper to
differentiate fake job ads from others are briefly discussed.
There are two forms of classifier-based predictions: single-
classifier predictions and ensemble-classifier predictions.

Previous studies relied on (EMSCAD) dataset. It
contains real-life job ads posted by Workable, which
includes nearly 17,000 advertisements in English. No
research work was applied to the Arabic fraud job, while
the research was directed towards Arabic false news. In
this research [10], the authors were collecting data and
news from YouTube through comments. This research
applied three machine learning algorithms such as Support
Vector Machine (SVM), Decision Tree (DT), and Naive
Bayes (NB). SVM achieved an accuracy of 95.35%. While
the DT achieved 93.47%. And finally, the NB achieved
92.38%. The best accuracy is by SVM, when all the rumor
topics are mixed, the best results in terms of accuracy and
precision are obtained by SVM, while the NB has not
succeeded to outperform the other classifiers, despite its
effectiveness in other classification applications, for any of
the topics. This is probably because the NB requires the
use of more detailed features.

Several recent research papers have been developed in
online recruitment fraud detection. In Ref. [11], the authors
develop an intelligent online recruitment fraud detection
model. The proposed model is based on machine learning
and classification techniques. The model was applied to
the EMSCAD dataset. The authors applied several
algorithms for classification, such as Naive Bayes, zeroR,
Logistic regression, decision tree, oneR, and random forest.
They used some characteristics of the dataset, such as
company profile, industry, and company logo, for
classification. The proposed model achieved 97.41%
accuracy when using random forest classification. At the
same time, nawe Bayes and decision tree gained 86.33%
and 84.77%, respectively. Finally, logistic regression,
OneR, and ZeroR achieved 77.22%, 77.33%, and 50%,
respectively. This paper did not work on the company’s
profile, requirements, or features to reach higher results.

RELATED WORK
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In Ref. [12], the authors developed an automatic model
to detect online recruitment frauds using machine learning
techniques. The proposed model is applied to the
EMSCAD dataset. The author chose a random group
corresponding to the number of real jobs and the number
of fraudulent jobs, which are 450 ads. The authors also
applied several classification algorithms, such as Random
Forest, Nawe Bayes, decision tree, logistic regression,
oneR [13], and zeroR [14] classification. The author used
some advanced characteristics of the dataset such as job
description and benefits in addition to the company profile.
The proposed model achieved (90.56 %) for random forest
technique, 88.11% for Nawe Bayes, 90.65% for the
decision tree, 90% for Logistic regression, 84.33% for
OneR, and 50% for ZeroR.

This paper relied on studying the main characteristics of
the job, such as job title, location telecommuting, and
company logo. While the company’s data was neglected,
it hopes in the future that there is a relationship between
the nature of the job and the company’s specifications and
its website, to develop a tool capable of detecting job fraud
on the Internet.

In Ref. [15], the authors used 21 characteristics of the
EMSCAD dataset, which are divided into three descriptive,
contextual, and linguistic data. The contextual data was
related to the job, while the linguistic data was related to
the employer. In addition, the metadata was related to the
workplace and the company logo.

The authors developed a learning model and applied
three classification techniques which are logistic
regression, decision tree, and random forest. It is based on
extracting unwanted words in the company profile,
benefits, and so on. Then, the feature vector is given the
ORFDetector, which is Ensemble Learning Based Online
Recruitment Fraud Detection to predict the reality of the
job. The proposed model achieved similar results among
the three classifications. Where logistic regression,
decision tree, and random forest achieved 95.30%, 95.50,
and 95.50% respectively.

In Ref. [16], the authors suggested a model for detecting
fraudulent jobs using machine learning algorithms, the
model was applied to EMSCAD dataset, in addition to new
features were extracted from the dataset such as the
“Has_Multiple_Jobs” feature. Sometimes an organization
posts multiple jobs on a similar field and the
“Title_has_extra_info” feature. The purpose of this feature
is to examine whether the job title has additional
information, such as years of experience, and industry, and
ensure the feature selection process, for any classification
problem that will help improve classification accuracy
using the appropriate machine learning model. The authors
applied seven algorithms for classification, such as Naive
Bayes (NB), K-Nearest Neighbor (KNN), Decision Tree
(DT), Multilayer Perceptron neural network (MLP),
Support Vector Machine (SVM), Random Forest (RF),
and XGBoost (XGB). The proposed model achieved
(97.94%) as an accuracy when using XGBoost (XGB)
classification, Na'we Bayes (81.25%), SVM (83.42%),
MLP (87.28%), DT (89.42%), KNN (90.02%) and
Random Forest (93.83 %).
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Finally, we discussed five recent research on job fraud
detection. The researchers used many classification
algorithms; the highest accuracy in [10] was for the
random forest classifier, with an accuracy of 95.35%,
while in [11], the highest accuracy was for the random
forest classifier, with an accuracy of 97.41%. Vidros and
Kolias et al. [12] used the same algorithms as in [11], but
with a difference in the number of data points used. Where
only 450 ads were used, the results of his research showed
that the highest accuracy was in the random forest
classifier, with an accuracy of 90.65%. Lal and Rishabh et
al. [15] used 21 features and three classifiers, and the
accuracy was very similar, up to 95.50%. In Ref. [16],
seven classifiers were applied, with the highest XGBoost
classifier accuracy at 97.94%.

I11. PROPOSED MODEL

The key objective of the proposed model is to develop
an Arabic fraudulent job detection model that can detect
fraud from online recruitment posts. To achieve this
objective, the research work focused on achieving the
following:

Translating the unique existing EMSCAD dataset
for online recruitment from the English version to
the Arabic version.

Preprocessing the EMSCAD dataset to enhance the
performance and accuracy of the proposed model.
Weighting and determining the most relevant
features used to detect fraud in the recruitment
process.

Building the Arabic classification model using the
best classifier algorithm.

The proposed model was applied and tested on the
Employment Scam Aegean Dataset (EMSCAD) dataset,
compiled from real life, and is freely available for
researchers. It is a collection of structured and unstructured
data. For example, each field may be a string, nominal, and
binary data type.

Fraud Detection Model

—> Ads Translation

Data Pre-Processing

Feature Weights

Feature Selection
Classification

G-
|

Figure 1. The proposed architecture.

Weighted
Features

It consists of 16 features. These features are divided into
three sections. Firstly, features related to the type of
employers, such as task description and the nature of the
industry. Secondly, features related to the Job description
include the number of experience years and level of
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education. Finally, features related to the company, such
as the company profile, location, and interview questions.

In Fig. 1, the proposed model consists of five phases:
data translation, data preprocessing, feature weights,
feature selections, and applying classification algorithms.

A. Translation

Our study is focused on the Arabic language, and the
available dataset is in the English version. Further, there is
a lack of an Arabic dataset. So, there is a need to translate
the available English EMSCAD Dataset into Arabic. A
googletrans library was used to translate the text from
English to Arabic. This step is the basis of the model to
identify fraudulent job advertisements in Arabic. Table |
shows a sample of the translated EMSCAD. There are
many translators, Google Translate API and Translator 10.
But Google Translator supports the Arabic language
strongly, and it is the most used, in addition to being free,
unlike translator 10. The accuracy of the Google
translation API varies from language to language, as a

translation from English to Spanish or French reaches 90%.

While it can be less for other languages, such as Arabic,

because it depends on the word’s literal meaning,
Translation saves time and effort. Therefore, it works as an
aid but will never replace human translators. The google
translator API has probably improved by about 34% using
the 51 languages available eight years ago [17].

B. Preprocessing

It is one of the most critical steps in the proposed model.
Due to the nature of the dataset, it contains some data that
affect the quality and performance of the model. It includes
the following:

o Cleaning data from noise and unwanted characters,
such as undefined characters (A, ©, /) and HTML
tags, in addition to the duplicate records.

e Completing incomplete data. Such as some salaries,
job benefits, industry, company profile, job
description, and requirements.

e Transforming the data into the appropriate form for
the classification model. Such as (Education level,
location, industry, and company profile) dealing
with continuous variables. Some of them include
converting.

TABLE |. DATASET TRANSLATION

Feature Name English Text

Equivalent Arabic Text

Company Profile

Valor Services provides Workforce Solutions that meet the needs of
companies across the Private Sector, with a special focus on the Oil &amp;
Gas Industry. A Valor Services will be involved with you throughout every
step of the hiring process and remain in contact with you all the way
through the final step of signing of the employment

il b ) AL 5l Ol 18 ek o
Gl IS S g ¢ alall plaill e Syl
s et o Ll delia |y Jail e
it s il 01 A 5 et (305 1o OS5 e
5631 5 5hall A G Gl Ul ol Jusil e
1l Jeall alin e Joa i ad 51,

Description

Our client, located in Houston, is actively seeking an experienced
Commissioning Machinery Assistant that possesses strong supervisory
skills and has an attention to detail. A strong dedication to safety is a must.
The ideal candidate will execute all activities while complying with quality
requirements and health, environmental, and safety regulations.

e dpanlllalin ¢ s (83 s gall ¢ Uliee
S len e o3y 5,a0 53 Calll YT el
ATl gl i) Janlitly s R )
Aadball 5 Al g Al il g 5 5 sl lablaial JUisaY),

Benefits

In return we’ll pay you well, give you some ownership in the company
(stock options) and importantly provide you with excellent opportunities for
advancement and professional development. Oh, and wea€™I| give you a
new pair of Adidas trainers when you join.

ALl (amy laiaig ¢ Jua el adai g ¢ Jlaall B
Lo pe IS0 ol a5 (a5l 3S,00 3
B dlaiaiug ¢ oyl ) skl g anill 3 3lies
idal (e i Adidas alecaiy) ie dualy ),

Requirements

Implement pre-commissioning and commissioning procedures for rotary
equipment. Execute all activities with subcontractor 4€™s assigned crew
that pertains to the discipline. Ensure effective utilization of commissioning
manpower and consumables. Ensure the execution of vendor specialists’
field activities with the assigned resources from the sub-contractor per
vendor a€™s representative plans. Carry out equipment inspections with
client representatives and ensure proper certification is produced. All
activities. Prepare forms for all pending tests and submit signed certificates
for final hand over to the certification engineer for QA and QC

) sl il aaally Caulkill g Baced) il el ya) i
0o il U8 e Gl il o i) apen 345
Jladll alasiu¥) Glava Lalaailly sl )5 Glabll
e dsadl ASSEY) ol sl Akl (g8l Caisil
it llee o) jaly o LI ALAG Jadad ST (L)
Baledll 2l (e Sl e Danl) s e Slaad) o
pdy diladdl LAY asead Zilall aef Al
gl Gudige ) gl aoall Gadpall clalg)
33 gall 48] ya 930 sad) laszal,

TABLE Il. DATA CLEANING SAMPLES

Text before Cleaning

Text after Cleaning

il 8 A5 B a0 jedelivn (b saill Ry 3S 58 (g I G (055 O Gy Aalald) il gal)
SIS e sl A el Asal gl JShelly mhasallie sl Judedll Jumiy Gay yu
M&\&amp@uejqcﬁ)ﬁ@}d\ Ol atial Al dia 44 5 gl Jaaﬁ,&\;g}!\!
plads Jgliis Al sUalluiis dlae il sday i) (815 Ciglle das a8 o
oAl Clllad g saleally jadi 5510 5 ¢ lazd)

Your Benefits Being part of a fast growing company in a thriving
industry Quick decision making thanks to a flat hierarchy and clear
structures Freedom to reveal your own ideas & Creativity and
accountability from the start Continuing to grow into a successful
international team that thrives in a familiar yet professional work
atmosphere, free drinks, table tennis, lunch, happy management and
team events

Ay o 18 AT 5580 e Aelina 8 sl Aing s A8 55 (e 12 G (0 5S5 of iy Al i) gl
il e RSN 8 A jall daal sl JSUgll 5 plansall e el Jualesil) Juady

b a5 el (a0 o gh A salll ) paiasd Aol e A g sl Jani5 g lagy) Aialal)
Jee

Salandll i 53] 5 oaal) slaa J 5l 5 A1) (pu 5 Alaa i3 yha 5 ) sind (515 sl
Gl llad

Your benefits Being part of a fast-growing company in a thriving industry
Quick decisions thanks to a flat hierarchy and clear structures Freedom to
reveal your own ideas Creativity and accountability from the start
Continued growth into a successful international team thriving in a familiar
yet professional work atmosphere Complimentary drinks, table tennis and
dining Lunch and management feel happy and team events
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1) Data cleaning

In this step, we understand the data well to study its
nature. Then, the noise letters and words from the text are
removed. In addition, the data may contain Latin letters,
HTML tags, and misspellings during the entry process.
This affects the quality of the data. Therefore, we need to
identify and remove unwanted characters. Furthermore,
the repeated words from the text are removed. Table Il
shows a sample of the data cleaning.

2) Completing missing data

EMSCAD dataset contains missing values for several
reasons, such as notes that were not recorded, data
corruption, input error, and many other reasons.
Processing missing data is essential because many
machine learning algorithms do not support data with
missing or incorrect values that can affect the quality of the
results. The database contains different data types: binary,
String, and Nominal. Specifically, there are missing notes
for some columns marked as zero. We can confirm this by
defining those columns and knowing the field that the zero
value is not valid for those metrics such as salary, company
file and benefits, and personal interview. As a result,
correct knowledge patterns are discovered, and precise
decision-making based on the merger of diverse
algorithms is obtained. It assures that accurate data
cleansing methods are employed, and it cleans Arabic
datasets using a multi-level cleaning process based on
Arabic Misspelling Detection and Correction Model
(AMDCM), and Decision Tree Induction (DTI) [18]. Fig.
2 shows the Arabic misspelling and correction model such
as “oxtelall s will after correcting “culeldll s shown in Table
Il.

Input a word

Single Word Correct
Technigue

Space Detection Correct
Technique
I
Space Inversion Correct
Technigue

A Word Correct -—

Figure 2. Arabic misspelling detection and correction model.

Word exist in
the dictionary

TABLE Ill. ARABIC WORD MISSPELLING

Misspelling Word Word Correction

cleldl (actors) ole ) s(actors)
5 54l 1 5 (coffee machine) 5 5¢dll 5 (coffee machine)
Bl (racing) <l (racing)

odaldl (flat pyramid) el chaadl (flat pyramid)

3) Data transformation to algorithm formats

Data may have one of a few types, such as numeric or
categorical, with subtypes for each, such as integer and real
values for numeric, and nominal, ordinal, and Boolean for
categorical. The process of converting text into a suitable
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method for classification and data cleaning by studying the
nature of each Feature.
a) Numerical data

Salary is Quantitative data, the natural way to represent
these salary ranges is numerical. Then, we need to rescale
the values of a numerical feature to be between two values.
Typically 0 to 1.

In the EMSCAD dataset the salary feature as range
values for example 20000 — 28000. To normalize salary
column we need to calculate average for each salary range
ANG = 20000 + 28000 /2 = 24000.

Then apply scaling formula [19, 20]

X — Xmin
Xmax — Xmin
Max salary = 762000 & min salary = 0, Assume zero to
advertisement with undefined salary

24000 -0
762000 — 0

X normalize =

X normalize = =0.0314

C. Categrical Data

EMSCAD contains categorical data such as Require
Education, Employment Type, and Industry. Therefore,
we use dummy variables to represent it. Dummy variables
are limited to two specific values, 1 or 0. Typically, 1
represents the presence of a qualitative attribute, and 0
illustrates the absence. The number of dummy variables
required to describe a particular categorical variable
depends on the number of values the categorical variable
can assume.

For example, the Work Experience feature consists of 6
values. We could represent each value with two dummy
variables shown in Table V.

TABLE IV. CATEGORICAL DATA TRANSFORMATION SAMPLES

Work Sample 1 Sample 2 Sample 2
Experience (Internship) | (Associate) (Entry level)
Not Applicable 0 0 0
Internship 1 0 0
Entry level 0 0 1
Mid-Senior level 0 0 0
Associate 0 1 0
Executive 0 0 0

IV. FEATURE WEIGHT

Feature weight is used to approximate the effect score
for features. The main objective of using feature weight is
to identify the effect of each feature on the accuracy of the
model results and reduce the multiplicity and variety of the
data and have a more significant impact on the output
Where a high value for the effective feature and a value
approaching zero for the weak feature as shown in Fig. 3.

For feature weight, we used the random forest technique
to see how each feature affects the impurity of the split (the
feature with the highest decrease is selected for the internal
node). We may calculate how much each feature reduces
impurity on average; the average number of trees in the
forest is used to determine the feature’s relevance.
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We use Eqg. (1) to applying features weights, aggregate
the votes (predicted classifications) across trees by
applying the weights W; to the votes. Let v, ;; be the
vote for tree j for subject i in the independent test data,
where i=1, M2=N/4 [21].

ntree
WPL' = Z
j=i

Using Eg. (1), we can compute performance measures
of the weighting procedure in the independent test set, such
as the Prediction Error (PEwsr) and AUC (AUCwrr) of the
Weighted Random Forest. If y; is the true class of subject
i, then the prediction error PEwre can be computed based
on the weighted classifications WCi:

W, = (WP, = 0.5)

W;. Utest i

)

1<
PEygp = M_zz [WC; — yil
i=1

After feature weighting, feature selection is applied to
determine which features impact recruitment fraud
detection most, which plays a key role in the accuracy of
the results. According to weights that are generated using
the random forest, the top five important weighted features
that influence are chosen as shown in Table V.

Part-time
Bachelor's Degree
Full-time

function

Entry level
Mid-Senior level
requirements
industry

High School or equivalent
salary range
department
has_questions

benefits
has_company_logo —

company _profile
000

0.02 0.04 0.06 0.08 010 0.12

Figure 3. Features weights based on random forest technique.

TABLE V. ToP FEATURES WEIGHT

Feature Weight
Company Profile 12.108663
Has Company Logo 10.137965
Benefits 6.292445

Has Questions 6.046285
Department 5.913834

V. CLASSIFICATION

Use classification techniques to check for fraudulent
jobs and track and compete results to determine the best
fraud detection model on the internet. Using the necessary
parameters, the classifiers are trained. Default parameters
may not be sufficient to maximize the performance of
these models. The model’s dependability is improved by
adjusting these parameters.

To apply the ensemble classification, the training set
and testing set can be defined by specifying the ratio of
data, which is 80% training, and the rest is the testing set
(20%). The training data set contained 14304 records,
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while the test dataset contained 3576 records. The cross-
validation value specifies the statistical performance of
learning and the accuracy of predicting. The proposed
model is developed using five machine-learning classifiers,
which are Random Forest (RF), Decision Tree (DT), Na've
Bayes (NB), k-nearest Neighbors (KNN), and Support
Vector Machines (SVM).

RF as an ensemble classifier is built based on 100
estimators with 42 random_state, n_jobs with three
processors, true value for bootstrap, true value for
oob_score, and validating the criterion parameter with
entropy. The DT classifier utilized the default parameters
with Gini criterion. NB (GaussianNB) classifier utilized
the default parameters for var_smoothing of 1e-09. The K-
NN classifier gives a promising result for the value k=5
considering all the evaluating metrics. The SVM classifier
trained the data with regularization of value of 2 and linear
kernel.

A. Performance Evaluation Metrics

When analyzing a model’s performance skill, some
measures must be used to justify the evaluation. The
following metrics are considered to choose the best
suitable problem-solving technique. Accuracy in Ref. [22]
is a metric that measures the proportion of accurate
predictions to the total number of examples taken into
account. However, because it does not account for
incorrectly anticipated cases, accuracy may not be a
sufficient criterion for evaluating a model’s performance.
A serious problem arises when a bogus job is treated as
legitimate. As a result, false positive and false negative
scenarios that compensate for misleading must be
considered. Precision and recall must be taken into account
while measuring this compensation.

The ratio of true positive results to the number of
positive results predicted by the classifier is known as
precision [22]. The number of correct positive outcomes
divided by the total number of relevant samples is called
recall [22]. The F1-Score or F-measure [22], which is
determined as the harmonic mean of precision and recall,
is a parameter that is concerned with both recall and
precision.

In addition to fold cross-validation is a standard method
for estimating the performance of a machine learning
algorithm on a dataset. The estimate of model performance
depends on k-fold. The value of k is essential to compare
this to an ideal test condition. This can help to choose an
appropriate value for k. Once a k-value is selected, it can
be used to evaluate a suite of different algorithms on the
dataset. The distribution of results can be compared to an
evaluation of the same algorithms using an ideal test
condition to see if they are highly correlated or not. If
correlated, it confirms the chosen configuration is a robust
approximation for the perfect test condition [23].

VI. EXPERIMENTAL RESULTS

Three experiments have been conducted using the
translated EMSCAD dataset. Classifiers have been trained
and tested to detect job fraud based on the dataset that
contains fake and real ads. The data were divided into two
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groups. First, the training group was 80% of the data,
representing (14304 job ads). At the same time, the second
was the test group which represented 20% of the data
(3576 job ads).

Dataset: We conduct all our experiments on publicly
available datasets on the internet (EMSCAD) [9]. There
are 17,880 annotated jobs in this dataset, with 866 (4.85%)
being fraudulent and 16994 (95.15%) being legal. The
ratio of fraudulent versus legitimate jobs in this dataset is
substantially skewed.

It consists of 16 features, as shown in Table VI. Also,
Table VII shows statistics about EMSCAD Dataset. It
contains 17,880 job postings, 866 are fraud, and 17,014 are
real ads.

These features are divided into three sections. Firstly,
features related to the type of employer, such as task
description, and the nature of the industry. Secondly,
features related to the Job description include the number
of experience years and level of education. Finally,
features related to the company, such as the company
profile, location, and interview questions.

TABLE VI. A DETAILED FEATURES OF EMSCAD DATASET

Feature Name Data Type | Description Relevant To
Company Profile String A brief description of the company Company
Location String The location of the Company
Benefits String Benefits list offered by Company
Telecommunication Binary True If work from home & False If work from Company
Company Logo Binary True if company logo exists
Has Questions Binary True if an interview question exists
Title String The job advertisement Title
Salary-Range Numerical Suggested Salary Range Job
Department String Job relevant department
Require Education Nominal Doctorate, Master’s Degree, Bachelor’s, etc.
Requirements String Required list for job
Employment Type Nominal Full-type, Part-time, Contract, etc.
Require Experience Nominal Executive, Entry level, Intern, etc.
Function Nominal Consulting, Engineering, Research, Sales etc
Description String Describe task of Job seeker Job Seeker
Industry Nominal Automotive, IT, Health care, Real estate, etc.
TABLE VII. STATISTICAL DATA ABOUT EMSCAD concerning evaluation metrics. The results were

Total job ads 17860
Fraud jobs 866
Real jobs 16994
Period interval 2011-2014

A. Full Featured Experiment

In this experiment, we used all Arabic EMSCAD
features such as Location, Department, Salary-Range,
Company Profile, Description, Requirements, Benefits,
Telecommunication, Company Logo, Has Questions,
Employment Type, Require Education, Require
Experience, Industry, and Function. The dataset is

recorded into two groups. First, the training group was 80%

of the data, representing (14304 job ads). At the same time,
the second was the test group, and represented 20% of the
data (3576 job ads).

TABLE VIII. PERFORMANCE MATRIX COMPARISON TABLE FOR
CLASSIFIER-BASED PREDICTION AFTER APPLYING ALL FEATURES IN

EMSCAD DATASET

Performance Accuracy | Precision |Recall |F1-Score
Measure Metric

RF 0.96 0.83 0.67 0.72
NB 0.15 0.52 0.54 0.14
SVM 0.95 0.87 0.51 0.51
DT 0.95 0.69 0.81 0.73
KNN 0.95 0.80 0.67 0.71

Five classification algorithms were applied: Support
Vector Machine (SVM), Naive Bayes (NB), K-Nearest
Neighbor (KNN), Decision Tree (DT), and Random Forest
(RF). Fig. 4 shows the comparative study of the classifiers
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satisfactory as the Random Forest classifier. It is the
highest accuracy among all the classifications, with 96%.
While the decision tree achieved 95%, and the Support
vector machine gained 95%. Finally, the K-Nearest
Neighbor reached 95%, and Naive Bayes had a lower
accuracy, with 15%. Table VIII shows the Performance
Measure Metric by Macro averaging for the proposed
classifiers model.

Accuracy
0.96 0.95 0.95 0.95
0.15
RF NB SVM DT KNN
Accuracy

Figure 4. Performance comparison chart for classifier based prediction
after applying all features in the EMSCAD dataset.

B. Weighted Featured Experiment

The feature weight algorithm for all dataset features is
applied. It is important to study what feature significantly
impacts the results. Fig. 3 shows the order of the features
according to the degree of their effect on the nature of the
job, fake or trust are: The highest priority was the company
profile feature, has-company logo feature, has-questions
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feature, benefits feature, department feature, salary range
feature, high school feature, and industry. Then, the feature
selection algorithm is applied to choose the essential
feature. The top five features, with more than 50%, are
preferred. According to Fig. 3, the selected feature is
company profile, has-company logo, has-questions,
benefits, and department feature. Fig. 5 shows a significant
improvement using the nawe Bayes classifier with 88%
accuracy compared with the previous Full Featured
Experiment. While the SVM, DT, and RF achieved the
same result, 95%, 95%, and 96%, respectively but the
accuracy of the KNN classifier decreased to 94%. Table
IX shows the Performance Measure Metric by Macro
averaging for the proposed classifiers model after applying
features weight and features selection.

TABLE IX. AFTER APPLYING FEATURES WEIGHT AND FEATURES
SELECTION, THE PERFORMANCE MATRIX COMPARISON TABLE FOR ALL
SPECIFIED SUPERVISED MACHINE LEARNING MODELS

documents. It supports texts of different sizes, domains, or
languages. YAKE consists of six main concepts.
Text preprocessing
Feature extraction
Terms score
Creating a keyword list of potential candidates
Data De-duplication
Ranking

YAKE is used to extract the positive keywords from the
benefits feature text of the job. A sample of the extracted
keywords from the job benefits feature is shown in Table
X.

TABLE X. POSITIVE KEYWORDS EXTRACTED FROM BENEFITS FEATURE

Arabic extracted keywords Equivalent English
extracted keywords
Experience , Competitive
Salary , Training , Learning ,

Paid Time , Vacations , Rapid

Al 7l o
“ALLa Ul 3l e ja,
“‘._E‘)ﬂ‘ “’

Performance Accuracy | Precision | Recall | F1-Score “alaill” e gadll < Gl el Ay Growth , Health Insurance ,
Measure Metric “aamll el aall cpddll?) Paid Leave , Commission ,
RF 0.96 0.48 0.50 0.49 “de et lal Bonuses , Major European
NB 0.88 0.60 0.75 0.63 Y 7 e Pl Institution , Tobacco Free
SVM 0.95 0.47 0.50 0.49 “ S sl Aanye”” JA dee (lSa Workplace , Competitive
DT 0.95 0.50 047 049 & o, Compensation Package ,
KNN 094 0.64 055 057 Al liay ga8 A 27, Starbucks , Double Pay ,
CoS )l g8, Travel Opportunity
“Cacliae al”, international
€A gy s daa
Accuracy
TABLE XI. AFTER EXTRACTING BENEFITS FEATURES KEYWORDS, THE
PERFORMANCE MATRIX COMPARISON TABLE FOR ALL SPECIFIED
SUPERVISED MACHINE LEARNING MODELS
0.96 0.95 0.95 0.94 _
0.88 Performance Accuracy | Precision | Recall | F1-Score
Measure Metric
RF 0.97 0.85 0.75 0.79
RF NB VM bt KNN NB 0.20 0.53 0.56 0.21
SVM 0.96 0.87 0.51 0.51
Accuracy DT 0.96 0.75 0.81 0.78
KNN 0.96 0.81 0.71 0.75
Figure 5. Performance comparison chart for classifier based prediction
after applying features weight and features selection.
Accuracy
The results of this experiment indicate an increase in the
accuracy of NB to 88% and KNN decrease to 94% because
we are working on the highest weighted features in the ol57 0.2 o156 OI56 0156
dataset, as shown in Fig. 3. Thus, the ratio of correlations
between features decreased, so th_e probability_ ratio RF NB SVM DT KNN
decreased, and the model’s accuracy increased. While the
accuracy of the other models (SVM, DT, and RF) has not Accuracy

been changed compared to the first experiment due to its
dependence on the decision tree.

C. Benefit-Processing Feature Experiment

This Experiment is the third one. It depends on
processing the text of the benefit feature. Depending on the
features resulting from the features weighting processing
phase, the features that have the highest weight score:
Company Profile, Has Company Logo, Has Questions,
Benefits, and Department.

Using Collection-Independent Automatic Keyword
Extractor (YAKE) [24]. YAKE is a novel feature-based
system for multi-lingual keyword extraction from single
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Figure 6. Performance comparison chart for classification after
extracting benefits features keywords.

After that, the model is provided with data extracted
from the benefits feature. The results that the algorithms
have achieved are improved, where the random forest
classification was performed with the highest accuracy
with 97%, decision tree classifier with 96%, Support
vector machine classifier with 96%, K-Nearest Neighbor
classifier with 96%, and Naive Bayes classifier with 20%
as shown in Fig. 6. Further, Table XI shows the
Performance Measure Metric by Macro averaging for all
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supervised machine learning models after extracting
benefits feature keywords.

VI1I. DISCUSSION

The results showed a clear improvement in the
dimension of the models used. In the first experiment that
depended on all Arabic features according to the dataset,
the RF classifier, KNN classifier, DT Classifier, and SVM
Classifier achieved a high accuracy with 96%, 95%, 95%,
and 95%, respectively. In comparison, the naive Bayes
Classifier (NB) achieved 15%, which is very low accuracy.
This is due to the nature of the NB classifier, and the
features multiplicity used in this model reaches 16 features
where it works on probabilities. The correlations between
the features are substantial, so the accuracy of this model
decreases. Further, the achieved accuracy of the random
forest classifier is high because it depends heavily on the
decision tree.

In the second experiment that depended on top features
weight, the NB classifier achieved 88%, which has
improved compared with the accuracy result in the first
experiment. This is because the number of used features
has been reduced to only 5 features. They are the top 5
weighted features. This reflects the validity of our
experiment. If the accuracy of the correlations between
features increases, the accuracy of the model increases.

While the KNN algorithm uses K as the nearest
neighbors of a given query point, the distance between the
(fraudulent) query point and other data points must be
calculated. These distance measures help form decision
boundaries, but we only used the top five features, so the
distance between the point and its nearest neighbor
increased. Thus Classification accuracy decreased by 1%.
Finally, in the third experiment that depended on the
processing text of benefits feature. The accuracy of the
model improved significantly. The RF classifier achieved
97%, the NB classifier achieved 20%, the SVM classifier
achieved 96%, the DT classifier achieved 96%, and the
KNN classifier achieved 96%. The accuracy results
improved by 1 percent over the second experiment within
RF, SVM, and DT classifiers while improving by 2 percent
in the KNN classifier. Fig. 7 shows the accurate
comparison between the three experiments’ results.

THREE EXPERIMENTS
RESULTS

RF mNB SVM mDT mKNN

FIRST EXPERIMENT SECOND THIRD EXPERIMENT

EXPERIMENT

Figure 7. Comparison between three experiments results.

VIIl. CONCLUSION AND FUTURE WORK

Online recruitment systems are a new, easy, and
effective way to select the best and most promising method
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for many companies. Moreover, it expresses a broad vision
of the world in 2030, and the percentage of use of these
platforms will gradually increase, despite their misuse by
criminals and fraudsters and the violation of the privacy of
job seekers.

Research papers have studied the problem of reducing
job fraud via the Internet. It proposed a model to identify
job advertisements as real or fraudulent, which was applied
to a data set in the English language.

This research paper proposed a model for detecting job
fraud by applying it to the Arabic language. It is considered
the first that used the Arabic language. We applied five
algorithms, Support Vector Machine (SVM), Na'we Bayes
(NB), Decision Tree (DT), Random Forest (RF), and k-
Nearest Neighbors algorithm (KNN), as ensemble
classifiers.

The model achieved 96% accuracy, which is the best
result that has been obtained until now, applied to the
Arabic language dataset, while the model achieved 97%
accuracy applied to the features that have higher weights.
As shown in Table V, the results confirmed that the job
depends on several features to reveal its identity, such as
“company logo”, “company profile”, “interview
questions”, “benefits”, and “department”.

This research used an (EMSCAD) dataset. It is a free
dataset available on the Internet. Then it was translated
into Arabic.

In future work, we can take advantage of the available
data set to examine and analyze new features such as the
company profile, know the expected salary, and apply
different algorithms. We will try to collect an Arabic
dataset. Then, applying the proposed model on the
collected dataset. Finally, comparing the results with the
results of the translated EMSCAD dataset.

We will work on solving the problem of an unbalanced
dataset by using the over-resampling method. This method
is applied by adding records to the minority class or
deleting ones from the majority class. To bring the number
of fraudulent ads near the number of actual ads, giving
more learning for the model and obtaining higher scores in
different evaluation metric [25]. Our goal is to propose an
applicable Arabic employment fraud detection tool for
commercial.
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