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Abstract—LILI-128 keystream generator was designed by
Dawson et al. (2000) and it was submitted to NESSIE project.
This LILI-128 algorithm is a LFSR based synchronous
stream cipher come with 128 bit key length. LILI-128 was
designed to implement in hardware and software based and
its offer large period and linear complexity. In this algorithm,
the Boolean function given with coefficients, n is equal to ten
(10) and its degree, d is equal to six (6). In conducting this
attack, we aim to decrease the degree of the targeted Boolean
equation by find it vulnerability with constructing low
degree annihilator equation(s). We adopt the Fault Injection
Analysis (FIA) methodology to achieve our objectives. In this
study, we found the vulnerability via annihilator(s) through
FIA (inject with value of one (1)) on Boolean function of
LILI-128. With these injected Boolean functions, we proceed
to utilize Hao’s method to find new annihilator(s). Then we
obtained new annihilator(s) on Boolean function of LILI-128
stream cipher. As a result, these newly identified annihilators
successfully reduce the complexity of the published Boolean
function to guess the initial secret key. It likewise gives truly
necessary data on the security of these chose stream cipher
concerning Fault Injection Analysis.

Index Terms—vulnerabilities, annihilator, Boolean function,
Fault Injection Analysis (FIA), stream cipher, algebraic
attack

I.  INTRODUCTION

Cryptology is a science that incorporate both
cryptography and cryptanalysis. Cryptography originated
from the Greek words kripto and graphia which means
“hidden” and “writing”. This science of securing messages
began since early civilization when human started to
communicate and the need to hide their communication.
The fundamental and classical task of this science is to
provide confidentiality by encryption methods where both
the encryption and decryption process used a secret key
that was initially agreed by both parties. [1] Cryptography
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is divided into two types, which is, asymmetric-key
cryptography and symmetric-key cryptography. In
symmetric-key cryptography, only one key will be used to
encrypt and decrypt the data. Meanwhile for
asymmetric-key cryptography, there will be two different
keys to encrypt and decrypt. The importance of encryption
became critical after telegraph, especially radio telegraph,
was invented. Long distance communication allows
information being intercepted much easier than ever. To
protect the confidentiality of information, encryption is
widely used in military, intelligence and diplomatic
services. The consequence is that cryptanalysis techniques
improved significantly. During World War Il, both the
German Enigma cipher and the Japanese Purple cipher
were successfully broken by the Allies. The two weak
ciphers contributed significantly to the failure of Germany
and Japan in World War I1.

Asymmetric cryptography is also known as public key
cryptography, it uses a pair of key known as public and
private keys to encrypt and decrypt data. The keys are a
numbers that have been paired together but are not
identical:

e Public key: One key in the pair that can be shared
with everyone.

e Private key: The other key in the pair that is kept
secret.

Symmetric key encryption is important for secret
information transmission and storage. Two parties, the
sender and receiver, share the same symmetric key cipher
and the same secret key. The sender encrypts the message
(plaintext) with the cipher and key to obtain the ciphertext.
The ciphertext is transmitted (or stored) over an insecure
channel. The receiver decrypts the ciphertext to retrieve
the original message. An attacker may intercept the
ciphertext. Strong cipher and strong key should be used for
encryption to ensure that no information is leaked to the
attacker. Fig. 1 below showed that symmetric
cryptosystem can be divided into two; block and stream
cipher. Rueppel describe the differences [2].
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o Block cipher: Operate with a fixed transformation
on large block of plaintext data.

e Stream cipher: Operate with a time-varying
transformation on individual plaintext digits.

Symmetric Encryption

Y

Secret Same Key Secret
Key Key

A4Sh*L@9.

To=#/>B#1 .
ecryption

RO6/12.>1L

1PRL39P20

—

Plain Text Plain Text

Cipher Text

Figure 1. Example of symmetric-key cryptography.

A. Attacks in Cryptography
In building a cryptosystem, a cryptologist will build
their best cryptographic algorithm meanwhile a
cryptanalyst will take opportunity to tackle the method of
breaking the cryptosystem. Every analysis and attack to
the cryptosystem is important because it will used to be a
benchmark of strengthen of that particular cryptosystem.
By [3], attackers in cryptography can be divided into
two types:
o Passive attacker
e Active attacker
And in this active attack, there is six (6) types:
Ciphertext-only attack
Known-plaintext attack
Chosen-plaintext attack
Chosen-ciphertext attack
Adaptive chosen-plaintext attack
Adaptive chosen-ciphertext attack

B. Attacks in Stream Ciphers

It is important to know and understand all the attacks in
stream cipher and the main purpose is to recover or
discovering the key used in the process of encryption and
decryption. By [4], there is ten (10) types of attacks in
stream cipher and each attack has their own method to
recover or discovering the key that was used.

e Algebraic Attack
Exhaustive Search Attack
Correlation Attack
Fault Attack
Distinguishing Attack
Chosen-1V Attack
Slide Attack
Cube Attack
Guess and Determine Attack
Time-Memory Trade-off Attack (TMTO)

C. Boolean Functions in Stream Cipher

This subsection provides introduction on Boolean
functions [5].
Definition 1. (Boolean function). A boolean function

on n may be viewed as a mapping from {0,1}" into {0,1}.
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A Boolean function f(x,,...,
the output of its truth table f .

Fig. 2 below showed the definition about Algebraic
normal form of Boolean function.

Definition 2. (Algebraic normal form of boolean
function - ANF). Every Boolean function f can be

X,) isalso can be write as

expressed as a multivariate polynomial over I, . This

polynomial is known as algebraic normal form of the
Boolean function f .

fxp,.x) =ap® @ apX; = @ B Bap X120 Xy
1<i<n 1<i< j<n

Figure 2. Algebraic normal form.

Definition 3. (Degree of Boolean function) Degree of
a Boolean function f is defined as deg( f) = number of
variables in the highest order product term in the algebraic
normal form of f . Functions of degree at most one are
called affine function. An affine function with constant
term equal to zero is called linear function.

Definition 4. (Annihilator of a Boolean function) A
non-zero Boolean function g of N variables is said to be

a annihilator of a Boolean function

f e g(X)-f(X)=0,vX e{0,3"

D. Annihilator
As we mention in Definition 4, we let geB, an

annihilator of f function if f.g=0 or all xe{0,1}".
By [6], the existence of low-degree equations can be
divided into three scenarios:
e Scenario S3a: Assume that there exists a function g
of low degree such that the product function is of
low degree, as example f-g=h, where h is a
non-zero function of low degree.
e Scenario S3b: Assume there exists a function g of
low degree such that f -g =0.

e Scenario S3c: Assume there exists a function g of
high degree such that f-g=h where h is
non-zero and low degree.

But in 2004, [7] has reduced and improved method to
find existence of low-degree equation to only one scenario.
But via [8], we can effectively calculate all low-degree
annihilators of both f and 1+ f and this is why we
choose this method together with FIA to obtained
annihilator(s).

Il. HAO’S METHOD
Hao [8] introduced sufficient and necessary conditions
of the existence of low degree multiplies for a given
Boolean function f is analyzed and three algorithms to
find annihilators, g of a Boolean function f . We consider

all the n variable non-zero monomials of degree <d
denoted by:
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Ay =LX%, %, X X4 X5, X% X550 XnaXns-o Xn-d+1%n_d+2:-%n

Theorem 1. |C|< A, = There exists at least one
annihilator of f with degree <d. [9].
Theorem 2. There exists annihilator of f with degree
d < rank(M, (h)) <|A,| - [9].
Algorithm 1 [8]: Given a n-variable Boolean function
f , find all annihilators of f with degree <d.
e Step 1: Construct matrix M, (f).
e Step 2: Convert M, (f) into row ladder matrix
Mg (f)* using Gaussian elimination
e Step 3: If there exist zero-rows in M, (f)" it
certainly exists a annihilator g of f and obtain
g by using the inverse procession of Step 2, or
else, there is no annihilator of f with degree <d.
Remark 1. Construction of the matrix need evaluate
fp, onall xe{0,1}", and it need many computations. If

Boolean function f is represented by a 2" vector, we

can abbreviate these computations.
Theorem 3. n-variable Boolean function h=0 ,

coefficients of h are zeroes. [8].
Theorem 4. There exists annihilator of f with degree

<d, The rows of N,(f) are linear dependent < rank

Na(f) < 1Aql. [8]
Algorithm 2 [8]: Given an n-variable Boolean function

f | find all annihilators of f with degree<d .
e Step 1: Construct matrix N, (f)
e Step 2: Convert N, (f) into row ladder matrix
N, (f)" using Gaussian elimination
e Step 3: If there exist zero-rows in N, (f)", it

certainly exists an annihilator g of f and obtain
g by using the inverse procession of Step 2, or
else, there is no annihilator of f with degree <d .

Theorem 5. Let f be any Boolean function in B, .

Then there exists annihilator of f with degree <d ifand
only if there exists h € B, with degree < d d such that the
degree of 1+ f)-h=g<d.[8]

Algorithm 3 [8]: Given a n-variable Boolean function
f | find all annihilators of f with degree <d.

Input: n-variable Boolean function f

Output: Boolean function h and g with degree < d
suchthat g=(@+ f)-h

o Step 1: Define
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e Step 2: Convert Uy(f) into row ladder matrix
Uy (f)* using Gaussian elimination.

o Step 3: If there exists zero-rows in Ug(f)* it
certainly exists h € B with degree < d such that the
degree of (1 + f) - h = g less than d and we can
obtain h and g using the inverse procession of Step
2, or else there is no annihilator of f with degree
<d.

This algorithm 3 can generate all annihilators (with
degree <d)ofboth f and (1+ f).

I11. DESCRIPTION OF LILI-128

This LILI-128 algorithm is a LFSR bases synchronous
stream cipher with 128-bit key length and was submitted
to NESSIE project. It was designed by Dawson et al. in
year 2000 [9]. Based on the designer, this algorithm was
claimed that it offers large period and linear complexity
and suitable for both hardware and also software based.
LILI-128 uses two LFSRs and two functions to generate
pseudorandom keystream sequence. Fig. 3 showed
structure of LILI-128 keystream generators.

________________________________________________

»[ LFSRd E

n=10

L 2
fi

Figure 3. LILI-128 keystream generators.

A. Design of LILI-128

The main component of this keystream generator can
divide into two:

e Clock control.

e Data generation.

This LILI-128 has two LFRSs, defined as f_and f,.

Both LFSRs functions as evaluated on the current state
data and the feedback bits are calculated. 128-bit will be
used for initialisation where 39-bits used in f. and the

remaining 89-bits used in f;, LFSR. produced
pseudorandom integer sequence = C(t),-, . The feedback
polynomial of LFSR, defined as
XE 4 xE 4+ xBx+x + X+ X2 +1 )
LFSR, produced P, = 2% - 1 maximum length

sequence. In Data Generation portion, LFSR4 used L, =
89 and set n = 10 stages to be input for Boolean function
f, . The feedback polynomial of LFSRy defined as:

XE 4 xB x4 X+ x4+ x2+x¥ +x+1 (3)
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B. LILI-128 Boolean Function

fy = Xg Xy 4 Xg + X + XX + X Xg + X, X0 + XeXg + XgXpg
+X4X5 + X1X2X6 + X1X2X7 + X1X2X8 + X1X2X9 + X1X3X7 + X1X3X8
X, Xy Xs F X Xy Xg X, Xy Xy Xy XX + Xy XgXg + X, X, Xg

+X2X4X7 + X2X4X8 + X1X2X3X5 + X1X2X3X7 + X1X2X3X8 (4)
+X1X2X3x10 + X1X2X4X5 + X1X2X4X7 + X1X2X4X9 + X1X3X4X6

FX, XXy Xg A X XX, X+ Xy Xa X Xg + Xo X, Xs Xg + Xy Xy X Xy
+X1X2X3X4X7 + X1X2X3X4X8 + X1X2X4X5X6 + X1X2X4X5X7
Xy X3 X,y X5 X + X XX, X5 X+ X, Xy Xg Xy X X + X Xp Xg Xy Xs Xy

IV. FAULT INJECTION ANALYSIS ON LILI-128
STREAM CIPHER

As mention in previous section, LILI-128 Boolean
equation 4 and letn = 10; d = 6. We will inject value of
one (1) as fault value into each of active coefficient. In
LILI-128, we obtained one hundred and thirty (130) active
coefficients.

All one hundred thirty injected Boolean function has
been generated and all of this generated injected Boolean
function has zero row(s); forty seven (47) of injected fault
value produced one (1) zero row and eighty three (83) of
injected fault value produced ten (10) zero rows. Output
for M, as in Hao’s method for C={p.f | pe A} and
the corresponding blocks is not feasible to be illustrated
for this paper because of the large dimension size.

For analysis upon LILI-128, it was different with
another stream cipher algorithm such as Pomaranch or
Grain vO where the corresponding annihilator is

g = X Xp + XX, did not reduce the complexity to find
the initial key string of the injected Boolean f ; of the
form (1+ f). [9]

But from our observation on injected Boolean function
via x;, we obtained

f =X, 46 +X; + Xg + Xg + X Xg + X, X5 + X, Xg + XX,

X3 Xg + XgXg + Xy Xy X Xg + X, X + X, XgX; + X, X5 X
X, X, Xg + Xp X, Xg + X3 Xy Xg + Xg Xy Xg + Xp Xg X, Xg + X, XX, Xg
with the corresponding annihilator is g = XgX; + X5 X, .

For (1+ f), we obtained

f =X, 46 +X; + X + Xg + X, X5 + X X; + X, X + XX,
Xy Xg + XgXg + XX+ Xy Xg + X Xg + XXX + X, XX,

X, X, Xg X Xy Xg + Xy Xy Xg + XX, Xg + X, Xg X, Xg + X, X5 X, Xg

This h output obtained the smallest degree compared
with other h outputs, so we choose this output for further
analysis to get desirable results.

Observe that (1+ f)-g=nh

= X10 (((XS + X9)X2X3X4 + X2X3X7 + X3X4X6 + X2X3 + X2X4
X, Xg + X X; + XoX; + X, X ) Xg (X, Xg + XX, +X,))

=Uu,- ((uz) : (U3) + (U4 -US))
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where
Up = X0, Uy = Xg + X,
Uy = X, XX, + XXX, + Xg X, Xg + X Xg + X, X,
X, Xg + XX, + XX + X, Xg + X, X, + X,
U, =X
Us :(X2X9+X3X4+X2)

For the case (1+ f)=1, we assumed x;0 =1,x9 =1

and xg = 1 and obtained Table I. It shows that in our case
the complexity of guessing the initial key bit is 26 = 64
upon us andus. This is a reduction from the complexity of
210 = 1024 upon published LILI-128 Boolean function.

TABLE I. LILI-128: COMBINATION1FOR (1 + f) =1

@+f)
Xg, Xgy X0 =1 | 1 0 0 1 1 1

Findings U | Uy | us | uy | us

For the case (1+ f)=1, we assumed x;p = 1,x9 = 1

and xg = 0 and obtained Table II. It shows that in our case
the complexity of guessing the initial key bit is 26 = 64
upon uz and ug. This is a reduction from the complexity
of 219=1024 upon published LILI-128 Boolean
function.

TABLE Il. LILI-128: COMBINATION2FOR (1 +f) =1

Findings Uy | Uy | uz | uy | us | @+ f)
Xpo=1,x=1landxg=0 | 1 1 1 0 0 1
1 1 1 0 1 1

For the case (1+f)=1, we assumed x;, = 1 and

xg = 1 and obtained Table I1l. It shows that in our case the
complexity of guessing the initial key bit is 27 = 128
upon uz and us. This is a reduction from the complexity of
219 = 1024 upon published LILI-128 Boolean function.

TABLE Ill. LILI-128: COMBINATION3FOR (1 + f) =1
@+f)

Findings U | Uy | uz | uy | us

Xg, X190 = 1
1 1 0 1 1 1

For the case (1+f)=0, we assumed x;, = 0 and

xg = 0 and obtained Table IV. For complexity of u,, u,,
and u, is equal 23 = 8. It shows that in our case the
complexity of guessing the initial key bit is 23 + 26 = 72 .
This is a reduction from the complexity of 21° = 1024
upon published LILI-128 Boolean function.

TABLE IV. LILI-128: COMBINATION4FOR (1 + f) =0
@+f)

Up | Uz | U | Uy | Us

|l |o|ololo
~lo|lo|r|r|o
o|lr|o|o|o|o
~lo|lk|r|lolo
o|lo|o|o|o|o
o|lo|o|o|o|o
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V. SUMMARY

From the analysis and results we have generated one
hundred thirty injected Boolean functions and successfully
obtained one possible annihilator of LILI-128's Boolean
function via FIA with HAO's method. We then identified
that the annihilator, g = xgx,;0 + Xx9x;, Which was
obtained by injecting fault value upon x, had capacity to
reduce the complexity of determining the initial key upon
our injected LILI-128 Boolean function.

In [10], they obtained

fd(x)'xsxm :xSX].O .X1+X4+X5+X6+X2X9 +X4X7 +X3X7 +X5X9
Then they composed the equation as:

Fa (X) - XX = XXy - [(X + %5 ) + (X, + X5+ X, Xg + X, X, + XX + X6X)]
= F(quer’uz) :u1'[X1+X6 +LI2],

u = 91'()(8’ Xio) = XgXg
U, = 0, ()X, + Xg + X, Xg + X, X, + XX + X Xg)

From a six degree Boolean function our method
obtained third degree simultaneous Boolean equations.
We also produced a Boolean function with less variables
when compared to the published Boolean function. As a
results, the degree of our Boolean function is less than the
published Boolean function.

We compare our results with [10] and [11] and
published LILI-128 Boolean function as in Table V below:

TABLE V. LILI-128: COMPARISON TABLE OF DEGREE AND
COMPLEXITY REDUCING

LILI-128 Our method | Roy’s method | Published Boolean
Degree 3 2 10
Complexity 128 256 1024

Our result does not reduce degree as [11] however we
successfully reduce complexity. That is from complexity
of 21° = 1024 and 28 = 256 to:

e For (1+ f)=1: new complexity = 128 for known
xpo=1,x9=1andxg =0

e For (1+ f)=1: new complexity = 128 for known
xpo=1,x9=1andxg =1

e For (1+ f)=1: new complexity = 64 for known
X0 =1landxg =1

e For (1+ f)=0: new complexity = 72

Table VI below showed that for LILI-128, the only
coefficient involved in the process of finding annihilator
and its identified annihilator. In conclusion this identified
annihilator provided much needed information on the
security of LILI-128 and will be utilized to launch
algebraic attacks upon LILI-128 stream cipher.

TABLE VI. ANNIHILATOR UPON LILI-128’S INJECTED BOOLEAN
FUNCTION

Coefficients | Annihilator(s)
Xy XgX10 T X9X10

This study successfully performed Fault Injection
Analysis (FIA) on LILI-128 stream cipher. For LILI-128

© 2020 J. Adv. Inf. Technol.

stream cipher, all one hundred thirty injected Boolean
function has been generated and all of this generated
injected Boolean function has zero row(s); forty seven (47)
of injected fault value produced one (1) zero row and
eighty three (83) of injected fault value produced ten (10)
zero rows. However we only obtained one (1) annihilator

for this Boolean function XgX,, + Xy X, .From all injected

Boolean function, only injected Boolean function via x;
reduce complexity of published Boolean function and
[12]’s findings. [13]-[15]

CONFLICT OF INTEREST
The authors declare no conflict of interest.

AUTHOR CONTRIBUTIONS

Wan Zariman Omar and Muhammad Rezal Kamel
Ariffin conducted the research and wrote the paper. Dr.
Solahuddin Shamsuddin wrote the paper meanwhile
Suhairi Mohd Jawi and Zahari Mahad write programing
for analyzed the data; all authors had approved the final
version.

ACKNOWLEDGEMENT

This work was supported by CyberSecurity Malaysia.

To ALLAH s.w.t. the creator of all creations, all praise
be to Him who is eternal and exists without place, the Most
Beneficent and the Most Merciful, the Lord of the worlds.
High gratitude and respect to my supervisor Associate
Professor Dr. Muhammad Rezal bin Dato’ Kamel Ariffin
for his never ending guidance and patience pushes me
forward throughout this journey. Sincere appreciation
goes to my co-supervisor Associate Professor Dr.
Mohamad Rushdan Md Said for giving me spiritual
motivation in completing this research.

As to my lovely wife, Wan Maisarah Md. Isa, my pretty
daughters Wan Hannah Zahra, Wan Hawwa Zareen, my
handsome son Wan Haadi Zafir and my new born princess,
Wan Hajar Zafreen thank you for your never ending love
and understanding of my lifelong passion - Information
Security especially in cryptography.

Nothing can replicate the care and support from my
parent Shahriah Ismail, Abdul Wahab, mother in law
Sharifah Norain Syed Hashim, my siblings, my in-laws
and my whole families as they are my inspiration to make
this life better every day.

Kind regards to my friends who row in the same ship of
cryptography; my superior and also my co-supervisor Ts.
Dr. Solahuddin Shamsuddin, Ts. Dr. Maslina Daud, Mrs.
Hazlin Abdul Rani, Mr. Suhairi Mohd Jawi, all staff of
Cryptography Development Department of CyberSecurity
Malaysia, Mr. Zahari Mahad, Dr. Amir Hamzah, Dr.
Muhammad Asyraf, all Al-Kindi Lab’s members of
Universiti Putra Malaysia and many other whose names
shall never be forgotten because without their
contributions and teachings, this research will never be
completed. Last but not least, CyberSecurity Malaysia that
always support my research.

See you all again in the next adventure!



Journal of Advances in Information Technology Vol. 11, No. 4, November 2020

REFERENCES

[1] H. Knebl and H. Delfs, Introduction to Cryptography, Springer,
2002, vol. 2, pp. 11-48.

[2] R. A. Rueppel, Analysis and Design of Stream Ciphers, Springer
Science & Business Media, 2012.

[31 K. M. Martin, “Everyday cryptography,” The Australian
Mathematical Society, vol. 231, no. 6, 2012.

[4] G. Banegas. (2014). Attacks in stream ciphers: A survey. [Online].
Awvailable: https://eprint.iacr.org/2014/677.pdf

[5] C. Carlet. (2010). Boolean functions for cryptography and error
correcting codes. [Online]. Auvailable:
https://www.math.univ-paris13.fr/~carlet/chap-fcts-Bool-corr.pdf

[6] N.T. Courtois, “Fast algebraic attacks on stream ciphers with linear
feedback,” in Proc. Annual International Cryptology Conference,
2003, pp. 176-194.

[71 W. Meier, E. Pasalic, and C. Carlet, “Algebraic attacks and
decomposition of Boolean functions,” in Proc. International
Conference on the Theory and Applications of Cryptographic
Techniques, May 2004, pp. 474-491.

[8] C. Hao, W. Shimin, and Z. Zepeng, “Several algorithms to find
annihilators of Boolean function,” in Proc. the First International
Symposium on Data, Privacy, and E-Commerce, November 2007,
pp. 341-343.

[9] A. Clark, E. Dawson, J. Fuller, J. Goli¢, H. J. Lee, W. Millan, S. J.

Moon, and L. Simpson, “The LILI-I1 keystream generator,” in Proc.

Australasian Conference on Information Security and Privacy, July
2002, pp. 25-39.

[10] D. Roy, P. Datta, and S. Mukhopadhyay, “Algebraic cryptanalysis
of stream ciphers using decomposition of Boolean function,”
Journal of Applied Mathematics and Computing, vol. 49, no. 1-2,
pp. 397-417, 2015.

[11] D. Roy and S. Mukhopadhyay, “Fault analysis on the stream
ciphers LILI-128 and achterbahn,” IACR Cryptology ePrint
Archive, pp. 1077, 2015.

[12] S. Babbage. (January 2001). Cryptanalysis of LILI-128. [Online].
Awvailable:
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.893.653
5&rep=repl&type=pdf

[13] A. Barenghi, L. Breveglieri, |. Koren, and D. Naccache, “Fault
injection attacks on cryptographic devices: Theory, practice, and
countermeasures,” Proceedings of the IEEE, vol. 100, no. 11, pp.
3056-3076, 2012.

[14] F. Armknecht, “Algebraic attacks and annihilators,” in Proc.
WEWORC, 2005, pp. 13-21.

[15] F. Armknecht, “Improving fast algebraic attacks,” in Proc.
International Workshop on Fast Software Encryption, 2004, pp.
65-82.

Copyright © 2020 by the authors. This is an open access article
distributed under the Creative Commons Attribution License (CC
BY-NC-ND 4.0), which permits use, distribution and reproduction in any
medium, provided that the article is properly cited, the use is
non-commercial and no modifications or adaptations are made.

Wan Zariman Omar is a senior analyst in the
Department of Cryptography Development at
the CyberSecurity Malaysia from year
September 2007. He was married and has 3
pretty daughters and 1 handsome son. He
received his bachelor’s degree (Mathematical
i Modeling, 2006) from Universiti Sains

¢ Malaysia and master’s degree (Mathematical

‘ Cryptography, 2019) from Universiti Putra
‘ Malaysia. He was published about 3 papers in
international journals and conferences. His research interests are
cryptography, information security and blockchain. He had attained some
security certifications ECES from EC-Council and COMPTIA Security+.
He is also a committee of Malaysian Society for Cryptology Research
(MSCR) since year 2007.

© 2020 J. Adv. Inf. Technol.

Muhammad Rezal Kamel Ariffin received
the B.S. and M.S. degrees in Mathematics from
Universiti Putra Malaysia, Malaysia in 1999
and 2002, respectively. Then, he received a
Ph.D. degree in Mathematics from Universiti
Kebangsaan Malaysia, Malaysia in 2009. He is
currently the head of Laboratory of
Cryptography, Analysis and Structure, Institute
for Mathematical Research, Universiti Putra
Malaysia and an Associate Professor with the
Department of Mathematics, Universiti Putra Malaysia since 2013. He
has published over 90 papers in international journals, conferences, and
book chapters. In 2007, he pioneered the Malaysian Society for
Cryptology Research (MSCR) and currently he is the Deputy President of
MSCR since 2018. His research interests include cryptography
specifically designing and analyzing number theoretic based
cryptosystems, post-quantum cryptography and chaos dynamical
systems. He, with his dedicated research team, is looking forward to
explore methods towards the development of post quantum cryptography
for seamless drop-in replacement.

Solahuddin Shamsuddin received his PhD
from University of Bradford, United Kingdom
in Network Security in 2008. He received a
post-graduate Diploma in Systems Analysis
from UiTM, Malaysia in 1991. He started his
career with the Malaysian Armed Forces after
completing his first degree in Electrical
Engineering from Wichita State University,
USA in 1986. He served in the Royal Signal
Regiment of the Malaysian Army for 10 years
before joining the industry after the completion of his stint with the
Malaysian Armed Forces. In 2002 he joined CyberSecurity Malaysia as
the Expert Service Manager. Later on, he was entrusted to be the manager
for Malaysia Emergency Response Team (MyCERT). He has earned 5
professional certifications namely C|CISO, CWNA, CISSP, CEH and
ISMS Lead Auditor. He is now entrusted to be CyberSecurity Malaysia
Chief Technology Officer (CTO) and Chief Information Security Officer
(CISO0).

Suhairi Mohd Jawi is security specialist at
Cryptography ~ Development  Department,
Cybersecurity Malaysia. He received his
bachelor degree (Computer Science, 1999)
from The University of Adelaide, Australia and
master degree (IT and Quantitative Science,
2019) from Universiti Teknologi MARA,
Malaysia. His research interests are in
cryptography, information security and
blockchain. He had attained some security
certifications GSEC and GCIA from SANS Institute, CEH and ECES
from EC-Council and COMPTIA Security+.

Zahari Mahad is a Research Officer in the Lab.
of Cryptography, Analysis and Structure,
Institute for Mathematical Research, University
Putra Malaysia. He received his bachelor’s
degree (Computer Sciences - Software
Engineering, 2009) and master’s degree
(Mathematical Cryptography, 2014) from
Universiti  Putra Malaysia. His research
interests are cryptography, information security
and cryptographic programming. He’s also a
member of Malaysian Society for Cryptology Research (MSCR) since
2007.


https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/

