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Abstract—LILI-128 keystream generator was designed by 

Dawson et al. (2000) and it was submitted to NESSIE project. 

This LILI-128 algorithm is a LFSR based synchronous 

stream cipher come with 128 bit key length. LILI-128 was 

designed to implement in hardware and software based and 

its offer large period and linear complexity. In this algorithm, 

the Boolean function given with coefficients, n is equal to ten 

(10) and its degree, d is equal to six (6). In conducting this 

attack, we aim to decrease the degree of the targeted Boolean 

equation by find it vulnerability with constructing low 

degree annihilator equation(s). We adopt the Fault Injection 

Analysis (FIA) methodology to achieve our objectives. In this 

study, we found the vulnerability via annihilator(s) through 

FIA (inject with value of one (1)) on Boolean function of 

LILI-128. With these injected Boolean functions, we proceed 

to utilize Hao’s method to find new annihilator(s). Then we 

obtained new annihilator(s) on Boolean function of LILI-128 

stream cipher. As a result, these newly identified annihilators 

successfully reduce the complexity of the published Boolean 

function to guess the initial secret key. It likewise gives truly 

necessary data on the security of these chose stream cipher 

concerning Fault Injection Analysis. 

 

Index Terms—vulnerabilities, annihilator, Boolean function, 

Fault Injection Analysis (FIA), stream cipher, algebraic 

attack 
 

I. INTRODUCTION 

Cryptology is a science that incorporate both 

cryptography and cryptanalysis. Cryptography originated 

from the Greek words kripto and graphia which means 

“hidden” and “writing”. This science of securing messages 

began since early civilization when human started to 

communicate and the need to hide their communication. 

The fundamental and classical task of this science is to 

provide confidentiality by encryption methods where both 

the encryption and decryption process used a secret key 

that was initially agreed by both parties. [1] Cryptography 

                                                           
Manuscript received June 11, 2020, revised October 12, 2020.  

is divided into two types, which is, asymmetric-key 

cryptography and symmetric-key cryptography. In 

symmetric-key cryptography, only one key will be used to 

encrypt and decrypt the data. Meanwhile for 

asymmetric-key cryptography, there will be two different 

keys to encrypt and decrypt. The importance of encryption 

became critical after telegraph, especially radio telegraph, 

was invented. Long distance communication allows 

information being intercepted much easier than ever. To 

protect the confidentiality of information, encryption is 

widely used in military, intelligence and diplomatic 

services. The consequence is that cryptanalysis techniques 

improved significantly. During World War II, both the 

German Enigma cipher and the Japanese Purple cipher 

were successfully broken by the Allies. The two weak 

ciphers contributed significantly to the failure of Germany 

and Japan in World War II. 

Asymmetric cryptography is also known as public key 

cryptography, it uses a pair of key known as public and 

private keys to encrypt and decrypt data. The keys are a 

numbers that have been paired together but are not 

identical: 

 Public key: One key in the pair that can be shared 

with everyone. 

 Private key: The other key in the pair that is kept 

secret. 

Symmetric key encryption is important for secret 

information transmission and storage. Two parties, the 

sender and receiver, share the same symmetric key cipher 

and the same secret key. The sender encrypts the message 

(plaintext) with the cipher and key to obtain the ciphertext. 

The ciphertext is transmitted (or stored) over an insecure 

channel. The receiver decrypts the ciphertext to retrieve 

the original message. An attacker may intercept the 

ciphertext. Strong cipher and strong key should be used for 

encryption to ensure that no information is leaked to the 

attacker. Fig. 1 below showed that symmetric 

cryptosystem can be divided into two; block and stream 

cipher. Rueppel describe the differences [2]. 
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 Block cipher: Operate with a fixed transformation 

on large block of plaintext data. 

 Stream cipher: Operate with a time-varying 

transformation on individual plaintext digits. 

 

Figure 1. Example of symmetric-key cryptography. 

A. Attacks in Cryptography 

In building a cryptosystem, a cryptologist will build 

their best cryptographic algorithm meanwhile a 

cryptanalyst will take opportunity to tackle the method of 

breaking the cryptosystem. Every analysis and attack to 

the cryptosystem is important because it will used to be a 

benchmark of strengthen of that particular cryptosystem.  

By [3], attackers in cryptography can be divided into 

two types: 

 Passive attacker 

 Active attacker 

And in this active attack, there is six (6) types: 

 Ciphertext-only attack 

 Known-plaintext attack 

 Chosen-plaintext attack 

 Chosen-ciphertext attack 

 Adaptive chosen-plaintext attack 

 Adaptive chosen-ciphertext attack 

B. Attacks in Stream Ciphers 

It is important to know and understand all the attacks in 

stream cipher and the main purpose is to recover or 

discovering the key used in the process of encryption and 

decryption. By [4], there is ten (10) types of attacks in 

stream cipher and each attack has their own method to 

recover or discovering the key that was used. 

 Algebraic Attack 

 Exhaustive Search Attack 

 Correlation Attack 

 Fault Attack 

 Distinguishing Attack 

 Chosen-IV Attack 

 Slide Attack 

 Cube Attack 

 Guess and Determine Attack 

 Time-Memory Trade-off Attack (TMTO) 

C. Boolean Functions in Stream Cipher 

This subsection provides introduction on Boolean 

functions [5]. 

Definition 1. (Boolean function). A boolean function 

on n may be viewed as a mapping from {0,1}n  into {0,1} . 

A Boolean function 
1( ,..., )nf x x  is also can be write as 

the output of its truth table f . 

Fig. 2 below showed the definition about Algebraic 

normal form of Boolean function. 

Definition 2. (Algebraic normal form of boolean 

function - ANF). Every Boolean function f  can be 

expressed as a multivariate polynomial over 2 . This 

polynomial is known as algebraic normal form of the 

Boolean function f . 

 

Figure 2. Algebraic normal form. 

Definition 3. (Degree of Boolean function) Degree of 

a Boolean function f  is defined as deg( )f = number of 

variables in the highest order product term in the algebraic 

normal form of f . Functions of degree at most one are 

called affine function. An affine function with constant 

term equal to zero is called linear function. 

Definition 4. (Annihilator of a Boolean function) A 

non-zero Boolean function g  of n variables is said to be 

a annihilator of a Boolean function   

( ) ( ) 0, {0,1}nf g X f X X      

D. Annihilator 

As we mention in Definition 4, we let 
ng B  an 

annihilator of 𝑓  function if 0f g   or all {0,1}nx . 

By [6], the existence of low-degree equations can be 

divided into three scenarios: 

 Scenario S3a: Assume that there exists a function g 

of low degree such that the product function is of 

low degree, as example f g h  , where h is a 

non-zero function of low degree. 

 Scenario S3b: Assume there exists a function g of 

low degree such that 0f g  . 

 Scenario S3c: Assume there exists a function g of 

high degree such that f g h   where h is 

non-zero and low degree. 

But in 2004, [7] has reduced and improved method to 

find existence of low-degree equation to only one scenario. 

But via [8], we can effectively calculate all low-degree 

annihilators of both f  and 1 f  and this is why we 

choose this method together with FIA to obtained 

annihilator(s).  

II. HAO’S METHOD 

Hao [8] introduced sufficient and necessary conditions 

of the existence of low degree multiplies for a given 

Boolean function f  is analyzed and three algorithms to 

find annihilators, g of a Boolean function f . We consider 

all the n variable non-zero monomials of degree d  

denoted by: 
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Theorem 1. | | dC A   There exists at least one 

annihilator of f  with degree d . [9]. 

Theorem 2. There exists annihilator of f  with degree

( ( ))d dd rank M h A  . [9]. 

Algorithm 1 [8]: Given a n-variable Boolean function

f , find all annihilators of f  with degree d . 

 Step 1: Construct matrix ( )dM f . 

 Step 2: Convert ( )dM f  into row ladder matrix 

𝑀𝑑(𝑓)∗  using Gaussian elimination 

 Step 3: If there exist zero-rows in 
*( )dM f  it 

certainly exists a annihilator g  of f  and obtain 

g  by using the inverse procession of Step 2, or 

else, there is no annihilator of f  with degree d . 

Remark 1. Construction of the matrix need evaluate 

ifp  on all {0,1}nx , and it need many computations. If 

Boolean function f  is represented by a 2n
 vector, we 

can abbreviate these computations. 

Theorem 3. n-variable Boolean function 0h  , 

coefficients of h  are zeroes. [8]. 

Theorem 4. There exists annihilator of f with degree

d , The rows of 𝑁𝑑(𝑓) are linear dependent  rank 

𝑁𝑑(𝑓) < |𝐴𝑑|. [8] 

Algorithm 2 [8]: Given an n-variable Boolean function

f , find all annihilators of f with degree d . 

 Step 1: Construct matrix ( )dN f  

 Step 2: Convert ( )dN f  into row ladder matrix 

*( )dN f  using Gaussian elimination 

 Step 3: If there exist zero-rows in 
*( )dN f , it 

certainly exists an annihilator g  of f  and obtain 

g  by using the inverse procession of Step 2, or 

else, there is no annihilator of f  with degree d . 

Theorem 5. Let f  be any Boolean function in nB . 

Then there exists annihilator of f  with degree d if and 

only if there exists 
nh B  with degree d 𝑑 such that the 

degree of (1 )f h g d    . [8] 

Algorithm 3 [8]: Given a n-variable Boolean function

f , find all annihilators of f  with degree d . 

Input: n-variable Boolean function f  

Output: Boolean function h  and g  with degree ≤ 𝑑 

such that (1 )g f h    

 Step 1: Define 

 

∑ 𝐶𝑛
𝑖𝑑

𝑖=0  x ∑ 𝐶𝑛
𝑖𝑛

𝑖=𝑑+1                        (1) 

 Step 2: Convert 𝑈𝑑(𝑓)  into row ladder matrix 

𝑈𝑑(𝑓)∗  using Gaussian elimination.  

 Step 3: If there exists zero-rows in 𝑈𝑑(𝑓)∗ it 

certainly exists ℎ 𝜖 𝐵 with degree ≤ 𝑑 such that the 

degree of (1 + 𝑓) ∙ ℎ = 𝑔 less than d and we can 

obtain ℎ and 𝑔 using the inverse procession of Step 

2, or else there is no annihilator of 𝑓 with degree

d . 

This algorithm 3 can generate all annihilators (with 

degree d ) of both f  and (1 )f . 

III. DESCRIPTION OF LILI-128 

This LILI-128 algorithm is a LFSR bases synchronous 

stream cipher with 128-bit key length and was submitted 

to NESSIE project. It was designed by Dawson et al. in 

year 2000 [9]. Based on the designer, this algorithm was 

claimed that it offers large period and linear complexity 

and suitable for both hardware and also software based. 

LILI-128 uses two LFSRs and two functions to generate 

pseudorandom keystream sequence. Fig. 3 showed 

structure of LILI-128 keystream generators. 

 

Figure 3. LILI-128 keystream generators. 

A. Design of LILI-128 

The main component of this keystream generator can 

divide into two: 

 Clock control. 

 Data generation. 

This LILI-128 has two LFRSs, defined as 
cf  and 

df . 

Both LFSRs functions as evaluated on the current state 

data and the feedback bits are calculated. 128-bit will be 

used for initialisation where 39-bits used in fc and the 

remaining 89-bits used in 
df  LFSRc produced 

pseudorandom integer sequence
1( )tc t 

 . The feedback 

polynomial of LFSRc defined as  

39 35 33 31 17 15 14 2 1x x x x x x x x         (2) 

LFSRc produced cP  = 2
39

 - 1 maximum length 

sequence. In Data Generation portion, LFSRd used dL  = 

89 and set n = 10 stages to be input for Boolean function

df . The feedback polynomial of LFSRd defined as: 

89 83 80 55 53 42 39 1x x x x x x x x         (3) 
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B. LILI-128 Boolean Function  

6 7 8 9 1 7 2 8 2 10 3 9 3 10

4 5 1 2 6 1 2 7 1 2 8 1 2 9 1 3 7 1 3 8

1 4 5 1 4 6 1 4 7 2 3 5 2 3 8 2 4 5

2 4 7 2 4 8 1 2 3 5 1 2 3 7 1 2 3 8

1 2 3 10 1 2 4 5 1 2 4 7

df x x x x x x x x x x x x x x

x x x x x x x x x x x x x x x x x x x x

x x x x x x x x x x x x x x x x x x

x x x x x x x x x x x x x x x x x x

x x x x x x x x x x x x

        

      

     

    

    1 2 4 9 1 3 4 6

1 3 4 8 2 3 4 7 2 3 4 9 2 4 5 6 2 4 5 7

1 2 3 4 7 1 2 3 4 8 1 2 4 5 6 1 2 4 5 7

2 3 4 5 6 2 3 4 5 7 1 2 3 4 5 6 1 2 3 4 5 7

x x x x x x x x

x x x x x x x x x x x x x x x x x x x x

x x x x x x x x x x x x x x x x x x x x

x x x x x x x x x x x x x x x x x x x x x x



    

   

   

(4) 

IV. FAULT INJECTION ANALYSIS ON LILI-128 

STREAM CIPHER 

As mention in previous section, LILI-128 Boolean 

equation 4 and let 𝑛 = 10; 𝑑 = 6. We will inject value of 

one (1) as fault value into each of active coefficient. In 

LILI-128, we obtained one hundred and thirty (130) active 

coefficients. 

All one hundred thirty injected Boolean function has 

been generated and all of this generated injected Boolean 

function has zero row(s); forty seven (47) of injected fault 

value produced one (1) zero row and eighty three (83) of 

injected fault value produced ten (10) zero rows. Output 

for 𝑀𝑑  as in Hao’s method for { . | }dC p f p A   and 

the corresponding blocks is not feasible to be illustrated 

for this paper because of the large dimension size. 

For analysis upon LILI-128, it was different with 

another stream cipher algorithm such as Pomaranch or 

Grain v0 where the corresponding annihilator is 

8 10 9 10g x x x x   did not reduce the complexity to find 

the initial key string of the injected Boolean f ; of the 

form (1 )f . [9] 

But from our observation on injected Boolean function 

via 𝑥1, we obtained  

2 6 7 8 9 2 6 2 7 2 9 3 7

3 8 3 9 3 10 4 6 4 7 2 3 7 2 3 10

2 4 8 2 4 9 3 4 6 3 4 8 2 3 4 8 2 3 4 9

f x x x x x x x x x x x x

x x x x x x x x x x x x x x x x

x x x x x x x x x x x x x x x x x x x x

        

      

     
 

with the corresponding annihilator is 8 10 9 10g x x x x  . 

For (1 )f , we obtained 

2 6 7 8 9 2 6 2 7 2 9 3 7

3 8 3 9 3 10 4 6 4 7 2 3 7 2 3 10

2 4 8 2 4 9 3 4 6 3 4 8 2 3 4 8 2 3 4 9

f x x x x x x x x x x x x

x x x x x x x x x x x x x x x x

x x x x x x x x x x x x x x x x x x x x

        

      

     

 

This ℎ output obtained the smallest degree compared 

with other ℎ outputs, so we choose this output for further 

analysis to get desirable results. 

Observe that (1 )f g h    

10 8 9 2 3 4 2 3 7 3 4 6 2 3 2 4

2 6 2 7 3 7 4 6 8 2 9 3 4 2

((( )

) ( ))

x x x x x x x x x x x x x x x x

x x x x x x x x x x x x x x

     

     

1 2 3 4 5(( ) ( ) ( ))u u u u u      

where 

1 10 2 8 9

3 2 3 4 2 3 7 3 4 6 2 3 2 4

2 6 2 7 3 7 4 6 4 7 6

4 8

5 2 9 3 4 2

, ,

,

( )

u x u x x

u x x x x x x x x x x x x x

x x x x x x x x x x x

u x

u x x x x x

  

    

     



  

 

For the case (1 ) 1f  , we assumed 𝑥10 = 1, 𝑥9 = 1 

and 𝑥8 = 1 and obtained Table I. It shows that in our case 

the complexity of guessing the initial key bit is 26 = 64 

upon 𝑢3 and𝑢5. This is a reduction from the complexity of 

210 = 1024 upon published LILI-128 Boolean function.  

TABLE I.  LILI-128: COMBINATION 1 FOR (1 + 𝑓) = 1 

Findings 𝑢1 𝑢2 𝑢3 𝑢4 𝑢5 (1 )f  

𝑥8, 𝑥9, 𝑥10 = 1 1 0 0 1 1 1 

 

For the case (1 ) 1f  , we assumed 𝑥10 = 1, 𝑥9 = 1 

and 𝑥8 = 0 and obtained Table II. It shows that in our case 

the complexity of guessing the initial key bit is 26 = 64 

upon 𝑢3 and 𝑢5. This is a reduction from the complexity 

of 210 = 1024  upon published LILI-128 Boolean 

function. 

TABLE II.  LILI-128: COMBINATION 2 FOR (1 + 𝑓) = 1 

Findings 𝑢1 𝑢2 𝑢3 𝑢4 𝑢5 (1 )f  

𝑥10 = 1, 𝑥9 = 1 and 𝑥8 = 0 1 1 1 0 0 1 

1 1 1 0 1 1 

For the case (1 ) 1f  , we assumed 𝑥10 = 1  and 

𝑥8 = 1 and obtained Table III. It shows that in our case the 

complexity of guessing the initial key bit is 27 = 128 

upon 𝑢3 and 𝑢5. This is a reduction from the complexity of 

210 = 1024 upon published LILI-128 Boolean function. 

TABLE III.  LILI-128: COMBINATION 3 FOR (1 + 𝑓) = 1 

Findings 𝑢1 𝑢2 𝑢3 𝑢4 𝑢5 (1 )f   

𝑥8, 𝑥10 = 1 
1 1 0 1 1 1 

For the case (1 ) 0f  , we assumed 𝑥10 = 0  and 

𝑥8 = 0 and obtained Table IV. For complexity of 𝑢1, 𝑢2, 

and 𝑢4  is equal  23 = 8 . It shows that in our case the 

complexity of guessing the initial key bit is 23 + 26 = 72 . 

This is a reduction from the complexity of 210 = 1024 

upon published LILI-128 Boolean function. 

TABLE IV.  LILI-128: COMBINATION 4 FOR (1 + 𝑓) = 0 

𝑢1 𝑢2 𝑢3 𝑢4 𝑢5 (1 )f  

0 0 0 0 0 0 

0 1 0 0 0 0 

0 1 0 1 0 0 

0 0 0 1 0 0 

1 0 1 0 0 0 

1 1 0 1 0 0 
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V. SUMMARY 

From the analysis and results we have generated one 

hundred thirty injected Boolean functions and successfully 

obtained one possible annihilator of LILI-128's Boolean 

function via FIA with HAO's method. We then identified 

that the annihilator, 𝑔 =  𝑥8𝑥10 +  𝑥9𝑥10  which was 

obtained by injecting fault value upon 𝑥1 had capacity to 

reduce the complexity of determining the initial key upon 

our injected LILI-128 Boolean function. 

In [10], they obtained  

8 10 8 10 1 4 5 6 2 9 4 7 3 7 5 9( )df x x x x x x x x x x x x x x x x x           

Then they composed the equation as: 

8 10 8 10 1 6 4 5 2 9 4 7 3 7 5 9( ) [( ) ( )]df x x x x x x x x x x x x x x x x x         

1 1 6 2 1 1 6 2( , , , ) [ ]F u x x u u x x u     , 

1 1 8 10 8 10( , )u g x x x x    

2 2 4 5 2 9 4 7 3 7 5 9( )( )u g x x x x x x x x x x        

From a six degree Boolean function our method 

obtained third degree simultaneous Boolean equations. 

We also produced a Boolean function with less variables 

when compared to the published Boolean function. As a 

results, the degree of our Boolean function is less than the 

published Boolean function. 

We compare our results with [10] and [11] and 

published LILI-128 Boolean function as in Table V below: 

TABLE V.  LILI-128: COMPARISON TABLE OF DEGREE AND 

COMPLEXITY REDUCING  

LILI-128 Our method Roy’s method Published Boolean 

Degree 3 2 10 

Complexity 128 256 1024 

Our result does not reduce degree as [11] however we 

successfully reduce complexity. That is from complexity 

of 210 = 1024 and 28 = 256 to: 

 For (1 ) 1f  : new complexity = 128 for known 

𝑥10 = 1, 𝑥9 = 1 and 𝑥8 = 0 

 For (1 ) 1f  : new complexity = 128 for known 

𝑥10 = 1, 𝑥9 = 1 and 𝑥8 = 1 

 For (1 ) 1f  : new complexity = 64 for known 

𝑥10 = 1 and 𝑥8 = 1 

 For (1 ) 0f  : new complexity = 72 

Table VI below showed that for LILI-128, the only 

coefficient involved in the process of finding annihilator 

and its identified annihilator. In conclusion this identified 

annihilator provided much needed information on the 

security of LILI-128 and will be utilized to launch 

algebraic attacks upon LILI-128 stream cipher. 

TABLE VI.  ANNIHILATOR UPON LILI-128’S INJECTED BOOLEAN 

FUNCTION  

Coefficients Annihilator(s) 

𝑥1 𝑥8𝑥10 + 𝑥9𝑥10 

 

This study successfully performed Fault Injection 

Analysis (FIA) on LILI-128 stream cipher. For LILI-128 

stream cipher, all one hundred thirty injected Boolean 

function has been generated and all of this generated 

injected Boolean function has zero row(s); forty seven (47) 

of injected fault value produced one (1) zero row and 

eighty three (83) of injected fault value produced ten (10) 

zero rows. However we only obtained one (1) annihilator 

for this Boolean function 8 10 9 10x x x x .From all injected 

Boolean function, only injected Boolean function via 𝑥1 

reduce complexity of published Boolean function and 

[12]’s findings. [13]-[15] 
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