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Abstract— One of the toughest challenges in Intrusion secured communication is increasing rapidly. Infation
Detection System is uncertainty handling. The normaénd  security is about protecting the information agtins
the abnormal behaviors in networked computers are ard to unauthorized disclosure, transfer or modification
predict as the boundaries cannot be well defined. B gccigentally or intentionally when it is transmitte
prediction of the normal or abnormal behaviors is @ne by through the Network. A  significant challenge in

the comparison with predefined classes to find thenost idi ffective def hani ——
similar one. This prediction process may generateafse providing an etfeclive detense mechanism IS oo

alarms in many anomaly based intrusion detection sfems. ~ Perimeter is having the ability to detect intrusioand
Consequently, we observed uncertainty where thers i fair ~ implement counter measures. Intrusion detectiotesys
chance of the existence of a non-null hesitation gaat each  is a system for detecting computetrusions and misuse
moment of evaluation of an unknown object. A new by monitoring system activity and classifying it eigher
technique is implemented in this paper using Intuibnistic  normal or anomalous [1]. In Initial stages of irsian
fUZZy IOg|C which is a generallZaUOn of fUZZy |Ogl. In this detectlon on network focused on sensors hOW tcdgm
model the false alarm rate in determining intrusiveactivities how to display data and what kind of data to handle
can be reduced. A set of Intuitionistic fuzzy rulescan be ) oior \yhen the analyst team grew to handle the &t
used to define the normal, abnormal and indetermirstic . L .

training and team coordination were the issuesefday.

behavior in a computer network. An Intuitionistic fuzzy ;
inference algorithm can be applied over such ruleso ~ When the data grew larger, system was inadequate fo

determine when an intrusion is in progress. The mai  detecting the most dangerous attacks [2].
problem with this approach is to generate good
Intuitionistic fuzzy classifiers to detect intrusians. The rules The concept of intrusion detection was first introed
generated by Intuitionistic fuzzy classifiers are ihe tuned by Anderson to complement conventional computer
anomalies and some specific intrusions. The maineéd is to intrusion attempt or a threat to be a deliberate
evolve three rules, one for the normal class, seadrior the -, i qrized attempt to access information, maatgul
abnormal class and third of indeterministic class sing KDD . . .

information or render a system unreliable or unlegab

Cup 99 Dataset. This paper exhibits the performancef e s
Emergent Intuitionistic fuzzy classifiers in intruson DS can be classified in two broad categories: gesu

detection. Detection and Anomaly Detection.

Misuse Detection It looks for previously described
Index Terms-Intrusion Detection, Prediction, normal,  patterns of behavior that are likely to indicate an
abnormal, Intuitionistic Fuzzy Classifiers, indeteministic, intrusion.
and genetic algorithm. Anomaly Detection: It looks for deviations from stored

patterns of normal behavior

|. INTRODUCTION The problem of intrusion detection has been studied

An Intrusion Detection System (IDS) is a programtth €xtensively in computer security ([4], [5] and [@&hd
analyses what happened or what has happened daming recent research experiments show that the datangnini
execution and tries to find indications that thenpoter ~ approaches lead to new directions by creating nsoide!
has been misused. An IDS does not eliminate theofise intrusion detection. In complex classification dansaof
preventive mechanism but it works as the last dafen intrusion detection, attributes of datasets maytaion
mechanism in securing the system. The demand fdalse correlation, which hamper the process of dlietg
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intrusions. Some attributes of datasets may bendsht as discriminators between normal and abnormal tipgra
because the information they add is contained herot characteristics [14].The discriminator uses the hhémg
attributes. Also some data in the dataset may mot kdistance as a distance function between short segse

useful for intrusion detection and thus can be ielated
before learning. In this paper Best First Searcdepted
to reduce the problem of effective attributes deded7].
Integration of learning algorithms provides a ptitdn
solution for the adaptation and accuracy issuesnyMa
different solution based on machine learning teghes

of system calls. If the distance of a particulagusce to
the normal sequences is higher than a threshofd ttie
sequence is abnormal.

The idea of restarting the classic GA, so as toemse
the performance, derives from the well known iddéa o
restarting the Arnoldi's method for finding the

have been deployed for intrusion detection in botreigenvalues [15]-[18]. Fuzzy Association rule asedito

commercial systems and the state-of-the art. Indstal
set theory each element is either completely inatrin a
set this leads to the problems in case of vagueegis.
Recent works deal with the fuzzy system but thélytéa
solve the indeterminacy (unknown) problem.

explore the possibility of integrating the fuzzygio with
Data Mining methods using Genetic Algorithms for
intrusion detection [19]. A technique to generatezfy
classifiers using genetic algorithms that can detec
anomalies and some specific intrusion using twesdior

In this paper, we show the certainty of improvisednormal class and other for the abnormal class are

genetic algorithm [8] to evolve simplest set of
Intuitionistic fuzzy rules that can solve some wstldied
intrusion detection problems. In this approach, egien
algorithm can find good and simple Intuitionisticzky
rules to characterize normal, abnormal
indeterministic behavior of network systems.
Intuitionistic fuzzy logic can reduce the falsersigrate
in determining intrusive behaviors.

The paper is organized as follows, Section 2 dessri
the related work in the field of Intrusion Detectio
System, section 3 explains the basic Intuitionistizzy
logic and Intuitionistic fuzzy classifiers concepised in
this paper, section 4 presents the proposed agiprioa
solve some intrusion detection problems. In secton
experiments and results are presented. Finallgdtian 6
conclusion and future work are shown

Il. RELATED WORK

In the recent past there has been a growing retogni
of deploying intelligent techniques for the creatiof
efficient and reliable intrusion detection systen#s.

complete survey of these techniques is hard to bg

presented at this point, since there are more linadred
IDS based on machine learning techniqués. Lincoln

proposed using evolved fuzzy classifiers in intusi
detection.

In this paper to handle the uncertainty problemenor
precisely we will present Intuitionistic Fuzzy LogdilFL)

andas a tool for reasoning in the presence of impeifeetts
Thisand imprecise knowledge. The rules generated Ufihg

is fine tuned by improvised genetic algorithm [8hieh
adapts the idea of restarting a Genetic Algorithrorider
to obtain better knowledge of the solution spacehef
IDS problem.
[Il. INTUITIONISTIC FUZZY CLASSIFIERS FOR INTRUSION
DETECTION

Handling uncertainty is one of the major concerns
intrusion detection environments. The goal is @ssify
the patterns of the system in three categoriesnialpr
abnormal and indeterministic), using patterns ofwmn
attacks, which belong to the abnormal class, patterf
the normal behavior and pattern of unknown classngy
intuitionistic fuzzy rules, the solution of thisaslsification
problem is based on the intuitionistic fuzzy logancept.

Intuitionistic Fuzzy logic
A number of generalizations of fuzzy set theory are

Lab’s DARPA intrusion detection evaluation dataset isthere in the literature developed by several asthath

employed to design and test intrusion detectioesys. In
1999, recorded network traffic from the DARPA‘98 Lincol
Lab dataset [9] was summarized into network connestio
with 41-features per connection. This formed the KDID’'9
intrusion detection benchmark in international Knedge
Discovery and Data mining tools competition [10].

Srinivas et al [11] describes approaches to irtrusi

more general aims and objectives to deal with werio
types of problems of Computer Science, Information
Technology, Social Science, Decision Science,
Management Science, etc. to list a few only. O$¢hehe
notion of intuitionistic fuzzy set theory (IFS thgd
introduced by Atanassov ([20], [21]) is of interéstus.
Fuzzy sets can be viewed as intuitionistic fuzzg,seut

detection using neural networks and support vectofhe converse is not true. It has been asserted dnyym

machines. The key ideas of their research are sooder
useful patterns or features that describe uservimhan a
system, and use the set of relevant features tdd bui
classifiers that can
Intrusions. The temporal association rules techniqu
generates fuzzy and classical rules [13]. Usingrtsho
sequences of system calls that running progranfsrper
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recognize anomalies and know
5)

authors that there are a large and large numbezabfife
problems for which IFS theory is a more suitablel to
than fuzzy set theory for searching solutions. t&8 be
liseful in situations when description of a probleyna
fuzzy variable, given in terms of a membership fiorc
only, seems too rough.

The key improvement of intuitionistic fuzzy set ting
over fuzzy set theory is that in the latter, thembership
value of an object also defines the non-membenghipe
of it by means of a mathematical relation, wherieabe
former the membership value and non-membershipevalu
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of an object are not, in general, related by a srattical 1
equation. Rather, the decision-maker (or the prable
analyst or the intelligent agent) independently idies
both, up to his best intellectual capability. This
because, when deciding the degree of membersham of
object there may be some hesitation.

A fuzzy set could be viewed as a special case of
intuitionistic fuzzy set, provided that at the pessing
stage for evaluation of membership value, therads /
indeterministic situation with respect to any objetthe 0 i X
universe of discourse.

An Intuitionistic fuzzy set(IFS) A on a universe X Figure 1. Triangular membership and non-membership functiomaf

/' __ Membershipunction
for IFS

----Non-membership

function for IFS

v

defined as an object of the following form Intuitionistic fuzzy set
A ={< X, Ha(X), va(X) > | xO X} It is the case in the intrusion detection task, nghbe
difference between the normal and abnormal classiair
Where the functions well defined.
Ha @ X — [0,1] and va : X — [0,1] Using these linguistic concepts, atomic and complex

intuitionistic fuzzy logic expressions can be huikn
defines the degree of membership and the degraersf —atomic intuitionistic fuzzy expression is an exien:

membership of the elemenEX in A, respectively and ) o
for every xaX parameter is [not] Intuitionisticset

0< pa(X) +va(x) < 1 Wherg, parameter is an object and Intuitionisticset
defined intuitionistic fuzzy space for the paramefhe
Obviously, each ordinary fuzzy set may be writen a ~ truth value(TV) of an atomic expression is the éegof
membership and non-membership of the parametéreto t
) intuitionistic fuzzy set. Because TVs are expresbgd
£ HAGQ, 1vax) > [ xH X numbers between 0 and 1(0 means entirely falseganm
entirely true and other values means partially )iriee
intuitionistic fuzzy expression evaluation process
reduced to arithmetic operations. Also for eaclssitzl
logical operator and fuzzy logic arithmetic operatwere
is @ common Intuitionistic fuzzy logic arithmetip@rator
1 _which is shown in the table I

Recently, the necessity has been stressed of taking
consideration a third parameten(x), known as the
intuitionistic fuzzy index or hesitation degree, i
arises due to the lack of knowledge or ‘personadrem
calculating the distances between two fuzzy sel} [&
fuzzy set, non-membership value is equal to
membership value or the sum of membership degrde an

non-membership value is equal to 1. This is logycal TABLEI
true. But in real world this may not be true as hum Intuitionistic Fuzzy logic operator
being may not express the non-membership value-as 1
membership value. This is due to the presence of Logical Fuzzy Intuitionistic operator
uncertainty or hesitation or the lack of knowledige operator | operator
defining the member ship function. This uncertaiigty DANDq | Min{p,q} <x, min{ p(x), Ho(x)}, max{ vp(X),
named as hesitation degree. Thus the summatidmex t Vo0J} | XOX>
: : : <X, max{ k(X), Ha(X)}, min{ vy(X),
degrees, i.e., membership, non-membership and | PORq Max{p,q} VaO} | XOX>
hesitation degree is 1. It is obvious that #£\(x)<1, for NOT p 10-p <x, 1.0 — 14(x),1.0-v(x) | XOX>
each XIX. So, with the introduction of hesitation degree,
an intuitionistic fuzzy set A in X may be represahts IFS rules have the form:
A = {< X, Ha(X), va(X), Ta(X) > | xO X} R: IF condition THEN consequent [weight]
Where,
with the condition p(x) +va(x) +ma(x) = 1. « Condition is a complex intuitionistic fuzzy
expression, i.e. that uses Intuitionistic fuzzyitog
In figure 1 the object x has denoted both by thgreie operators and atomic intuitionistic fuzzy expressio
of memberShip and non-memberShip set. The IFL allow . Consequenis an atomic expression, and
an object to belong to different classes at theeséime. « Weightis a real number that defines the confidence

This concept is helpful when the difference between of the rule.
classes is no well defined.
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B. Intuitionistic Fuzzy Classifiers and three das
classification problem For non-membership(A):

In the three class classification problem, theeethree o ) .
classes where every object should be classifiegsdh TVvw(Ry) =TV (xis high and y is low) * (0.3)

classes are called normal, abnormal and indetestitni = max;{0.5, 0.2}*0.3
The data set used by the learning algorithms ctnefsa =05*03
set of objects, each object with n+1 attributese Titst n =0.15

attributes define the object characteristics (nuwei o )
parameters) and the last attribute defines thes ¢teet the T Vww(Ra) = TV (x is high and y is low) * (0.5)
object belongs to (the classification attribute). max{0.5, 0.2} * 0.5

A Intuitionistic fuzzy classifier for solving thentee 0.5*0.5
class classification problem is a set of threesiutme for 025 .
the normal class next for the abnormal class hadast 1V v (R) = TV (xis high and y is low) * (0.2)

for indeterministic class, where the condition past :max;{0.5, 0.2}*0.2
defined using only the monitored parameters and the =0.5%0.2
conclusion part is an atomic expression for the =0.10

classification attribute. o e
Example for both membership and non membership In Intuitionistic fuzzy classifier for the threeasises

elements  intuitionistic fuzzy rule as follows. classification problem there are several technigtees
Ry: If X is high and vy is low then determine the class that an object belongs to.dbtfeese
pattern is normal [0.3] techniques is the maximum technique, which classifi
the object as the class in the conclusion parhefrule

Ra: If x is medium and vy is high then that has the maximum truth-value, i.e.:

pattern is abnormal [0.5]

~

R If x is medium and y is medium then

pattern is indefinite [0.2] N - If TV(Rn) > TV(Ra) > TV(R)
Ry - is the rule for the normal class Class =
Ra — is the rule for abnormal class and < A-ITVR > TVRY) > TV(R)

R, — is the rule for indeterministic class
I-1f TV(RN) = TV(Ra)

The Intuitionistic fuzzy rule truth-value is calatéd as N—
the product of the condition truth-value by the gidj i.e.
TV(R) = TV (Condition) * Weight Where,
N - represents the Normal class,
For membership function: A - represents the Abnormal class and

I- Indeterministic

TV(Ry) = TV (If x is high and y is low) * [0.3] w
If the two rules produces the same truth-valuen tihés

TV(R,) = TV (If x is medium and y is high) * [0.5] considered as indeterministic class.

TV(R) = TV (If x is medium and y is medium) * [0.2]
IV. GENETIC ALGORITHMRESTARTINGS

Example: To improve the performance of classic genetic
) algorithm we adopted the concept of restarting @doce
For membership, u(A) for the classic GA which was introduced by Grigers.
Lo . Beligiannis et.al, to achieve a better global ergion of
TVyu@(Ry) =TV (x is high and y is low) * (0.3) the solution space while executing the minimum imbss
=min{0.2, 0.7}* 0.3 number of generations (function evaluations). Ideorto
=02*03 achieve this goal, they used the standard global
=0.06 ) exploration mechanism used by classic GAs (selectio
TVyum(Ra) = TV (x is high and y is low) * (0.5) crossover, mutation) but when the GA reaches thal lo
=min{0.2, 0.7} * 0.5 refining phase, we restart the GA so as to prestrge
=0.2*05 global search procedure. This technique allevidkes
=010 . enormous computational burden introduced by thalloc
TVy@(R) =TV (x is high and y is low) * (0.2) refining procedure, which is quite often uselesgriding
=min{0.2, 0.7} * 0.2 the optimal solution. The technique is describeim 2.
= 8(2); 0.2 Of course, the new starting of the GA procedureukho

include all the valuable information gathered frahe
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previous global search. Thus, we propose a newatipar
called “insertion” to be included in the classic €A
evolution procedure.

Global searching

( Use random seed |
to start the GA

- g
Stop GA wher
restarting criteria
are satisfied

(Apply inseniorw
operator

(" Global searching |

(" Use random seed
L to start the GA

[ Stop GA when

restarting criteria

are satisfied

M A

T T .y
Stop restartings

B when the k-th

- restarting is finished

Local searching
-

e
Use all the

genomes gathered
from the restartings

N S

Stop GA when the
desired accuracy iz
obtainec

(. —/

Figure 2. Procedure of the Genetic Algorithm with restartings

Operator used in Genetic Algorithm Restartings

Crossover operator:Suppose if s1 and s2 are two
chromosomes then they are represented as
$1=1{S11,512,Su3....... Sins

$ = {521,522, Ss........ Sy} are

Two chromosomes, select a random integer number 0
<n, S and S are offspring of crossover{SS,),

S;={S;|if i<r,§0OS, else §1S,},
S,={Si|if i<r, SUS,, else $1S;}

Mutation Operator: Suppose a chromosome Si =1{S
Sio Sigeernnnns S Select a random integer numberx@
<n, Sis a mutation of §

S3={Si|ifi#r, §O S, else $00 random($) }

Selection OperatorSuppose there are m individuals, we
select E] individuals but erase the others, the ones we

select are having more fitness that means thefitprare
greater.

Insertion Operator: Suppose there are m individuals,
choose a constant number C having genomes of thie ne
population and delete them. At the same time, aha@os
constant number C of random genomes of the old
population and insert them into the new population.

Improvised Genetic Algorithm:

The insertion operator works as follows. It chooses 1. |nitialize the population: Producing a number of
randomly a constant percentage of the genomeseof th individuals randomly, each individual is a

population of the last generation (before the rést
procedure takes effect) and inserts them into tbe n
initial population of the GA as shown in Fig.3.

."’ \.

Insertion operator

Choose a constant number ¢ )
of genomes of the new
population and delete them

A

( Choose a constant number ¢ |
of random genomes of the ole
population and insert them into

the new population

Figure 3. Insertion Operator

In this contribution, three different criteria fdeciding
when to apply restartings are proposed:

* Fitness function value

*  Number of generations
* Mean fitness function value of population

© 2011 ACADEMY PUBLISHER

chromosome which is an n-length array, is the
number of parameters.

2. Test if one of the stopping criteria (running time,
fithess, generations etc) holds. If yes, stop the
genetic procedure.

3. Selection: Select the better chromosomes. It
means the profit under these parameters is
greater.

4. Applying the genetic operators: such as
crossover and mutation to the selected parents to
generate an offspring.

5. Recombine the offspring and current population
to form a new population with selection
operator.

6. Insertion: Choose a ‘C’ constant number for new
population and delete it. Add ‘C’ constant
number of random population to form a new
population.

7. Repeat step 2 to 6.

V EVOLVING INTUITIONISTIC FUzzY CLASSIFIERS

In order to use improvised genetic algorithm tolego
the intuitionistic fuzzy rules, each rule is remmeted by a
complete tree. We opt to seek the best classificatile
for each class separately because this leads tach m
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faster and simpler search, has the potential tdd yie the logic operator O In this way the last gene has an
simpler rules, and also because this yields anoagpr unused logic operator. Figure 5 shows the chromesom
that can be easily parallelized on several independ for an expression tree of n logic operators

processors, especially in the presence of manyesas

Because we run the genetic algorithm once for etads

and we want compressible rules, the optimization Gen oo Gen

. . . . . 1 =1
problem is a three-goal objective function: maxienthe 2, opl ac op ac,.. =
sensitivity, maximize the specificity, and minimizkee var| ro:] ==t [var] o] =t | varedrou] sete] *

rule length.

For example a rule (((A or E) and C) or ( B and D))
can be represented as free parenthesis logica¢ssipn
{A or B and C and D or E}. The tree looks like Figud:

Figure 5. Chromosome for a complete rule condition

As an example expression encoded in the chromosome
using operator priority is as follows:

o Gen Gen Gen
== acl opl ac2 op2 ac3 i

xl‘yes‘ C| AND zl‘ ye% B OR y{l. NOTF b

Eﬂ_ and Figure 6. Coding the expression x1 is C AND z1 is E OR yhasD
In our work the fitness of a chromosome for thenmalr
or @ e D class is evaluated according to the following sét o

equations:
A E TP =) f=1 predicted (normal_data;)
Figure 4. Complete Tree for free parenthesis expression. TN= Z” [1 — predicted (abnormal_data;) —
i=1 -

To establish the process we used the following gram predicted (indeterministic_data;)]

(in Backus Normal Form) for a free parenthesis dagi

expression: FP = Zf: | predicted (abnormal_data;)
<EXP>— <EXP><OPER><ATOMIC> | <ATOMIC>
<ATOMIC> — variable is [not] set FN=Y."  [1 - predicted(normal_data;) —

<OPER>- or | and predicted (indeterministic_data;)]

Applying repeatedly the previous definition, the TP
following logical expression can be obtained: Sensitivity = TP+ FN
AorBandCandDorE
whereA, B, C, D andE are atomic expressions. o TN
Specificity = TN T FP

A Intuitionistic fuzzy classifier can be represehtsy a
set ofmrules, wheremis the number of different classes

Chromelength (rules)
(a rule per class): Length = 1 —

10

R:: IF condition THEN data is class

Fitness = w* sensitivity + w * specificity + wy* length
Rm: IF conditiorn THEN data is class v y Ve s Yy g
) ) ) ) ) ) Herep, g andr are the number of normal, abnormal and
Likewise the improvised genetic algorithm fdiet nqeterministic samples in the dataset used by each
normal class tries to find a intuitionistic fuzzyle with  ~hromosome respectively.
the following expression predictedis the IFS value of the condition part of the
. . ) codified rule.
(x1isCORylisnotD) AND z1is E

_ ) i In the above equations TP means true positive, Ednms
Can be represented without parenthesis using aboyge negative, FP means false positive, FN mealse f

mentioned complete tree expression as follows negative for the codified rules respectively.
x1is CAND z1is E OR ylis not D w;, W, W; are the assigned weights for each rule

. : . , . characteristics respectively.
We codified a logic expression without parenth@sis normal_datais the subset of normal training patterns

n logic operators in a chromosome of n+1genes, &vhefpnormal_data is the subset of abnormal training
the i-th gene is composed by the atomic expressjemd patterns and,
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indeterministic_data is the subset of indeterministic The data sampling humber and ratio are shown ifeTab

training patterns.

The same set of equations to calculate the fitfass
the abnormal class can be obtained by replacingratmad
for normal in previous equations. The best chromuso
in the population is chosen and the intuitionidtizzy
rule:

If <condition> then pattern is <class>

is added to the intuitionistic fuzzy classifier. nde
<condition> is the condition
chromosome, and <class> is the class pattern evddye
the improvised genetic algorithm.

VI DATASET DESCRIPTION

A. KDDcup’99 Dataset

In this paper, Kddcup’'99 data set is used which i
based on the 1998 DARPA ([6],[24]). Normal
connections are created to profile that those drpeo a
military network and attacks fall into one of ttaléwing
four categories namely Denial of Service (DoS), B&Em

to Local (R2L), User to Root (U2R) and Probe. The.

various types of attack in our experimental dataggch
are classified into four categories are shown ie th

following table IlI
TABLE Ill

Various Attack Types

Categories Attack Types

Apache2, Back, Land, Mail bomb, Neptune,

DOS Pod, process Table, Smurf, Tear drop,
Udpstrom

PROBE IPsweep, Mscan, nMap, Portsweep, Saint,
Satan

U2R Buffer Overflow, http tunnel, load module,
perl, root kit, ps, sglattack, xterm
Ftpwrite, guesspasswd, imap, multihgp,

ROL named, phf, send mail, snmp getattack,
snmpguess, warezmaster, worm, xlock,
Xsnoop

The KDDCup’99 Intrusion Detection benchmark is
comprised of 3 components. In this work correctéabDK
set is used because a dataset with different titatis
distributions than either “10% KDD” or “Whole KDD%
provided by the “Corrected KDD” and is comprisedldf
additional attacks. Hence, the “Corrected KDD” datds

represented by such

She

V.
TABLE IV

Amount and ratio of data sampling

Randomly
Category Corrected Dataset| Selected Sampled

Records
Normal 60593 19.48% 8883 13.679
Probe 4166 1.34% 4166 6.4%
DOS 229853 73.9% 35534 54.679
U2R 70 .02% 70 11%
R2L 16347 5.26% 16347 25.15%
Total 3,11,029| 100% 65000 100%

VI EXPERIMENTAL RESULT

In order to demonstrate the efficiency and perfarossof
Intuitionistic  fuzzy classifier technique, we
constructed our Emerging Intrusion Detection System
(EIFS) and tested their performance on the KDD-99
intrusion detection contest dataset. The featulecsen
and detection rules generation are two key stepanin
intrusion detection system based learning algorithm
Feature extraction done using Best First Searchtaad
category of attacks is identified using intuitidiisfuzzy
classifier. Our proposed model generates the detect
rule based on the Intuitionistic Fuzzy classifieine main
aim of this work is to generate good intuitionistizzy
classifiers to detect intrusions. This paper adbpte
improvised classical genetic algorithm to fine tuthe
rules generated by IFS. All the experiments wereiah
out on a Intel(R) Core(TM) i3 2.13GHz PC with 2 GB
RAM. The implementation is done using MATLAB
Software.
A Dataset Preprocessing

Using uniform distribution algorithm we created a
dataset from the original data set with the follogvi
property: If the sample number of k patterns ismd the
original data set has n samples. Probability ta fan

sample of class y =% samples of the final dataset in 1.0
Each dataset is normalized between 0.0 & 1.0 using
equation.

X — min
X=—
max — min

being used for our experiment. The value of each

connection is being predicted by this task

B. Exclusion of Dataset

As in our previous work [7] 65000 records have been
selected as sample dataset out of 3, 11,029 Cedect
KDD dataset connections for the work done by us
However, because the sample number of Probe, URR, a

R2L is being less, the number of records of abdtachk
types will be constant in any sample rate. The eimg
records out of 65,000 are 44,417 which are theconéc
of excluding the Probe, U2R and R2L types of resord
Out of 44417, 20% of Normal connection is selected]

remaining 80% of the dataset is accounted by ths. Do

© 2011 ACADEMY PUBLISHER

Where,

X - numerical value

Min- minimum value for the attribute that xlidmegs to
Max- maximum value for the attribute that Xdveys.

Non Numerical data: The degree of membership and
Non-membership value is O for false and for thaigadf
Trueitis 1.

B. Dimensionality Reduction

The original dataset is comprised of 41 attribuged
one class label. Using Best First Search methodvg]
obtained set of reduced dimensionality to 7 po#&énti



106

attributes which is listed as follows :
Service, Srchytes, Dstbytes, count,
dest_host_srv_count.

Protocol pgy

In this paper we used these 7 attributes to framee t
atomic expressions and developed
expression tree which eliminates most of the infigant
rules.

C. 10 Fold Cross Validation
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the score of the trained classifier was calculaedhe

diff_srv_rateaverage of the hundred tests applied.

The free parameters improvised genetic algorithm
proposed in [23] is used to identify three diffdrelasses
such as normal, abnormal and indeterministic. Tégreke

the completef membership and the non-member ship function is

applied to condition defined using only the moretbr
parameters and based on the truth value each récord
the dataset is classified.

The improvised genetic algorithm was run for one

Ten-fold cross-validation is a Standard method fothundred generations with one hundred individualghW

evaluation. Extensive experiments have shown thati$
the best choice to get an accurate estimate cll@ilated
by following ways which is represented in the figar

Cross
Fold
Validat
ion

Intuitionistic
Fuzzy
Classification

Model

O

Training Set
(90 %
sample}

Test Set
Data (10 %

Set

Samples)

Feature
Selection
(Best First

Search

Figure 7. Repeat 10 x for 10 — Fold Cross Validation

the length between one and seven genes one foradach
the seven connection record attributes. It provideel
necessary population breeding, randomizing,
statistics gathering functions, from which this ggn
algorithm was written in MATLAB 7.0. In the initia
generation, an individual with a fitness value of@®97
was created in run 1 and an individual with a Smealue

of 0.710028 was created in run 2. The fitness vafube
best individual for each generation had an appraim
steady increase until generation hundred, at whdght it

is apparent that the best possible individual sdby
the current methods had been created. This deratedtr
the ability of the genetic algorithm to successfe@iolve

an individual's model. Information collected on kac
generation consisted of the mean fitness of althef
individuals within the generation, the fitness bé thest
performing individual, the correct detection rated ¢he
false positive rate.

This kind of approach showed good performance in
the evolution of intuitionistic fuzzy classifierorf the
intrusion detection problem. Using the selectedtitea
the conditions are framed and performed severainitis
different values for the fitness function weighthi§
allowed us to increase the speed for the genagrigthm
with huge datasets.

and

E.Results and Analysis

The cost function of an intrusion detection systiem
defined using the false alarm rate and the undsdect
attacks rate. The false alarm rate means the systech
produces an alarm in a normal condition. The uruiete

First. the data section is divided in 2 sectionsdttacks rate means the system considers an abnormal

randomly one section is included 90% of all dataset
called as learning dataset. Another section isuttexd

behavior as normal. The performance of the Emerging
Intuitionistic fuzzy classifier over the hundred ste

10% of all dataset and called as validation dasasetPerformed is shown in table V.

Second, the learning dataset is used for acquitithes
and the validation dataset is used for validathmgy tules
externally. Third, the process is repeated 10 times

D. Implementation of Intuitionistic Fuzzy classifer

In this proposed work each detection model is &din
with normal and intrusive data set. The trainingt ®@ata
set is divided randomly in ten group. Each groups wa
taken as testing set for the intuitionistic fuzagssifier
trained by the improvised genetic algorithm witke th
other nine groups. We repeated the process ters tame
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TABLE V
Amount and ratio of data sampling
Algorithm | False Alarm| Detection | o(n)
% Rate %
CTree 15.7% 93.33 658.29n
FRIDS 12.63% 95.98 453.07n
EIFRID 5.03% 98.89% 305.02n

CTree — Completion Tree
FIDS- Fuzzy Rule based Intruison Detection system
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The performance of the Emerging Intuitionistic Fpzz researchers who developed intelligent Intrusiorebein
Rule for Intrusion Detection (EIFRID) outperforms Systems. The input to any Intrusion Detection Sysig
remaining to algorithms CTree and Fuzzy rules ofome uncertain or fuzzy information that has to be
Intrusion Dectection System. processed. A part from being fuzzy in nature the
information could be very large requiring data mgi

The research activities involved a process to éistab techniques for extracting the data. As the data for
if classification could be found in the data. Theseextracting has to follow certain rules, we needhtwve
processes involved the statistical manipulationtled  certain mechanism to pick up best possible rules. A
dataset in Excel. The aim of the research was tomprovised genetic algorithm approach for identityi
determine the maximum percentage of correcththese rules is chosen. The present work has exptbee
classified instances. The process involved thetiore@f  possibility of integrating the Intuitionistic fuzzjogic
analysis tools and charting the data so that theepgage with Data Mining methods using Genetic Algorithms
of correctly classified instances by each model iRestartings for intrusion detection. The presentkwie
displayed and experts can interpret the findings the extension of in the areas Dimensiionality reidunc
using Best First Search. We have proposed archrect
for Intrusion Detection methods by using Intuitisité
fuzzy rule classifier by tuning he best possiblées
using Genetic Algorithms Restartings The main
contribution of this work is employing the intuititstic
fuzzy classifiers for intrusion detection probleand
handling the dataset in the presence of imperéetsfand
imprecise knowledge. The application of intuitidids
fuzzy sets instead of fuzzy set means the introoluiaif
another degree of freedom into a set descript@n{n
addition p(A) to we also hawgA)).

ROC CURVE for EIFRID

1.2
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A rule
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0.4 It I rule

y (1]
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"\ ministic
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