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Abstract—Cloud computing storage services may allow 

users to simply preserve and manage a huge amount of data 

at a minimal cost. However, it cannot ensure data integrity. 

Data is sent to remote cloud servers which might be 

unsecure and untrustworthy because unauthorized users or 

the service provider may inadvertently modify data, as a 

result, data may be lost or altered. Therefore, protecting 

data from hackers has become crucial to maintaining its 

integrity. To improve data integrity in cloud computing, this 

study presents an Implementation of Enhanced Data 

Integrity algorithm. The proposed algorithm is created by 

integrating Moving Target Defense (MTD) and New 

Lightweight Cryptographic Algorithm (NLCA). MTD is 

used by the EDIE algorithm to dynamically modify network 

configurations and regularly mislead attackers, reducing 

the number of attacks and improving data integrity. NLCA 

provides secure encryption and decryption of data with a 

faster execution time. In comparison to EDSA and SAKAS 

data integrity techniques, the results demonstrate that 

EDIE consumes 6% less energy, encounters only 0.2 percent 

of all launched man-in-the-middle assaults, and reduces 

server computing time by 21%. 

 

Index Terms—cloud computing, data integrity, Enhanced 

Data Integrity Encryption (EDIE) algorithm, Moving 

Target Defense (MTD) 
  

I. INTRODUCTION 

Security flaws in cloud computing have caused users 

to lose trust in the service. Data integrity is a critical 

concern in cloud storage since cloud computing 

application software and databases are relocated to 

centralized huge data centers where data and service 

management may not be completely trustworthy [1]. 
Cloud computing is established as a standard for 

providing information technology services via the 

Internet, including hardware, software, and networking, 

with added benefits such as on-demand service and 

autonomous resource pooling [2]. The cloud is a 

centralized storage service that allows data to be stored, 

accessed, modified, and deleted from any location at any 

time [3]. The three service alternatives it offers in the IT 

business are Software as a Service (SaaS), Platform as a 

Service (PaaS), and Infrastructure as a Service (IaaS) [4].  
This has sparked the attention of many users and 

organizations in using cloud computing services [5]. Data 
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integrity guarantees that the information is of high quality, 

correct, and has not been tampered with. Users lose 

control over their data after storing it in the cloud, 

However, they continue to rely on the cloud for more 

reliable services, if their data will remain steady [6]. 

Cloud service providers are not always trustworthy 

because to reduce storage space or preserve fewer copies 

than necessary, they may delete data that is rarely 

accessed [7]. 

As a result, data owners must have faith that their 

information is being processed properly in the Cloud. 

Therefore, data integrity on untrusted servers is one of 

the most significant difficulties with cloud data storage, 

because data integrity affects the correctness of 

information stored in the system. The validity, quality, 

and security of data have an impact on the system's 

operations and desired outcomes in a cloud computing 

architecture. Integrity is concerned with the efficiency 

and performance of the program [8]. 

As a result, the Enhanced Data Integrity Encryption 

(EDIE) method was designed to ensure enhanced data 

integrity in cloud computing, where the user begins by 

attempting to connect to the network. The data owner 

delegated data administration to a trustworthy auditing 

server as the initial step. This is to verify that the data is 

correct, complete, and it is the most recent version 

uploaded to the cloud storage server. Follows step 

number two which is login phase, if the user is permitted, 

it is granted access. Otherwise, access is denied. 

Thereafter, the MTD phase will be processed to 

dynamically modify network configurations and 

regularly mislead attackers, reducing the number of 

attacks and improving data integrity. 

The following are the contributions of this paper: 1) 

EDIE algorithm will enhance data integrity and reduce 

delay while increasing the execution speed by using 

NLCA because it provides a high security level and a 

significant enhancement in the decryption and/or 

encryption process, assuring high security while also 

maintaining low computing costs and consume less 

energy 2) EDIE algorithm will reduce data integrity 

attacks by using MTD to dynamically change network 

configurations and frequently confusing the attackers. 3) 

The existing solutions are the focus of the data integrity 

literature. Therefore, there is very little or no scholarly 

literature on the use of a NLCA integrated with the MTD 

to solve data integrity issues in cloud computing. As a 
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result, other academics will use this research to broaden 

their research into cloud data integrity. 4) By advancing 

research in the field of information systems and data 

integrity, this initiative will add to the body of knowledge 

in this field. 

The following is the order in which this paper is 

organized: Section I, introduces Cloud computing and 

data integrity applications, as well as the study's goal, the 

problem it is seeking to resolve, and the paper's 

contributions. Section II highlighted the related work on 

cloud computing data integrity solutions. The flowchart 

of the proposed Enhanced Data Integrity Encryption 

Algorithm was shown and described in Section III. The 

proposed algorithm's implementation was discussed in 

Section IV of this study. The chosen simulation tool in 

this paper, NS-2, was discussed in Section V. In this 

section, the simulation results of the comparing 

algorithms SAKAS, EDSA, and EDIE were also 

presented. Finally, Section VI brings the paper to a close 

and makes recommendations for further research. 

II. LITERATURE REVIEW 

Cloud security continues to receive increased attention 

in the literature, particularly in terms of data integrity in 

the cloud. As a result, this section explores different 

existing solutions proposed to address data integrity 

issues, thereafter the paper presents the limitations of 

these existing solutions. 

To ensure that attackers cannot plan and execute 

cyber-attacks, Ahalya et al. [9] introduced the MTD 

algorithm, which allows for dynamic security 

configurations in a network as well as dynamic 

encryption schemes. Attackers are unable to launch 

attacks because of the MTD system. MTD used an 

entropy-based method for attack detection in the network. 

According to the results of the experiments, the proposed 

technique can protect networks from cyber-attacks. The 

results were simulated using a custom Java simulation 

tool. The results showed that the achieved throughputs 

imply security even in the face of threats. The 

computational time spent on the server was not 

considered in this analysis. As a result, the number of 

attack attempts rises. However, the proposed approach 

uses NLCA to speed up server processing speed.  

An NLCA was proposed by Thabit et al. [10]. It uses 

symmetric cryptography to encrypt data. The algorithm is 

a 128-bit (16 byte) block cipher that encrypts data with a 

128-bit (16 byte) key. The encryption and decryption 

algorithms are both simple and secure. It was influenced 

by Feistel and SP architectural ideas for increasing 

encryption complexity. A variety of factors were 

evaluated to see how well DES, AES, HIGHT, Blowfish, 

and LED performed, including block size, key length, 

potential key, mathematical operations, cipher type, and 

security power. This is a strategy that is like the one we 

proposed in this study. Therefore, the NLCA is looking 

into Feistel and SP architectural solutions for reducing 

attacks and improving data integrity while also speeding 

up cipher execution. 

Poorvadevi et al. [11] developed a technique in which 

a Third-Party Auditor (TPA) mechanism examines the 

confidentiality of data stored in the cloud on behalf of the 

data owner. TPA checks the integrity of the data by 

examining the hash and script. Integrity Verification is 

provided by the TPA, which saves the smartphone user a 

lot of time. The data owner has two keys under this 

scheme, one of which is exclusively accessible to him 

and is known as the private key, while the other is known 

as the public key. The message/file is encrypted twice 

using the owner's private key and TPA's public key. As a 

result, the information of smartphone users is kept private. 

The suggested approach uses the RSA algorithm to 

encrypt and decrypt messages, resulting in message 

authentication. The hash function of the message is also 

determined here to ensure data integrity. However, 

because RSA is computationally costly and slower, 

performance was hampered. 

The AES (Advanced Encryption Standard) scheme 

proposed by Sajay et al. [12] operates consistently well in 

both hardware and software platforms in a wide range of 

environments, the key establishment time is rapid, and 

the key agility is good. Its implementation requires less 

memory, making it suited for circumstances when space 

is constrained. The structure stands a good chance of 

exploiting instruction-level parallelism. Even after 

several test cases, any block and key sizes that are 

multiples of 32 are supported (higher than 128-bits), and 

statistical analysis of the encrypted text was not possible. 
However, verifying the algorithm's strength in terms of 

assaults was not considered, but our proposed approach 

will frequently confound attackers by employing MTD 

defense. 

To resolve the security issues found in prior versions 

schemes, Odelu et al. [13] suggested a Secure 

Authenticated Key Agreement Scheme (SAKAS). The 

author developed this approach after several previous 

systems were vulnerable to server impersonation attacks 

and failed to achieve secure mutual authentication. Most 

existing systems, they stated, couldn't provide session-

key security (Security) and robust user credential privacy 

if session-specific secret information was mistakenly 

disclosed to an attacker. They tested their approach with 

NS-2 and claimed that it achieved SKsecurity and strong 

credential privacy. Even if session-specific temporary 

information was mistakenly given to an adversary due to 

a session exposure attack, they claimed that their system 

maintained secure mutual authentication and good user 

credential privacy. However, it was discovered that it 

would not be able to improve privacy preservation and 

efficiency. Furthermore, SAKAS ensured the integrity 

and security of data stored in the cloud. As a result, our 

research bridges the gap by using NLCA to ensure data 

integrity in cloud computing environments. 

Kavin and Ganapathy [14] proposed presented the 

Enhanced Digital Signature Algorithm (EDSA) to assure 

data integrity in cloud storage systems. This strategy was 

primarily developed to ensure that data is stored securely 

in the cloud and is available at any time and from any 
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location. The suggested EDSA was created utilizing 

Elliptic Curves that were generated because of algorithm 

enhancements. The improved equation proposed in their 

work is used to construct two elliptic curves in the EDSA. 

These elliptic curve points were used as a public key to 

execute the signing and verification steps to assure data 

integrity. The algorithm compares the signing and 

verification processes' consequent values and guarantees 

that they are correct. However, to improve privacy and 

efficiency, more research might be done by introducing 

new digital signature algorithms. Furthermore, the issue 

of mobile device energy usage is a major source of 

concern. 

The Dynamic Auditing Protocol scheme was presented 

by Mishra et al. [15] to improve data integrity and enable 

complicated data operations on cloud servers. The linear 

combination of data blocks must be sent to the auditor in 

this manner for verification. To assure data integrity, the 

plan employs a Third-Party Auditor (TPA). It also 

simplifies data dynamics by allowing the execution of the 

most basic data operations such as block modification, 

insertion, and deletion. The method could reveal data 

content to the auditor, according to the author, because it 

requires the server to present linear combinations of data 

blocks to the auditor for verification, and the scheme's 

performance is unknown. 

Cryptographic accumulator proven data possession is a 

robust deterministic data integrity verification scheme 

proposed by Ren et al. [16]. The basic design of the 

CAPDP is based on an upgraded RSA-based 

cryptographic accumulator, which provides the following 

advantages: 1) It allows the data owner to run as many 

data integrity checks as they want; 2) It aids data flow; 3) 

It is cost-effective in terms of transmission, compute, and 

storage for both the data owner and the cloud storage 

provider; 4) The proposed scheme's verification 

operation is unaffected by the number of blocks being 

verified; 5) It makes the vetting process easier and less 

expensive. The approach, according to the author, has to 

be optimized because it does not prevent replay attacks. 

This study, however, supports the authors' proposed 

strategy because it will help to lower the load and cost of 

data integrity verification in the cloud, but it does not 

address the issue of replay assaults. The technique also 

adds a considerable performance overhead to the 

authorized dictionary, making it too sluggish to employ 

in practice. Critical infrastructure industries that deal with 

very sensitive data deem this method to be insufficient 

(critical data). They used MATLAB to simulate their 

results. 

Cash et al. [17] proposed a PoR (proof of retrievability) 

method that uses spot-checking and error-correcting 

codes to ensure that data files on archive service systems 

are both “possession” and “retrievable”. For detection 

reasons, some special blocks known as “sentinels” are 

randomly implanted in data files, and the file is encrypted 

to protect the positions of these special blocks. However, 

it only works with static data sets and only allows a 

limited number of queries as a challenge; it also only 

manages a limited number of check blocks; and it does 

not safeguard files stored on the cloud provider's servers. 

According to a review of the literature, previous 

research did not propose any method that may 

successfully enhance data integrity in cloud computing 

considering performance in terms of the number of 

attacks, Server computing time, and energy consumption. 

To address the identified gaps, this paper proposed an 

Enhanced data integrity algorithm in cloud computing. 

The proposed algorithm was designed by integrating 

NLCA and MTD. MTD is used by the proposed EDIE 

algorithm to dynamically modify network configurations 

and regularly mislead attackers, reducing the number of 

attacks and improving data integrity. 

III. ENHANCED DATA INTEGRITY ENCRYPTION 

ALGORITHM DESIGN 

The EDIE algorithm was designed by merging NLCA 

and MTD to ensure that users' private data is secured in 

Cloud computing by ensuring data integrity. The 

suggested EDIE algorithm is set up so that the data owner 

starts the process by pre-processing the data before 

sending it to the cloud. MTD is to ensure that the 

integrity of data is maintained by frequently observing 

the attackers and changing the system configurations to 

curb out the issue of those attacks. Encryption process 

where keys are generated for each block of the file and 

all the hashes get concatenated. The audit server then 

requests the encrypted data from the cloud storage for 

verification purposes. The encryption key sent by the 

auditor is stored for verification matching, then the 

encryption key is verified by being matched to the initial 

key generated, if the key matches, then data is assumed 

not to have been tampered with. 

Based on the literature review, data could be 

manipulated by unauthorized users or the service 

provider inadvertently, resulting in data loss or 

modification. This is not the case with the proposed 

technique because the Moving Target Defense will 

secure the user’s data by preventing attacks. 

A. New Lightweight Cryptographic Algorithm 

The NLCA achieves a higher execution rate by 

reducing the number of encryption rounds, which reduces 

the number of attacks and improves data integrity. The 

proposed EDIE algorithm is intended to improve data 

quality by enhancing data integrity in cloud computing 

during data transfer. The matrix and f-function extensions 

of keys, rather than a single extension key, are among the 

advantages of NLCA. 
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TABLE I.  SUMMARY OF THE RELATED  

Data Integrity 

Scheme 

Advantages Limitations/gaps 

Moving Target 

Defence (MTD) 
• Dynamically modify network configurations and 

regularly mislead attackers, reducing the number 
of attacks and improving data integrity. 

• imply security even in the face of threats 

• Server processing speed was not considered.  However, the 

proposed approach uses NLCA to speed up server processing 
speed. 

Dynamic Auditing 

Protocol 
• Offers fully dynamic operation 

• Enabled complex data operations 

• Because the scheme requires the server to communicate linear 

combinations of data blocks to the auditor for verification, the 

scheme may expose data content to the auditor. 

• Proposed auditing protocol is not efficient, due to computational 

overheads to the third-party auditor. They simulated their results 
using MATLAB. 

New Lightweight 

Cryptographic 
Algorithm (NLCA) 

• Reduce attacks and improve data integrity while 

speeding up cipher execution. 

• Requires enhanced defence of attacks  

Cryptographic 

accumulator provable 

data possession 

• Support public verification and strong proof of 

data integrity 

• Unlimited number of data integrity checks. 

•  It helps with data flow 

•  cost-effective in terms of transmission, compute, 

and storage 

•  The proposed scheme's verification operation is 

unaffected by the number of blocks being 
verified 

•  It makes the vetting process easier and less 

expensive. 

• The scheme also introduces a significant performance overhead 

that makes the authenticated dictionary too slow for practical use. 
This scheme is considered inadequate by critical infrastructure 

sectors that involve highly sensitive data (critical data). They 

simulated their results using NS-2 simulator. 

• doesn’t prevent replay attacks  

Secure Authenticated 

Key Agreement 

Scheme (SAKAS). 

• Offer session-key security and robust user 

credential privacy if session-specific secret 

information was accidentally given to an 
adversary. 

• It was discovered that it would not be able to improve privacy 

preservation and efficiency. 

Third-Party Auditor 

(TPA) scheme: The 
proposed method 

encrypts and decrypts 

messages using the 
RSA algorithm 

• Provides integrity verification and reduce the 

load from the data owner 

• Uses two encryption keys. 

• Provides authentication structure. 

• However, the performance was affected due to RSA being 

computationally intensive and slower. 

• Online burden to the cloud users and cloud servers.  

• Data content may be exposed to TPA during the auditing process  

Enhanced Digital 

Signature Algorithm 
(EDSA) 

• Ensure that data is stored securely 

• Uses elliptic curve points as a public key to 

execute the signing and verification processes. 

• However, more studies could be done by introducing new digital 

signature algorithms to improve privacy and efficiency. 
Furthermore, the issue of mobile device energy usage is a major 

source of concern. 

Efficient and scalable 
distributed Scheme 

• Support full dynamic operations 

• The proposed scheme attempts to generate a 

proof without requiring the server to view or 
download the entire file from the server 

• A client is only allowed to perform a certain number of updates 

and challenges. 

• Only append type insertions are permitted; block insertions are not 

permitted. 

• Large files provide a problem because each update necessitates re-

creating all tasks. 

AES (Advanced 

Encryption standard) 

scheme 

• Its implementation takes less memory 

• Quick key setup time 

• No differential or linear cryptanalysis attacks have yet been 

proven. 

• The AES cipher, which has a secure of 128 bits, not be suitable for 

big data applications or other modern huge applications, such as 
secure cloud storage. As a result, these applications with vast 

amounts of data may require a larger algorithm with a higher order 

of mathematical and structural foundations, as well as a trade-off 
between speed and accuracy. 

POR Schemes • Easy to implement • It only works with static data sets and only supports a small 

number of queries as a challenge. 

• It also only handles a finite number of check blocks. 

• It does not protect files stored on the cloud provider's servers. 

 

Meanwhile, it offers a quick key generation procedure 

that helps to prevent brute-force attacks. The process of 

ensuring data integrity through key generation, 

encryption, and decryption is discussed as follows: 

Step 1: Generating the encryption key, the 128-bit 

encryption key (Kc) is divided into dual sections: 64 bits 

on each side, left and right. 

Step 2: Both left and right 64-bits are then divided into 

4-bit segments. Thereafter, in every 4 bits, a shift row is 

created, and the output of shifting is fed to the f-function. 

Step 3: The f-function has four segments, each of 

which is four bits long (16 bit). As a result, substitution 

may be used to create cipher key (Kc) using the f-

function, as shown in (1) and (2): 

Kbif =  ||j−1
5 kc4(j−1)+i                         (1) 

where i = 5; 
Ka1f = f(bif)                               (2) 

An XOR operation is performed among the four-round 

keys to generate the fifth key as shown in (3): 
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kkk = i=1
5 ⊕  ki                            (3) 

Furthermore, two keys would be produced in this 

procedure based on the seed given by the user. The same 

steps for the rounds are repeated to improve execution 

time because of the limited number of rounds as shown in 

(4): 

Roi,j = {

Pxi,j ⊕; j = 1. .4

Pxi,j+1 ⊕ Efli; j = 2

Pxi,j−1 ⊕ Efri; j = 3

                  (4) 

The encoded text is then obtained using equation (5): 

Ct = R51#R52#R53R54                      (5) 

As mentioned earlier, the MTD is used to dynamically 

change network configurations and frequently confuse 

the attackers. MTD uses a mathematical technique called 

The Sibson entropy to understand the strategy of the 

attacker as shown in (6) and (7): 

Pij( mEI) = mEIk(∑ mEIk) − 1
N fail

k=1
          (6) 

Ds(Pt − 1 Src( mEI) , Pt Src( mEI))           (7) 

When the attacker's technique is non-reconnaissance, 

several reconnaissance approaches such as blind and 

half-blind can be used to safeguard systems. The 

attacker's plan is understood, and the full network space 

is modeled. This also ensures that the attackers, on the 

other hand, are unable to carry out attacks with MTD in 

place. It is feasible to learn about the attacker's plans 

using the entropy method as shown in (8) and (9): 

 =
1

2
{Di[Psrc t − 1(mEI), Psrc ] + Di[Psrc t −  1(mEI), Psrc ]}  

(8) 

((
Ni fail−Nfail/mBmL

(mBmL)2/12
) < δchauvenet          (9) 

The penetrating process in the proposed system is 

shown in (10): 

Ds([PDstt(mEI),
Nfail

nBmL
=

1

2
{D[PDstt(mEI), [PDstt] + D[

Nfail

mBmL
, [PDstt]}  

(10) 

Equations (11) and (12) are used to compute the 

probability of malicious investigation: 

wmR, mL =  CmR, mL, SmR, mL           (11) 

𝑆𝑚𝑅, 𝑚𝐿 = 1 − 𝑓 ( 𝑃𝑎𝑗,𝑃𝑗)                  (12) 

To achieve an ideal mutation period, the proposed 

system used a smoothing coefficient of 0.75. It can be 

seen in (13) and (14): 

𝑇 𝑡+1
𝐸𝑀𝑃

=max [αT 
𝑡

𝐸𝑀𝑃

𝑑

𝑛𝑡𝑓𝑎𝑖𝑙
+(1-α) T 

𝑡
𝐸𝑀𝑃

,2𝑅𝑇𝑇]    (13) 

T t+1
EMP

= T t
EMP

+ t′d                       (14) 

B. Enhanced Data Integrity Encryption Algorithm 

Flowchart 

The flowchart demonstrates the logic for processing all 

the algorithm phases in the EDIE algorithm as shown in 

Fig. 1. 

 

Figure 1. Enhances data integrity encryption algorithm flowchart. 

NLCA and MTD were integrated to lower 

computation time, consume less energy, and lower the 

level of attacks. According to Thabit et al. [13] Within 

cloud computing environments, the NLCA algorithm 

achieves quick data processing efficiency and an 

acceptable level of security. Furthermore, the NLCA 

helps to increase the confidentiality and integrity of 

cloud-stored data while also making it available on 

demand. The reduced SCT further helps in preventing 

man-in-the-middle attacks. However, SCT increases with 

the file size increment because huge files must be 

computed by the cloud servers. MTD algorithm allows 

for dynamic security setups in a network, as well as 

dynamic encryption schemes, to ensure that adversaries 
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cannot plan and execute cyber-attacks. The MTD system 

ensures that attackers are unable to initiate attacks. 

 
Figure 2. EDIE system architecture design. 

The flow of data from the data owner to a cloud 

storage server and the other way around is shown in Fig. 

2.  

The first step is that the data owner delegates the data 

administration to a trusted auditing server. This is to 

verify that the data is correct, complete, and it is the most 

recent version uploaded to the cloud storage server.  

The second step is where data owner can then send the 

encrypted data to the cloud storage server, where he or 

she can edit, amend, or even delete data. 

The third step (pre-processing phase) ensures that the 

data is pre-processed before uploading to cloud storage 

servers, and some additional metadata is generated.  

The fourth step (verification phase) permits auditors to 

send a challenge request to the cloud storage server, 

which generates evidence of possession using the data 

and metadata and receives a response. Following that, the 

auditor verifies the proof to confirm that the data 

integrity has not been compromised. 

The fifth step (encryption/decryption) allows the 

encryption/decryption of the data using a symmetric key 

known only to the receiver to access and protect the 

user’s data. This uses a limited number of encryption or 

decryption rounds.  

The sixth step (cloud storage server) ensures that the 

user's encrypted data is securely stored in the cloud, 

ready to be utilized and retrieved at any time and from 

any location. In this step, the MTD is employed to 

change the configurations dynamically without disrupting 

the system, which aids in reducing the risk of data 

integrity threats. 

C. The Developed Enhanced Data Integrity Encryption 

(EDIE) Algorithm 

The algorithm phases are carried out, one after the 

other, to ensure that users' sensitive data is safeguarded, 

and their integrity is preserved. The session was rejected 

if the server's response did not match, and the user was 

instructed to try again. Below is the proposed EDIE 

designed by integrating NLCA and MTD to enhance data 

integrity in cloud computing. 

Algorithm 1. Enhanced Data Integrity Encryption Algorithm 

//Initialization: Pre-processing data before uploading to storage 
//Let 𝐺|| be the storage or cloud,//||𝑁|| the total number of 
servers, //Input 𝑛 𝑎𝑛𝑑 𝐼  for server and counter, //𝐺 =
{𝑛𝑖, 𝑛𝑖 = 1, . . . . , (𝑛𝑖 − 𝑛 − 1)},  

1. 𝑖𝑓(𝑛 <= 𝐺)&&(𝑛 == 𝐺) 
2. For(𝑖 = 0; 𝑖 <= 𝑛; 𝑖 + +) 
3. 𝑆 = 𝑖; 
4. 𝑆 + +; 
5. Else if (𝑛 == 𝑅) Or (𝑖 = 0; 𝑖 <= 𝑛; 𝑖 + +) 
6. 𝑛 + +; 

//𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 𝑤𝑖𝑡ℎ 𝑀𝑇𝐷 
Input: Secret message(plaintext) denoted 𝑠 
Output: Encrypted message 𝑠′ 

7. Initialize binary row vector 𝑉 
8. Initialize low dimension binary matrix 𝑀 
9. I𝑉 = 𝐶𝑜𝑛𝑣𝑒𝑟𝑡𝐼𝑛𝑡𝑜𝐵𝑖𝑛𝑎𝑟𝑦𝑅𝑜𝑤𝑉𝑒𝑐𝑡𝑜𝑟(𝑠) 
10. 𝑉′ = 𝑁𝐿𝐶𝐴𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝑉) //Intermediate step 1 using eq (1) 

to (5) 
11. 𝑀′ = 𝑂𝑢𝑡𝑒𝑟𝐿𝑎𝑦𝑒𝑟𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝑉′) // Intermediate step 2  
12. 𝐶 = 𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝐹𝑖𝑛𝑎𝑙𝐶𝑖𝑝ℎ𝑒𝑟𝑇𝑒𝑥𝑡(𝑀) 
13. 𝐶′ = 𝐷𝑦𝑚𝑎𝑛𝑖𝑐𝑈𝑝𝑑𝑎𝑡𝑒(𝑐) 
14. Return 𝐶 //Store encrypted data(c) to the cloud server 
15. End //Audit server requests data from cloud storage for 

verification  
//Cloud server level: cloud server sends requested data to the 
audit server 

16. //𝐺 = {𝑛𝑖, 𝑛𝑖 + 1, . . . . . , (𝑛𝑖 − 𝑛 − 1)}  
17. 𝑖𝑓(𝑛 <= 𝐺)&&(𝑛 == 𝐺){ 
18. For(𝑖 = 0; 𝑖 <= 𝑛; 𝑖 + +) 
19. 𝑆 = 𝑖; 
20. 𝑆 + +; } 

21. Else if (𝑛 == 𝑅){for (𝑖 = 0; 𝑖 <= 𝑛; 𝑖 + +) 

22. {16: 𝑛 + +; 17: } } 

23. End 

//𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 𝑤𝑖𝑡ℎ 𝑀𝑇𝐷 

24. V is a binary row vector that needs to be initialized 𝑉 

25. Initialize low dimension binary matrix 𝑀 

26. I𝑉 = 𝐶𝑜𝑛𝑣𝑒𝑟𝑡𝐼𝑛𝑡𝑜𝐵𝑖𝑛𝑎𝑟𝑦𝑅𝑜𝑤𝑉𝑒𝑐𝑡𝑜𝑟(𝑠) 

27. 𝑉′ = 𝑁𝐿𝐶𝐴𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝑉) //Intermediate step 1 

28. 𝑀′ = 𝑂𝑢𝑡𝑒𝑟𝐿𝑎𝑦𝑒𝑟𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝑉′) // Intermediate step 2 

29. 𝐶 = 𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝐹𝑖𝑛𝑎𝑙𝐶𝑖𝑝ℎ𝑒𝑟𝑇𝑒𝑥𝑡(𝑀) 

30. 𝐶′ = 𝐷𝑦𝑚𝑎𝑛𝑖𝑐𝑈𝑝𝑑𝑎𝑡𝑒(𝑐) 

31. 𝑖𝑓 (𝐾𝑒𝑦𝑖𝑛𝑖𝑡𝑖𝑎𝑙==𝐾𝑒𝑦𝑓𝑖𝑛𝑎𝑙){ 

//Send the results to the audit server 

//For comparing both user and cloud level data, we establish a 

Boolean value for true and false conditions. Then,  

32. Verify (Zi = {G1i(true)G2i(false)}) Check for condition 

33. If the condition, G1i =  G2i  then it is true in the sense that 

34. N == nu\ it is set that Z={s(true)} \ n! =nu\ 

35. Z == {s(false)}} 

36. End 

The NLCA and MTD ensure low computing costs, low 

energy consumption, and low attack levels, making the 

algorithm more efficient and faster while transmitting 

data on the cloud. Before data is uploaded or downloaded 

from cloud storage, all phases of the NLCA and MTD 

will be executed one after the other to enhance their 

effectiveness. 

IV. THE IMPLEMENTATION OF THE PROPOSED 

ALGORITHM 

This section explains the implementation of the 

proposed EDIE algorithm. The algorithm was designed 

using the NS2 simulator version 2.35 and implemented 
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using the IEEE 802.11 model and was executed on Linux 

Ubuntu 16.04.5 LTS. Oracle Corporation has been 

developing and maintaining Oracle VM VirtualBox 

Manager since 2014. This Linux OS operates on the most 

recent version of Oracle VM VirtualBox Manager. OTcl 

code was used to configure the network topology, while 

C++ was used to implement the EDIE algorithm. To 

achieve high-quality and consistent results, the 

simulations were run multiple times. 

When developing and testing systems, the simulator 

becomes useful. As shown in Fig. 3, NS-2 offers a 

variety of technical computing applications to scientists, 

engineers, researchers, and educators. 

 

Figure 3. Interface for the NS-2 simulator. 

D. Simulation Set-up  

The main purpose of modeling the EDIE algorithm 

was to see if the suggested algorithm improves data 

integrity in cloud computing. NS-2 is a straightforward 

event-driven simulation tool that uses software to 

separate data processing from control. 

The advantage of using NS-2 is that it can 

automatically record statistics such as packet 

transmission loss, energy consumption, and more. This 

research study chose NS-2 for the simulation technique 

for cloud network topology. It offers the required 

Graphical User Interface (GUI) which provides 

simplicity when simulating the proposed solution. NS-2 

supports IEEE 802.11ac protocol which permits the user 

to simulate transmission between many Wireless Local 

Area Network (WLAN) connections using the MAC and 

physical layers (PHY). NS-2 is more suitable for 

analyzing and researching the dynamic nature of data 

integrity communication networks. The constructed 

simulation topology of NS-2 is demonstrated in Fig. 4. 
We employed the Ad-hoc On-Demand Distance 

Vector (AODV) routing protocol because it permits for 

dynamic, self-starting routing between communicating 

MNs on a wireless network when they need to establish 

and maintain connections. Furthermore, AODV supports 

the transfer of both unicast and multicast routing packets. 

AODV builds routes between source nodes and other 

MNs on a wireless network when they need to establish 

and maintain connections.  

The author of this paper chosen the IEEE 802.11ac 

protocol because it allows users to model communication 

between many Wireless Local Area Network (WLAN) 

nodes using the medium access control (MAC) and 

physical layer (PHY). 802.11ac provides a 5 GHz 

bandwidth of up to 1300 Mbps and a 2.4 GHz bandwidth 

of 450 Mbps and is backward compatible with 

802.11b/g/n. Fig. 4 depicts the network topology created 

for the experimental evaluation of the suggested 

algorithm. 

 
Figure 4. The NS-2 configuration parameters. 

V. SIMULATION RESULTS AND ANALYSES 

A simulation is useful because it allows the user to 

see how efficient the proposed method is before 

putting it into practice in a real network setting. 

Researchers can test the suggested algorithm's 

performance under various network conditions using a 

network simulator. The simulator can be adjusted to 

produce more accurate findings for the analysis. This 

section summarizes and analyzes the results of the 

simulation used to assess the efficiency of the EDIE 

algorithm in a range of network configurations.  

A. Experimental Evaluation 

Experiments were presented to assess the effectiveness 

of the EDIE algorithm. NS-2 simulator version 2.35 was 

used and executed on Linux Ubuntu 16.04.5 LTS. This 

Unix OS runs on the latest version of Oracle VM 

VirtualBox Manager developed and currently maintained 

by Oracle Corporation since 2014. The network topology 

was configured using OTcl code, meanwhile, the EDIE 

algorithm was implemented using C++. The simulations 

were performed several times to ensure quality and 

reliable results. The benefit of using NS-2 is that it can 

record the data such as packet transmissions, loss, and 

more automatically. As previously discussed, R 

Programming was employed to nicely display the 

analyzed results graphically. Meanwhile, AWK scripts 

were created to deal with the statistical analysis of the 

collected data. 

B. Simulation Results 

To evaluate the EDIE's performance, a simulation 

setup was utilized to run the simulations, as described in 

Section IV. The planned EDIE was compared to SAKAS 

and EDSA using the following performance metrics: 
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1) Server Computing Time – the measurement of the 

amount of time it takes the cloud servers to 

compute the assigned process within the network. 

2) Energy Consumption – the measurement of the 

amount of energy consumed during data 

transmission within the network. 

3) Number of Attacks – the measurement of the 

number of attacks that were performed 

successfully with the network. 

In this study, the proposed algorithm's performance 

was compared to that of the best two identified 

algorithms which is EDSA and SAKAS data integrity 

techniques. 

An EDSA was chosen because it uses a public key to 

perform the signing and verification processes to ensure 

data integrity. The algorithm examines the document's 

uniqueness by comparing the final values of the signing 

and verification operations. The results of the 

experimental assessments showed that the suggested 

EDSA is efficient in terms of key generation time, 

signing time, and verification time, making it similar to 

our proposed EDIE. The scholars did say, however, that 

more study could be done by introducing new digital 

signature algorithms to improve privacy and efficiency. 

In addition, considering the issue of energy consumption 

for mobile devices is also of great concern.  
SAKAS was chosen because it provided safe mutual 

authentication and robust user credential privacy, 

allowing it to withstand attacks even if session-specific 

temporary information was unexpectedly given to an 

adversary because of a session exposure attack. However, 

it was realized that it cannot enhance privacy 

preservation and efficiency. Furthermore, the integrity 

and security of data saved in the cloud were not a 

problem with SAKAS. Consequently, the proposed 

algorithm closes that gap by employing NLCA to assure 

data integrity within cloud computing environments. 

1) Server computing time 

Server Computing Time (SCT) is the length of time 

required by the server to perform computational 

processes. SCT of the proposed algorithm under various 

network scenarios is given in Fig. 5. The experiment 

evaluations show that EDIE demonstrated a promising 

reduced server computing time. This further provides 

improvements during encryption and/or decryption of the 

computed data and, thus, providing improved security in 

terms of data integrity, and low computation cost. As a 

result, the processing time calculated from the encryption 

and decryption processes of the proposed algorithm 

seems to be faster compared to traditional related 

algorithms. Within cloud computing environments, the 

NLCA algorithm achieves quick data processing 

efficiency and an acceptable level of security. 

Furthermore, the NLCA aids in the improvement of the 

secrecy and integrity of cloud-saved data while also 

making it accessible on demand. The reduced SCT 

further helps in preventing man-in-the-middle attacks. 

However, SCT increases with the file size increment 

because huge files must be computed by the cloud 

servers, see Fig. 5. 

 
Figure 5. Evaluation of the server computation time performance on the 

three algorithms. 

2) Energy consumption 

The total energy consumed by the network to 

accomplish transmission, reception, and data aggregation 

is known as Energy Consumption (EC). The EC of the 

three algorithms has been evaluated and assessed in 

various network circumstances. We assessed the average 

energy consumption for all configured cloud servers 

using the proposed EDIE algorithm. The EDIE algorithm 

has shown a low energy consumption of up to 6%, 

whereas SAKAS and EDSA both yield 8% and 9%, 

respectively, according to the testing results. Integration 

of NLCA gave a high level of security and a considerable 

increase during encryption and/or decryption, as 

indicated in the previous section, assuring high security 

while also maintaining low computing costs in terms of 

energy, see Fig. 6 below:  

 
Figure 6. Average energy consumption.  

3) Number of attacks 

A Network Attack (NA) is an attempt to obtain 

unauthorized access to a network with the intent of 
stealing data or engaging in other destructive behavior. 

Fig. 6 shows the NA of the three schemes observed and 
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evaluated under various network circumstances. The 

EDSA and SAKAS algorithms are similar in that they 

both experience higher attack levels of up to 1.5 percent, 

where it is clear from the simulation that the EDIE 

algorithm reached a maximum of 0.2 percent level of 

attacks and thus offered improvements in terms of data 

integrity maintenance and assurance. As a result, the 

proposed method appears to be more effective for cloud 

computing in terms of data collecting and processing 

speed see Fig. 7 below: 

 

Figure 7. Evaluation of the number of attacks (%). 

Based on all the performance matrices analyzed in the 

three identified algorithms of this study, the proposed 

EDIE algorithm showed that it outperformed the EDSA 

and SAKAS algorithms.  

Furthermore, the evaluations have shown that EDIE 

algorithm has a low energy consumption of up to 6%, but 

SAKAS and EDSA both yield 8 and 9 percent, 

respectively. As mentioned in the preceding section, 

NLCA integration provided a high level of security and a 

significant rise during encryption and/or decryption, 

ensuring strong security while retaining low 

computational costs in terms of energy which contributes 

to the enhancement of data integrity because the higher 

the level of security, the less the number of attacks. 

Attackers could utilize network vulnerabilities to 

obtain access to your company's data by exploiting flaws 

or defects in hardware or software. When a cybercriminal 

has the potential to penetrate your network security, it 

automatically becomes a data integrity threat. The 

evaluations have shown that SAKAS and EDSA, on the 

other hand, both have an increase in attacks of up to 1.5 

percent.  EDIE only experience a low percent increase of 

up to 0.2% due to the use of MTD that keeps on changing 

the network configurations to confuse the attackers, 

which enhance the data integrity because the less the 

number of attacks the higher the improvement of data 

integrity. 

Finally, SAKAS has a 21 percent increase in server 

computing time, while EDSA has a 30 percent increase in 

server computing time when compared to EDIE. 

Employing NLCA algorithm achieves a high level of data 

processing efficiency while also maintaining a reasonable 

level of security. Furthermore, the NLCA aids in the 

improvement of cloud-saved data's secrecy and integrity 

while also making it available on demand. The less the 

server computing time, the lower the latency and energy 

consumption, that does not give the attackers enough 

time to steal the network configurations to build the 

attacks against the system. Additionally, by employing 

MTD, the network configurations will keep on changing 

to confuse the attackers and leads improving data 

integrity. The evaluations are shown in Fig. 5, Fig. 6, and 

Fig. 7. 

VI. CONCLUSION 

Data integrity is one of the most challenging and 

crucial security concerns in the cloud computing era. 

Given the importance of data integrity, this research 

looked at and analyzed various existing data integrity 

solutions, as well as their benefits and drawbacks. The 

EDIE algorithm was designed by combining the NLCA 

and the MTD in this work. MTD is used by the EDIE 

algorithm to dynamically modify network configurations 

and regularly mislead attackers, reducing the number of 

attacks and enhancing data integrity. Using the NS-2 

simulation tool, the performance of the EDIE method 

was compared to that of the EDSA and SAKAS 

procedures. The results of the analysis were provided 

based on the amount of time it took the server to compute, 

the amount of energy it consumed, and the number of 

attacks it received. The results showed that the proposed 

algorithm performed better than EDSA and SAKAS 

schemes in all performance metrics evaluated. This is 

because the suggested EDIE algorithm uses less energy, 

reduces server computing time, and reduces attack levels 

while improving data integrity. 

We intend to assess the EDIE algorithm's security on 

the Internet of Things (IoT) environment in the future to 

ensure flawless security. 

APPENDIX A  TABLE OF NOTATIONS 

Symbol Description 

⊗ XOR Operation 

⊙ XNOR Operation 

∥ Concatenation 

𝑠′ Encrypted message 

𝑐′ Dynamic Update 

𝑍 Boolean value 

𝑁 The total number of servers 

𝐼𝑉 Onvert into binary row vector 

𝑀′ Outer layer Encryption  

𝑍𝑖 User identity 

M Initial low dimension binary matrix 

𝑉 Initial binary row vector V 

𝑛 𝑎𝑛𝑑 𝑖 For server and counter 

𝐺 Cloud/Storage 

R Formation while verifying for integrity 

𝑎 Data counting for n server 
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