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Abstract—Deepfake technology has emerged as a major 
challenge in combating misinformation and manipulated 
digital content, posing serious risks to individual privacy, 
institutional credibility, and public trust. The increasing 
accessibility of generative models has significantly amplified 
the production and dissemination of highly realistic synthetic 
media, thereby intensifying the need for robust detection 
mechanisms. This study investigates facial data 
augmentation techniques employed to enhance machine 
learning and deep learning models for Deepfake detection. It 
presents a structured and comprehensive survey of 
augmentation strategies, highlighting their methodological 
foundations, practical implementations, and reported 
effectiveness. The review systematically examines geometric 
and photometric transformations, noise injection methods, 
occlusion strategies, cutout and mixing-based augmentations, 
and commonly used Python-based augmentation libraries, 
assessing their contribution to improving model 
generalization and mitigating overfitting. In addition, 
leading Deepfake detection approaches are summarized 
alongside the datasets and performance metrics frequently 
reported in the literature, including accuracy and Area 
Under the Curve (AUC), to provide a clearer understanding 
of existing evaluation practices. The study further discusses 
key challenges, dataset dependencies, and unresolved 
research issues that influence augmentation effectiveness 
across different experimental settings. By synthesizing 
current findings and identifying methodological limitations, 
this review aims to guide researchers in selecting and 
designing augmentation strategies that support the 
development of more robust, reliable, and generalizable 
Deepfake detection frameworks.   
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I. INTRODUCTION 

The ability to create and manipulate visual content has 
advanced significantly with the rise of Artificial 
Intelligence (AI)-powered imaging processes. Previously, 
generating or disseminating fake content required 
substantial professional expertise; however, modern tools 
and techniques driven by machine learning and deep 
learning approaches [1–4] have made the creation of 
Deepfake content far more accessible. Fig. 1 highlights the 
growing prevalence of Deepfakes, illustrating how 
frequently users encounter such content and how human 
detection accuracy varies. These findings underscore the 
increasing reliance on AI-generated media and reveal both 
the challenges associated with detecting Deepfakes and the 
need for more advanced detection methods [5–8]. 
Consequently, further investigation into Deepfake 
techniques, particularly in video and image manipulation, 
has become essential. 

The term “Deepfake” originated in late 2017, when a 
pseudonymous Reddit user employed deep learning 
algorithms to create highly realistic face-swapped videos, 
often in inappropriate or non-consensual contexts [9–11]. 
Although Deepfake technology offers potential 
applications in various domains [12–15], it also presents 
serious risks, including identity theft, revenge 
pornography, defamation of public figures, hoaxes, and 
the spread of misinformation during critical events such as 
political elections [16, 17]. Recent incidents highlight its 
real-world impact. In 2023, a Maryland school official was 
imprisoned for circulating a racist Deepfake audio 
targeting a principal [18]. In 2024, a fabricated video of 
Ukrainian President Zelenskyy urging soldiers to 
surrender went viral, drawing global attention to the 
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dangers of manipulated media [19]. By 2025, Deepfake 
controversies had expanded across entertainment and 
politics, including manipulated recordings of 
Chandrababu Naidu (Chief Minister of Andhra Pradesh, 

India) falsely threatening farmers, further intensifying 
concerns regarding synthetic media used for 
disinformation [20]. 

 

 
(a) (b) (c) 

Fig. 1. Deepfake statistics: (a) Deepfake statistics; (b) AI system statistics; (c) Chatbot statistics.  

Deepfake media is predominantly generated using 
Generative Adversarial Network (GAN) [21]. A GAN 
consists of two neural networks: a generator and a 
discriminator. The generator employs autoencoders and 
decoders to synthesize fake samples, while the 
discriminator utilizes machine and deep learning-based 
classifiers to distinguish real content from manipulated 
content [22, 23]. With rapid advancements in Deepfake 
generation tools, including mobile applications and  
web-based platforms [24–26], the demand for robust 
detection techniques has increased substantially. 
However, designing effective Deepfake detection models 
requires addressing key challenges such as overfitting, in 
which models memorize noisy or complex patterns, and 
underfitting, in which insufficient learning leads to poor 
predictive performance [27]. Both issues negatively affect 
model generalization [28]. To mitigate these challenges, 
researchers aim to balance the bias–variance tradeoff using 
strategies such as early stopping, pruning, regularization, 
ensembling, and data augmentation [23, 29]. 

Despite the growing body of research on Deepfake 
detection, many approaches continue to face fundamental 
limitations, including data scarcity, class imbalance, 
overfitting, and weak generalization to unseen 
manipulation techniques and real-world conditions. 
Although architectural innovations and increasingly 
complex models have been extensively explored, 
comparatively less attention has been devoted to  
data-centric strategies that directly influence model 
robustness. In this context, facial data augmentation has 
emerged as a critical yet underexamined component of 
Deepfake detection pipelines. Augmentation provides 
practical mechanisms to increase data diversity, reduce 

overfitting, and improve cross-dataset performance 
without increasing model complexity. 

Moreover, Deepfake detection models require large and 
diverse datasets. However, acquiring sufficiently varied 
real-world data is often constrained by data silos, legal 
restrictions, and other practical barriers. These challenges 
further justify a focused and systematic examination of 
augmentation techniques rather than treating them merely 
as secondary preprocessing steps. Data augmentation, 
which involves generating additional samples by 
introducing controlled variations to existing datasets, 
helps address these limitations. Such techniques can 
improve model performance, particularly in terms of 
accuracy and Area under the Curve (AUC), by enhancing 
generalization and effectively balancing bias and 
variance  [30, 31]. 

Since 2019, numerous studies on Deepfake detection 
have been published [30–39]; however, relatively few 
have specifically examined the role of facial data 
augmentation techniques. This article therefore provides a 
focused and comprehensive overview of these methods, 
offering both theoretical and practical insights to 
strengthen understanding and support the development of 
more robust Deepfake detection systems. The primary 
contributions of this literature review are as follows: 
● Comprehensive Review of Augmentation Techniques 

(as preprocessing) in Deepfake Detection: This article 
presents an analysis of augmentation techniques 
employed in Deepfake detection as preprocessing 
strategies, highlighting their applications and reported 
effectiveness. 

● Summary of Widely Used Deepfake Detection 
Techniques: The study systematically reviews 
prominent Deepfake detection approaches, 
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summarizing their associated datasets and 
performance metrics such as accuracy and AUC, 
thereby guiding researchers in identifying suitable 
methodologies. 

● Identifying Challenges and Open Issues: This work 
examines key challenges and unresolved issues in 
Deepfake detection, particularly in relation to data 
augmentation, and provides insights to support future 
advancements in the field. 

The remainder of this paper is organized as follows. 
Section II presents the research methodology, detailing the 
search process, search strategy, quality assessment criteria, 
reporting guidelines, and the inclusion and exclusion 
criteria applied to the reviewed studies. Section  III 
analyzes visual-based Deepfake detection techniques that 
incorporate data augmentation, summarizing associated 
datasets and reported performance metrics such as 
accuracy and AUC. Section  IV discusses the key 
challenges and open issues related to facial data 
augmentation in Deepfake detection. Finally, Section V 
concludes the paper by summarizing the main findings and 
outlining their implications. 

II. METHODOLOGY 

This study adopts a systematic review methodology to 
collect, analyze, and synthesize research literature on 
Deepfake detection using facial data augmentation. The 
review process was structured into three main stages: 
planning, conducting, and reporting. The methodological 
procedures followed in each stage are described in detail 
below. 

A. Planning Review 
The planning stage focused on establishing the need for 

a comprehensive review of Deepfake detection techniques. 
This phase was guided by the study’s primary objectives: 
reviewing augmentation techniques in Deepfake detection, 
analyzing existing detection approaches, and identifying 
the challenges associated with their implementation. 

To achieve these objectives, the study addressed the 
following Research Questions (RQ): 
● RQ1: What augmentation techniques are most 

commonly used in Deepfake detection? 
● RQ2: How do these techniques affect model 

performance and generalization? 
● RQ3: What datasets and evaluation metrics are 

typically employed? 
● RQ4: What challenges are commonly associated with 

augmentation strategies? 
● RQ5: What emerging research directions are shaping 

this domain? 
These research questions formed the foundation of the 

systematic review and guided the search strategy, 
inclusion and exclusion criteria, and analysis of the 
selected literature. 

B. Search Strategy 
The search strategy guided the identification and 

selection of relevant studies using predefined keywords 
and criteria. The objective of this stage was to collect 
reliable and relevant literature aligned with the study’s 
research contributions. Indexes and keywords were 
defined during this phase, as presented in Table Ⅰ. The 
search strategy was structured into three components: 
population, methodology or technique, and outcomes. 

TABLE Ⅰ. SEARCH STRATEGY FOR RELEVANT RESEARCH STUDY 

Area Keywords Synonyms 
Population Deepfake Videos Deepfake OR Images Deepfake 

Methodology Deepfake Detection Techniques Machine Learning OR Deep Learning OR Based on Facial Data Augmentation Mechanisms 

Outcomes Deepfake Detection Applications 

Facial Augmentation to Deepfake Detection OR Fake Face Detection OR Facial Forgery 
Detection OR Face Swapping Detection OR Face Edit Attributes Detection OR Face 
Reenactment Detection OR Face Synthesis Detection OR Face Forensics OR Facial 
Transformation OR Facial Noise Detection OR Facial Manipulation Detection 

1) Population 
The research population was clearly defined prior to 

initiating the review process. “Deepfake” served as the 
primary keyword of this study. This review focuses on 
scenarios involving facial augmentation techniques within 
the context of recent advancements in Deepfake 
generation and detection technologies. 
2) Methodology or technique 

This research article examines various facial data 
augmentation techniques applied to image- and  
video-based Deepfake detection. Multiple mechanisms 
were considered to extract and analyze relevant 
information from the selected studies. In addition, 
keywords such as “Deepfake Detection”, “Machine 
Learning”, “Deep Learning”, and “Facial Data 
Augmentation” were used to define the methodological 
scope. The empirical evidence extracted from the literature 

was based on: (1) classifiers and techniques employed in 
Deepfake detection models, (2) datasets used for model 
training and evaluation, (3) facial augmentation strategies 
aimed at improving detection performance, and (4) 
reported performance metrics, particularly accuracy and 
AUC, associated with augmentation techniques. 

Accuracy ranges from 0% to 100% are considered in the 
studies, and the formula for accuracy is: 

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 = 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃

× 100 

 100% = Perfect classification 
 50% = Random guess (binary case) 

The AUC is commonly used to evaluate the 
performance of binary classification models. An AUC 
value of 50% indicates random classification. Values 
between 60%–70% represent poor performance, whereas 
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70%–80% indicates acceptable discrimination ability. An 
AUC range of 80%–90% is considered good, while values 
between 90%–100% demonstrate excellent classification 
capability.  
3) Outcomes 

The study outcomes were primarily influenced by the 
selected data collection and evaluation strategies, which 
directly shaped the analysis and conclusions. The 
following keywords were used to capture relevant 
application domains: “Facial Augmentation to Deepfake 
Detection”, “Fake Face Detection”, “Facial Forgery 
Detection”, “Face Swapping Detection”, “Face 
Reenactment Detection”, “Face Synthesis Detection”, 
“Face Edit Attributes Detection”, “Face Forensics”, 

“Facial Transformation”, “Facial Noise Detection”, and 
“Facial Manipulation Detection”. 

To retrieve relevant literature, combinations of search 
queries were applied, including: (Videos Deepfake OR 
Images Deepfake OR Deepfake) AND (Machine Learning 
OR Deep Learning OR Facial Data Augmentation 
Mechanisms) AND (Facial Augmentation to Deepfake 
Detection OR Fake Face Detection OR Facial Forgery 
Detection OR Face Swapping Detection OR Face Edit 
Attributes Detection OR Face Reenactment Detection OR 
Face Synthesis Detection OR Face Forensics OR Facial 
Transformation OR Facial Noise Detection OR Facial 
Manipulation Detection). After applying the above search 
queries, 130 relevant studies were selected. The screening 
process is illustrated in Fig. 2. 

 

 
Fig. 2. PRISMA flow diagram for study collection. 

We utilized digital data repositories covering 
publications from 2019 to 2025, as illustrated in Fig. 3. To 
support the empirical analysis, visualization tools such as 
histograms, pie charts, and tables were employed to 
present the extracted research data more clearly. A total of 
460 records were initially identified from journal 
databases. After removing 135 duplicate records, 325 
studies remained for title screening. During this stage, 85 
records were excluded due to lack of relevance in their 
titles. Subsequently, 240 studies were considered for 
abstract screening, of which 37 reports were not retrieved 
due to insufficient abstract relevance. The remaining 203 
studies were assessed for eligibility through full-text 
review. During this stage, 73 reports were excluded, 
including 43 studies focusing on deepfake detection 
techniques without data augmentation and 30 studies 
related to deepfake detection for text. Ultimately, 130 

studies were included in the final review as shown in 
Fig.  2. 

 

 
Fig. 3. List of databases searched for Deepfake detection using facial 

data augmentation. 
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C. Quality Assessment Criteria 
In terms of the study selection criteria, we focused on 

clearly defined inclusion and exclusion parameters, 
including language, digital repositories, publication type 
(e.g., journals, magazines, newsletters, and technical 
reports), author credibility and authenticity, and theses 
from Doctor of Philosophy (PhD) or other degree 
programs that met the defined requirements, with 
particular emphasis on the specified time frame. The 
structured application of these selection criteria ensured 
the retrieval of relevant, credible, and high-quality 
research literature. Initially, we considered only 
publications from 2019 onward, as Deepfake detection 
techniques based on data augmentation began gaining 
significant research attention during this period. We 
further ensured that the selected studies were directly 
relevant to the manuscript’s title and scope, free from bias, 
and evaluated using clearly defined selection parameters, 
as illustrated in Fig. 2. 

In conclusion, the following inclusion criteria, listed in 
priority order, were applied to select the literature:  
(1) The predefined keywords were required to appear in 

the title, abstract, or keywords. 
(2) Studies published in 2019 or later. 
(3) Research focusing on Deepfake detection techniques 

based on facial data augmentation. 
(4) Studies reporting quantitative performance metrics. 
(5) Studies exclusively addressing visual Deepfake 

detection techniques. 
(6) Articles published in the English language only. 

The following exclusion criteria were applied to remove 
irrelevant studies: 
(1) Patents, PhD theses, newsletters, master’s project 

documents, and technical or undergraduate reports 
were excluded. 

(2) Studies that did not clearly specify augmentation 
techniques or lacked empirical validation were 
excluded. 

(3) Audio- and text-based Deepfake studies were 
excluded. 

Due to the heterogeneity of datasets, augmentation 
configurations, and experimental protocols across studies, 
numerical quality weighting or meta-analytic scoring was 
not applied. Instead, study quality was ensured through 
predefined inclusion criteria and empirical validation 
requirements. 

D. Reporting Review 
The reviewed literature highlights the importance of 

facial data augmentation techniques in improving 
Deepfake detection performance. Fig. 3 illustrates the 
yearly distribution of related publications across various 
journals, while Fig. 2 presents the literature selection 
process. The reviewed studies employ heterogeneous 
datasets, augmentation configurations, and evaluation 
protocols: statistical aggregation or meta-analysis was not 
feasible; therefore, augmentation effects were synthesized 
descriptively through categorical grouping and  
cross-study comparison. Furthermore, Fig. 4 identifies the 
most commonly employed facial augmentation methods. 
The key methodological categories are summarized in the 
corresponding tables: Geometric Transformations 
(Table  Ⅱ), Random Cutout or Dropout and Mixing 
Augmentations (Table Ⅲ), Photometric Transformations 
(Table Ⅳ), Python Libraries (Table Ⅴ), Occlusion 
Techniques (Table Ⅵ), and Random Noise (Table Ⅶ). 

 

 
Fig. 4. Most commonly used facial augmentation techniques. 

III. AN OVERVIEW OF FACIAL DATA AUGMENTATION FOR 
DEEPFAKE DETECTION 

The accuracy of Deepfake detection techniques largely 
depends on the quality and diversity of the training 
datasets. Since many training datasets contain limited 
variations, model performance may be adversely affected. 

To improve detection accuracy, training datasets are 
typically processed using one or more augmentation 
techniques. Image preprocessing refers to the 
transformation of raw image data into a structured format 
suitable for further processing and analysis [40]. It helps 
eliminate unwanted distortions and enhances specific 
features required for computer vision applications. In 
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Deepfake detection, image preprocessing is employed to 
extract relevant frames from videos or images while 
discarding irrelevant raw data. During this stage, 
augmentation techniques are applied to facial image data 
prior to the training process. The primary objective of 
image preprocessing is to improve generalization, prevent 

overfitting and underfitting, and ensure robust 
performance on unseen data through the application of 
augmentations. Facial augmentation techniques are 
commonly applied using facial landmarks, as facial 
features and orientations can be accurately detected. The 
facial augmentation techniques are illustrated in Fig. 5. 

 

 
Fig. 5. Facial augmentation techniques. 

A. Geometric Transformation 
Geometric transformation is a type of image data 

augmentation technique that modifies the geometric 
structure of images by relocating pixels from their original 
positions to new coordinates without altering their 
intensity values [26, 41]. Geometric transformation 
involves two main steps [42, 43]: spatial transformation 
and gray-level interpolation. The spatial transformation 
changes pixel coordinates while preserving their intensity 
values. It is defined by the following formula. 

𝑥𝑥 = 𝑟𝑟(𝑥𝑥,𝑦𝑦) 

𝑦𝑦′ = 𝑠𝑠(𝑥𝑥,𝑦𝑦) 

where (x, y) are the pixel coordinates of the geometrically 
distorted image are used to extract the original image, and 
r and s are functions that depend upon the values of x and 
y. A Gray level interpolation defines an image into Gray 
level to the transformed image. A common bilinear 
interpolation technique uses the following scheme. 

𝑣𝑣(𝑥𝑥,𝑦𝑦) = 𝑐𝑐1𝑥𝑥 + 𝑐𝑐2𝑥𝑥 + 𝑐𝑐3𝑥𝑥𝑥𝑥 + 𝑐𝑐4 

where the values of v(x, y) are the Gray values depending 
upon the Gray values of the pixel at the location of (x, y), 
and 𝑐𝑐1, 𝑐𝑐2, 𝑐𝑐3, and 𝑐𝑐4 are the coefficients, which are the 
surrounding pixel values to generate the grayscale image. 

Non-affine and affine transformations are the two 
primary categories of geometric transformations.  
Non-affine transformations modify an image’s geometric 
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properties without preserving straight lines, thereby 
significantly altering its overall appearance. Examples of 
non-affine transformations include projective 
(perspective), warping, Bézier, polynomial, radial 
distortion, and nonlinear scaling transformations [44, 45]. 
These transformations are widely used in fields such as 
weather forecasting and medical imaging, where new 
images are generated based on mapping functions derived 
from the original image. However, non-affine 
transformations have not been extensively explored in the 
context of facial data augmentation for Deepfake 
detection. The second category is affine transformation, 
which preserves linear relationships (e.g., points lying on 
a line remain on that line after transformation) and 
maintains relative distance ratios [46, 47]. In this context, 
the term “affine” indicates that geometric relationships are 
preserved within the same plane.  
1) Random rotation 

In this technique, the original image is randomly rotated 
by a specified number of degrees, either clockwise or 
counterclockwise, to alter its orientation within the frame. 
This changes the angles at which objects appear during 
training. For example, if the image acquisition process 
captures primarily horizontally aligned objects, rotation 
can simulate variations in orientation that may occur in 
real-world scenarios. This augmentation method enhances 
model performance without requiring additional data 
collection or annotation [48, 49]. 
2) Scaling 

Image pixels represent intensity values [50]. Scaling 
commonly refers to normalizing pixel values to a 
predefined range (e.g., 0 to 1 or −1 to 1), which stabilizes 
training and prevents large numerical values from 
dominating computations. Resizing ensures that all images 
in a dataset have consistent dimensions, thereby 
simplifying model training and reducing computational 
complexity [13, 51]. This consistency enables the model 
to identify patterns reliably across multiple samples. 

The primary objective of resizing is to adjust the input 
image size while preserving salient regions and 
minimizing visual distortion. Many resizing approaches 
begin with saliency detection to identify critical areas of 
the image. An appropriate resizing operator is then applied 
to generate the resized image while maintaining the 
integrity of these significant regions and introducing 
minimal artifacts. 
3) Translation 

In image processing, translation refers to shifting image 
pixels along the x- or y-axis without altering their size, 
shape, or orientation [52]. Spatial translation is commonly 
used for data augmentation, where an image is shifted 
vertically, horizontally, or in both directions without 
modifying its content. The purpose of this operation is to 
simulate natural variations in object positioning and 
camera alignment that commonly occur in real-world 
scenarios. 

In contrast, image-to-image translation generates a new 
image in a different style or domain, whereas spatial 
translation repositions the original image content. By 

shifting the facial region by a few pixels, the model 
becomes more robust to misalignment, off-center faces, 
and slight camera movements. This augmentation is 
particularly valuable in Deepfake detection, where 
manipulated videos often exhibit inconsistent facial 
positioning or jitter caused by generation artifacts. 

There are two main types of image translation: 
supervised and unsupervised. Supervised translation 
involves learning conditional mappings from paired 
samples drawn from a joint probability distribution [53]. 
In contrast, unsupervised translation learns conditional 
mappings using samples from marginal distributions 
across two or more unrelated domains [54]. 
4) Flipping 

Flipping refers to reversing the orientation of an image 
either horizontally or vertically, as illustrated in Fig. 6. In 
a vertical flip, the image is inverted along the vertical axis; 
in a horizontal flip, the image is mirrored along the 
horizontal axis [55]. The input images are transformed into 
their mirrored counterparts, thereby increasing dataset 
diversity [56]. 

 

 
Fig. 6. Flipping. 

5) Cropping 
Image cropping is frequently applied to emphasize 

specific regions of an image while removing distracting 
elements. By eliminating irrelevant content, cropping 
enables the model to focus on targeted regions, as shown 
in Fig. 7. This improves the model’s ability to identify 
relevant features, particularly in tasks where object 
localization is critical [57]. Cropping is essentially an 
internal operation, as the resulting image is always a subset 
of the original frame. 

 

 
Fig. 7. Cropping. 

Several automated image cropping techniques, such as 
attention-based and aesthetics-based methods, are 
commonly employed [58]. Cropping can simulate 
zooming or focusing on different parts of an image. In 
Deepfake detection, specific facial regions such as the 
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nose, eyes, lips, and cheeks are often cropped and 
recombined into a single frame to enhance the 
identification of manipulated content. 
6) Shearing 

Shearing skews an image along the horizontal or 
vertical axis. It is typically applied within a small range 
(e.g., 0.2), introducing slight geometric distortion. This 
approach improves model robustness against perspective 
variations and distortions commonly encountered in  
real-world conditions [59]. 

Khan et al. [60] restricted their augmentation strategies 
to random cropping and horizontal flipping during the 
training phase on the FaceForensics++ (FF++) dataset. 
Distortions used during training and testing were carefully 
selected to avoid potential interactions. The results 
demonstrated that the proposed method outperformed both 
frame-based and sequence-based approaches when 
common distortions were applied. Furthermore, the 
model’s robustness was significantly enhanced by 
incorporating adversarial training as a regularization 
component within the loss function. 

Iqbal et al. [61] discussed various augmentation 
techniques that are crucial for improving the effectiveness 
of deep learning models for Deepfake detection. Images 
were typically resized to 256×256 pixels to ensure input 
size consistency, which is essential for training deep 
learning models; a similar approach was adopted in 
another study [62]. 

A rotation range of 25° was applied to improve the 
model’s ability to generalize to synthesized data and 
recognize images from different perspectives. Images 
were also transformed using a shear range of 0.2, enabling 
the model to become invariant to distortions that may 
occur in real-world scenarios. Additionally, a zoom range 
of 0.2 was applied to allow the model to learn from both 
zoomed-in and zoomed-out images, thereby improving 
recognition across different scales. Width and height shift 
ranges (both within 0.1) were employed to help the model 
learn from slightly displaced images, increasing 
robustness to positional variations. Another step in the 
augmentation process involved normalizing pixel values 
to a predefined range (e.g., 0 to 1), which stabilizes 
training and enhances performance. One or more 
augmentation techniques were combined to create a more 
diverse training dataset, thereby improving the model’s 
generalization ability and accuracy in identifying 
Deepfake images. 

The study conducted by Nadimpalli and Rattani [63] 
emphasized the importance of selecting optimal 
augmentation strategies for Deepfake detection. An 
ablation study was performed to determine the ideal 
number of augmentations (top-k) that yield the most 
significant performance improvements. The results 
indicated that, when applied to the FF++ dataset, the top 
three augmentations achieved the best performance 
metrics, with an AUC of 99.4% and an Equal Error Rate 
(EER) of 0.022. Applying multiple transformations to 
training images improved generalization and reduced the 
risk of model overfitting. 

The challenge of limited key-frames for training was 

addressed by augmenting key-frame data using techniques 
such as rotation, translation, and both horizontal and 
vertical flipping. Although key-frames are highly detailed, 
they are often limited in number. Naz et al. [14] and  
Wang et al. [64] demonstrated that augmentation helped 
create a more balanced dataset, enabling effective model 
training. However, they also highlighted a potential 
vulnerability: attackers could enhance the realism of  
key-frames, potentially reducing the model’s ability to 
detect manipulated content if such frames are intentionally 
modified. Patel et al. [59] further implemented a zoom 
factor of 0.2, enabling the model to train on images at 
various scales, which is crucial for recognizing Deepfakes 
of different sizes. Additionally, width and height shift 
ranges of 0.2 were applied, allowing the model to learn 
from slightly off-center images, a common occurrence in 
real-world data. Random rotations of up to 360° were also 
utilized, enabling the model to detect features regardless 
of orientation and improving generalization. Overall, these 
augmentations strengthened the model’s robustness, 
enabling reliable detection across diverse conditions. 

To reduce computational cost without compromising 
efficiency, Sharma et al. [65] proposed a novel approach 
for extracting counterfeit features, specifically targeting 
face-swap images generated using deep learning 
techniques such as Deepfake. Their study integrated deep 
learning with Error Level Analysis (ELA) techniques and 
various augmentation strategies, including horizontal and 
vertical flipping. 

This approach enhanced the training effectiveness of 
Convolutional Neural Networks (CNN) models by 
identifying differences in image compression artifacts 
between real and manipulated regions, a key characteristic 
of face-swapped images. The proposed technique achieved 
approximately a 90% reduction in computational cost 
without degrading accuracy. 

Khormali and Yuan [66] employed two primary data 
augmentation techniques to enhance Deepfake detection. 
The face-scaled enhancement method emphasized 
enlarging specific facial regions, such as the lips, forehead, 
and eyes, enabling the model to focus on forgery-prone 
areas while capturing fine-grained details. Conversely, the 
face shut-off enhancement method obscured key facial 
regions, compelling the model to analyze alternative 
features and thereby extract discriminative information. 
Attention-based augmentations proved more effective 
than random augmentations, as they reduced background 
noise and enhanced the model’s feature learning 
capability. 

To improve flexibility and generalization capability  
in the Noise-Augmented-Visual Geometry Group  
(NA-VGG) detection model, Chang et al. [67] proposed a 
novel framework that incorporates both noise extraction 
and augmentation strategies. Specifically, a Spatial Rich 
Model (SRM) filter layer was used to extract noise features 
from the original Red, Green, Blue (RGB) images. The 
resulting noise maps were then subjected to additional 
augmentation processes. By reducing dependence on 
facial features and emphasizing tampering artifacts that 
may not be visible in the conventional RGB domain, 
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augmentation was applied directly to the noise maps. 
Through diversified augmentation of training data, the 
model was exposed to a broader range of noise patterns 
and possible manipulations, enabling it to learn more 
generalized and discriminative features for distinguishing 
between real and fake images. This approach is 
particularly important because modern Deepfake images 
exhibit high visual fidelity and often do not display 
obvious artifacts in the RGB domain. 

Gram-Net, a novel architecture proposed in Ref. [68], 
used ResNet-18 as the baseline model and was enhanced 
with a manually designed texture descriptor known as 
Gray Level Co-occurrence Matrix (GLCM) for the RGB 
channels. Images were randomly resized between 64×64 
and 256×256 pixels, and data augmentation was applied to 
improve generalization. These random bilinear resizing 
strategies helped evaluate the model’s robustness. 

Ding et al. [69] employed deep transfer learning to 
achieve high detection rates for face-swapped images, 

reporting minimal errors and true positive rates above 
96%. This success was supported by the construction of a 
large-scale dataset, where each participant contributed 
approximately 1000 genuine images, facilitating effective 
model training. The authors also proposed a framework to 
assess human recognition capability by developing a 
website for collecting pairwise image comparisons. This 
approach helped evaluate prediction uncertainty, which is 
critical for estimating system confidence. Additionally, 
test-time data augmentation, including random cropping 
and horizontal flipping, was utilized to quantify  
data-dependent variance. An active learning strategy was 
further applied to identify informative image pairs for 
comparison. This approach encouraged the model to learn 
generalized representations rather than memorizing 
training samples, thereby improving its ability to 
distinguish between real and fake images. 

The common types of geometric transformations are 
outlined below and detailed in Table Ⅱ. 

TABLE Ⅱ. SUMMARY OF DEEPFAKE DETECTION TECHNIQUES BASED ON GEOMETRIC TRANSFORMATION AUGMENTATIONS 

Ref. Classifier/Techniques Augmentation 
Techniques Dataset Accuracy 

(%) 
AUC 
(%) 

[60] Adversarial Feature Similarity 
Learning (AFSL) Flipping and cropping FF++, FaceShifter and DeeperForensics - 89.7 

[70] Vision Transformers (VIT) Random resizing and 
cropping 

FF++, FaceShifter, FaceShifter (FSh),  
Deep-erForensics (DFo), WildDeepfake (WDF), 

and Deepfake Detection Challenges (DFDC) 
- 92.3 

[61] VGG16, InceptionV3, and VGG19 Rotation, flipping, and 
scaling 190,335 RGB images 90 - 

[71] D3 (Discrepancy Deepfake Detector) Rotation and flipping UniversalFakeDetect (UFD) 97.6 - 

[64] Convolutional Pooling Transformer Rotation and flipping FF++, DFDC, celebrities-Deepfake (Celeb-DF), 
and DF-1.0 92.11 97.66 

[59] Deep-CNN Flipping, Scaling, and 
shear CelebA, and Flickr Faces High Quality (FFHQ) 99.33 - 

[65] CNN Flipping and rotating 140k Real/Fake Faces Dataset 98.79 - 

[66] VGGNet, Residual Network Net 
(ResNet), Xception, and MobileNet Scaling Celeb-DF-V2, and DFDC 98.30 - 

[72] Multiscale CNN, and Deep Neural 
Network (DNN) Rotation and shearing Kaggle Deepfake Detection Challenge 85.8 - 

[73] ResNetV2, Xception, and Shal-
lowNetV3 

Zoom, Cutout, and 
rotation CelebA, PGGAN, and FaceForensics 90.29 93.99 

[68] ResNet-18 Scaling CelebA-HQ, StyleGAN, and PGGAN 99.76 - 
[69] CNNs Rotation and flipping 420k images (real + swapped) 99.9 - 

[74] Multi Discriminator Deep (MDP)-
CNN 

Flipping, cropping, and 
rotating 70k StyleGAN + 70k real FFHQ 93.63  

[63] CNN Rotate and translate FF++, Celeb-DF, and DeeperForensics-1.0 - 99.7 

[67] VGG based CNN Horizontal and vertical 
flipping FF++  85.7 

B. Random Cutout or Dropout and Mixing 
Cutout is a regularization technique that randomly 

masks square or circular regions of input images during 
training, as illustrated in Fig. 8. This method generates 
partially occluded versions of the original images, 
effectively augmenting the dataset with additional 
samples, as demonstrated in Table Ⅲ. The primary 
objective of Cutout is to improve accuracy and robustness. 
By simulating occlusions, it encourages the model to 
consider the entire image context rather than relying solely 
on a limited set of discriminative visual cues [75]. The size 
of the occluded regions is also randomized. 

CutMix is a local-level augmentation technique that 
improves generalization and reduces overfitting. It 

replaces a rectangular region of one image with a 
corresponding patch from another image, generating new 
training samples. Unlike Random Erasing, where the 
masked region is filled with random values, CutMix 
inserts semantically meaningful content from another 
image. This encourages the model to learn from multiple 
regions across different samples and to focus on 
distributed discriminative features rather than specific 
localized patterns. In Deepfake detection, CutMix reduces 
reliance on isolated forgery artifacts and promotes learning 
of more holistic facial representations. 

MixUp is another image augmentation technique that 
blends two different images and their corresponding labels 
to generate synthetic training samples centered around 
original data distributions. Unlike CutMix, which replaces 
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a distinct image patch, MixUp combines the entire pixel 
space of two images, producing a globally interpolated 
representation. This method improves robustness, reduces 
overfitting, and mitigates limitations caused by 
insufficient training data. In Deepfake detection, MixUp 
enhances generalization across both subtle and  
high-frequency facial manipulations by providing more 
diverse training examples. 

 

 
Fig. 8. Random cutout or dropout and mixing. 

Omar et al. [76] focused on augmentation techniques, 
particularly emphasizing the CutMix method. This 
approach increased the model’s exposure to diverse 

samples, thereby enhancing generalization. The 
proportion of pixels contributed by each image was 
controlled by a coefficient sampled from a Beta 
distribution, and a binary mask determined which regions 
were retained or replaced. These strategies collectively 
improved model flexibility and adaptability to novel data. 
Notably, the study revealed that integrating CutMix 
significantly improved performance, as the Convolution 
and Attention Network (CoAtNet) model augmented with 
CutMix outperformed both the conventionally augmented 
CoAtNet model and its non-augmented counterpart. The 
study also explored aggregation strategies such as Sum, 
Product, and Majority Voting to combine predictions from 
multiple models. Among these, Majority Voting selected 
the most frequent class prediction. This ensemble strategy 
improved detection robustness and performance across 
datasets. The integration of CutMix with the CoAtNet 
architecture achieved high accuracy in detecting 
manipulated faces across multiple benchmarks, 
highlighting the substantial impact of augmentation 
strategies on model performance. 

TABLE Ⅲ. SUMMARY OF DEEPFAKE DETECTION TECHNIQUES BASED ON RANDOM CUTOUT OR DROPOUT AND MIXING AUGMENTATIONS 

Ref. Classifier/Techniques Augmentation Techniques Dataset Accuracy AUC 
[76] CoAtNet CutMix and Dropout Celeb-DF and FF++ 98.90% 99.70% 

[77] EfficientNet and Xception Cutout and Patchup DFDC, Deepfake (DF)-
1.0, and Celeb-DF - 99.82% 

[78] MesoNet, Xception, and 
Efficient-Net Mixing DFDC and Celeb-DF 74.20% - 

[79] 
Recurrent Neural Network 
(RNN), Long Short-Term 

Memory (LSTM), and 3DCNN 
Temporal dropout Celeb-DF-v2, DFDC, 

and FF++ 82.64% 88.83% 

[80] Multiscale Convolutional Neural 
Network (MTCNN) Dropout DFDC and Celeb-DF-v2 - 97.80% 

[81] Deep Distribution Transfer 
(DDT) Spatial augmentation and mixup FF++ and Celeb-DF 90.01% - 

[82] MCDM and GANs Random Erasing FF++ and Deepfake 
Detection (DFD) - 99.31% 

[83] CNNs and VITs Patch embedding DFDC 91.50% 91.00% 
[84] VIT Random cutout and random erasing DFDC - 97.80% 
[85] VIT Vulnerability-driven Cutout FF++ and Celeb-DF 85.30% - 

Cheng et al. [77] applied augmentation strategies to 
mitigate overfitting in Deepfake detection models. These 
included CutMix, which combines two images to produce 
augmented samples and encourages learning from mixed 
features. Additional techniques included DropBlock, 
which removes contiguous regions of feature maps during 
training to improve robustness; PatchUp, which 
regularizes feature blocks from random sample pairs; and 
Feature Statistics Mixing Regularization (FSMR), which 
ensures invariance to stylistic variations in input images. 
Label Smoothing was applied to prevent overconfidence 
in predictions, while Primary Region Regularization 
(PRR) enhanced generalization by removing dominant 
regions identified by the model during training. 

Bao et al. [78] addressed the challenge of insufficient 
individualized fake video data for training Deepfake 
detectors. Their work focused on generating fake videos 
closely resembling specific individuals. Mixing 
synthesized fake videos with real videos of the same 
individuals enhanced the model’s ability to differentiate 
between authentic and manipulated content. The study 

demonstrated that incorporating identity-specific fake 
samples improved cross-dataset generalization. 
Autoencoders were employed to generate realistic fake 
videos. However, the authors acknowledged that models 
trained on dataset-specific manipulations may still suffer 
from overfitting and reduced performance when exposed 
to unseen manipulation techniques. 

Zhang et al. [79] introduced a Temporal Dropout (TD) 
module integrated into a Three-Dimensional 
Convolutional Neural Network (3DCNN) architecture, 
enabling the sampling of diverse frame sequences from the 
same video during training. This enhancement allowed the 
model to better capture both local temporal dependencies 
and global sequence-level information. The TD module 
functioned as a form of data augmentation by exposing the 
classifier to varied frame sequences in each iteration, 
thereby reducing overfitting and improving generalization. 
This approach is particularly important for Deepfake video 
detection, where high photorealism makes manipulation 
difficult to identify. 

Tran et al. [80] focused on key facial regions, including 
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the lips, nose, and eyes, to enhance discriminative learning 
between real and manipulated videos. This method 
involved randomly dropping significant facial regions 
during training, thereby increasing data heterogeneity and 
reducing overfitting. As a result, the model demonstrated 
improved generalization and detection performance. 

A spatial MixUp augmentation strategy proposed by 
Aneja et al. [81] combined images from source and target 
domains to enhance cross-dataset and cross-manipulation 
generalization. This method improved performance not 
only on the same manipulation type but also on previously 
unseen forgery techniques. Fine-tuning with spatial 
augmentation resulted in measurable improvements, 
including a 3.81% increase in binary classification 
accuracy in the Neural Textures (NT)-to-Deepfake 
transfer scenario. 

Chen et al. [82] introduced a Masked Conditional 
Diffusion Model (MCDM) framework for data 
augmentation in Deepfake detection. The model 
manipulated original images while preserving intrinsic 
semantic structures during reconstruction. A mask-based 
strategy was used to modify facial regions, ensuring 
reconstructed outputs remained realistic while promoting 
diversity. Both pixel-level and feature-level reconstruction 
losses were employed to generate high-quality forged 
samples. Experimental results demonstrated that the 
synthesized images significantly improved model 
robustness and generalization. 

Wodajo and Atnafu [83] proposed a patch-embedding 
approach based on a hybrid architecture combining CNN 
and VIT features for Deepfake video detection. By 
representing inputs through complementary feature 
embeddings, the model improved generalization on 
unseen data. The method achieved an AUC of 91.50% and 
an F1-Score of 91.9%, surpassing previous state-of-the-art 
approaches. 

Heo et al. [84] proposed a VIT-based model that 
processes video frames by dividing them into patches and 
mapping each patch to a feature vector for efficient spatial 
representation learning. To enhance performance, 
EfficientNet was incorporated at the patch-embedding 
stage to leverage its strong feature extraction capabilities. 
A knowledge distillation strategy transferred information 
from EfficientNet to the transformer-based VIT model, 
improving accuracy while reducing false negatives. 
Additionally, random cutout and random erasing were 
introduced to enhance generalization. When evaluated on 
the DFDC dataset, the model achieved an F1-Score of 
91.9% and an AUC of 97.80%. The patch-based 
framework enabled focused attention on critical frame 
regions, and confusion matrix analysis demonstrated 
improved classification stability and reduced false 
negatives compared to earlier models. 

C. Photometric Transformation 
Photometric transformations are based on color 

manipulation, where the original data are modified 
through brightness and contrast adjustments, as well as 
blurring. These techniques are useful for data 
augmentation and have been applied in Deepfake 
detection, as shown in Table Ⅳ. 

1) Brightness adjustment 
Brightness refers to the perceived intensity of light 

emitted or reflected by an object. It plays a critical role in 
image processing, as it affects how effectively features can 
be detected within an image. Adjusting brightness can 
improve visibility and performance in image analysis 
tasks, including Deepfake detection [86]. Reducing 
brightness may conceal features in highlighted regions, 
whereas increasing brightness can reveal intricate details 
in shadowed areas. In real-world scenarios, videos often 
undergo brightness adjustments, which may introduce 
distinct visual artifacts [87]. 
2) Contrast adjustment 

Adjusting contrast in images enhances the visibility of 
important features. This is particularly significant in 
Deepfake detection, where even subtle differences 
between real and manipulated images are essential for 
accurate identification. Increasing contrast enables models 
to better distinguish authentic from fake content by 
emphasizing facial features. It sharpens the boundaries 
between key facial components such as the nose, mouth, 
and eyes [88]. Deepfake generation models often 
introduce artifacts along these edges, which become more 
pronounced after contrast enhancement. By modifying 
contrast, subtle inconsistencies in lighting and color 
between genuine and manipulated regions become more 
apparent. Many Deepfake models struggle to generate 
realistic skin textures under varying lighting conditions, 
and these textural irregularities become more visible when 
contrast is increased. Additionally, Deepfake videos often 
exhibit color, lighting, or shadow inconsistencies across 
frames, resulting in unnatural flickering or abrupt 
illumination changes. These artifacts become more 
detectable when contrast adjustments are applied across 
frame sequences [89]. 
3) Blurring 

Inconsistencies in facial artifacts, texture, and motion 
patterns often indicate manipulated content and can be 
highlighted through blurring, which is helpful in Deepfake 
detection. When blurring is applied to an image, certain 
fine details are smoothed, thereby exposing structural 
flaws introduced during the Deepfake generation process, 
such as irregular blending at facial boundaries. These 
inconsistencies may be less noticeable in sharp images but 
become more apparent after blurring [90]. Gaussian 
blurring reduces high-frequency details, minimizing 
variations in texture and alignment [91]. This technique 
highlights anomalies in pixel distribution and color 
blending, thereby enhancing the detection of identity 
manipulation and face swapping in images. 
4) Color space conversion 

Color representation is fundamentally based on color 
spaces, which are essential concepts in computer vision 
and image processing. Color spaces provide a standardized 
framework for representing digital image colors, 
facilitating efficient processing and analysis. In image 
processing, colors are numerically represented and 
manipulated using color spaces. These spaces are 
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mathematical models that define the range of colors that 
can be displayed or printed. All other colors in a given 
color space are derived from a specific set of primary 
colors. The most commonly used color spaces in image 
processing include RGB, Cyan, Magenta, Yellow, and 
Black (CMYK), and Hue, Saturation, and Lightness 
(HSL)  [92]. 

Normalization: Pixel values are standardized by 
normalizing them to a mean of 0 and a standard deviation 
of 1. This process maintains values within a specified 
range, facilitating convergence and improving model 
stability during training. For grayscale images, 
normalization is applied to a single channel, whereas for 
RGB images, normalization is applied across all  
three-color channels, as shown in Fig. 9. 

 

 
Fig. 9. Normalization. 

RGB Color Space: The RGB color space utilizes three 
primary colors: Red, Green, and Blue, to generate all other 
colors. In the RGB color space, each color is represented 
by a combination of RGB values, with each component 
ranging from 0 to 255. 

CMYK Color Space: The CMYK color space follows a 
subtractive color model commonly used in print media. 
This model relies on four primary components: Cyan, 
Magenta, Yellow, and Black, to create all other colors. 
Each component in the CMYK color space is represented 
by values ranging from 0 to 100. 

HSL Color Space: The HSL color space represents 
colors using three components: hue, saturation, and 
lightness. Hue denotes the actual color of the object, 
saturation indicates the intensity of the color, and lightness 
refers to the brightness level. In the HSL color model, hue 
is represented by a value between 0° and 360°, while 
saturation and lightness are expressed as percentages 
ranging from 0% to 100%. In image processing, 
conversion between color spaces is often necessary to 
improve the efficiency of Deepfake detection methods. 
Color space conversion is an important preprocessing step 
that enables techniques to better detect discrepancies in 
images, thereby enhancing robustness and accuracy in 
Deepfake detection tasks [93]. 

Various augmentation techniques were addressed by 
Wang et al. [94] to enhance model accuracy. To simulate 
more realistic attack scenarios, they applied Boundary 
Blur Mask Generator (BBMG), which introduces 
boundary-blurred manipulation traces at both global and 
local stages. This technique facilitates the generation of 
pseudo-fake samples that closely resemble real samples, 
thereby improving model training. The Noise Refinement 
Strategy (NRS) method reduces the impact of noisy 
samples, improving generalization by controlling noise 
during augmentation. They also utilized common 

augmentation techniques such as RGB shift, Hue, 
Saturation, and Value (HSV) transformation, and contrast 
adjustments. Data augmentation techniques, including 
blurring and color adjustments [95], were employed 
during training to improve model generalizability by 
creating diverse image variations. 

Fung et al. [96] utilized random color jittering and 
grayscale conversion. Applying these augmentations led 
to significant improvements in detection performance, 
with FF++ dataset results increasing from 52% to 59%, 
and UADFV dataset performance improving to 98.90%. 
However, these augmentations resulted in a slight decrease 
in performance on the Celeb-DF dataset. Various 
techniques, including color jittering and Gaussian blur, 
were used to improve detection performance under  
low-contrast or inconsistent visual conditions [89].  
Lu and Luo [97] implemented contrast modifications at the 
beginning of the augmentation process, each with a 50% 
probability. These adjustments were non-linear, with a 
random factor selected from [0.5, 1.5] to replicate diverse 
lighting conditions. A 50% probability of image blurring 
was also introduced, employing varying kernel sizes for 
average or Gaussian blur to simulate visual degradation 
and enhance model generalization. Similarly,  
Tariq et al. [98] applied brightness adjustments, color 
channel shifts, and zooming to improve robustness under 
different real-world conditions. 

Lu and Ebrahimi [99] proposed the Stochastic 
Degradation-Based Augmentation (SDAug) approach to 
enhance the robustness of Deepfake detectors. This 
method begins with an image enhancement operation, 
where either brightness or contrast is randomly adjusted 
with a 50% probability. Subsequently, non-linear 
modifications are applied and randomly selected from a 
predefined range. The results demonstrated that models 
trained with SDAug achieved significant robustness 
improvements while maintaining high performance on 
original high-quality data. The study compared SDAug 
with traditional augmentation methods such as 
Augmentation Mixture (Augmix), which applies multiple 
transformations in parallel. However, Augmix 
demonstrated only modest robustness improvements and 
performed inadequately when trained with low-quality 
data. In contrast, the proposed SDAug approach 
consistently enhanced detector accuracy across various 
processed Deepfake videos. 

To replicate the range of distortions and alterations that 
Deepfake videos may encounter in real-world scenarios, 
the authors implemented multiple augmentations during 
the training stage, as suggested by Bondi et al. [100]. The 
augmentation process incorporated random modifications 
in the HSV color space to provide color diversity, along 
with contrast adjustments to simulate different lighting 
conditions. Each probabilistic augmentation had a 50% 
chance of being applied to a given training image. The 
researchers aimed to increase the model’s resilience to 
subtle manipulations and degradations by exposing it to a 
broader range of data variations, similar to the strategies 
discussed by Ali et al. [101]. 

Zhang et al. [102] combined deep learning with ELA to 

Journal of Advances in Information Technology, Vol. 17, No. 10, 2026

1853



develop a counterfeit feature extraction method for  
face-swap image detection. Although the primary focus 
was on ELA and CNNs, considerable emphasis was placed 
on data augmentation during training. Various  
post-processing scenarios that Deepfake content may 
experience were simulated using augmentation 
techniques, including color jittering, sharpness 
adjustment, contrast modification, and color distortion. 
Random values were selected for these transformations to 
ensure exposure to diverse image variations during 
training. This approach improved generalization and 
reduced overfitting by diversifying the dataset. Before 
processing with the ELA approach, the augmented images 
were resized to 128×128 pixels. The model achieved a 
high detection accuracy of 97.6% by integrating 
comprehensive augmentation strategies, which improved 
its ability to identify Deepfake images subjected to 
different resolutions and editing artifacts. Lin et al. [103] 
simulated various lighting conditions by randomly 
adjusting contrast within a specified range. Gaussian blur, 
with kernel sizes between 3 and 15, was applied to 
simulate low-quality or blurred frames. Additionally, 
brightness was modified nonlinearly through gamma 
adjustments within the range [0.5, 2.5] to replicate diverse 
image sources. However, GAN-based augmentation can 
be computationally expensive due to the cost of generating 
synthetic data. 

The study employed three CNN architectures: 
XceptionNet, InceptionV3, and VGG16, to determine 
whether video frames were real or fake [104]. A fusion 
strategy was used to combine predictions from different 

models, improving robustness against adversarial attacks. 
Image augmentation techniques, including Gaussian blur 
and contrast adjustments, were used to diversify the 
training data and reduce overfitting. However, the study 
acknowledged that Deepfake detection models still 
struggle to generalize when confronted with unseen 
manipulation techniques. This indicates that while 
augmentation supports robustness, it may not entirely 
resolve generalization challenges. The study also 
emphasized that adversarial attacks remain a critical issue, 
potentially degrading the effectiveness of individual 
techniques within an ensemble. 

Li et al. [105] proposed data augmentation methods to 
enhance the robustness of a one-class detection framework 
for identifying GAN-generated synthetic faces. Gaussian 
blur and homomorphic filtering were applied to preserve 
grayscale consistency while enhancing image contrast. 
Motion blur simulated movement effects, enabling the 
model to recognize faces that appear blurred due to 
motion. The combination of these approaches yielded the 
best experimental results. Furthermore, a weakly 
supervised augmentation strategy based on attention maps 
was introduced to focus on relevant image regions. This 
approach cropped or suppressed less important areas, 
improving the model’s focus on discriminative features. A 
self-attention layer was incorporated to preserve  
pixel-level relationships and improve recognition 
accuracy. A two-step training process was implemented 
using binary and one-class classification loss functions to 
selectively filter fake features and refine the model’s 
discriminative capability. 

TABLE Ⅳ. SUMMARY OF DEEPFAKE DETECTION TECHNIQUES BASED ON PHOTOMETRIC TRANSFORMATION AUGMENTATIONS 

Ref. Classifier/Techniques Augmentation Techniques Dataset Accuracy AUC 

[89] Xception based neural networks Random color jittering, and Gaussian blur FF++, Celeb-DF-v2, and 
VGGFace2 99.70% - 

[94] BBMG and NRS RGB Shift, HSV, and Random Brightness 
Contrast FF++ and Celeb-DF - 84.50% 

[95] EfficientNet and VIT Blur and color adjustment DFDC and FF++ - 95.10% 

[96] Unsupervised contrastive learning Random color jittering and grayscale 
conversion 

FF++, UADFV, and Celeb-
DF - 98.90% 

[97] Capsule-Forensics and XceptionNet Brightness or contrast modifications FF++ and Celeb-DF 99.80% - 
[98] LSTM and RNN Brightness adjustment and channel shift FF++ 91.30% 99.50% 
[99] CNNs Brightness or contrast adjustments FF++ and Celeb-DF-v2 - 80.67% 

[100] EfficientNet and Xception Color space conversion brightness and 
contrast adjustment 

Celeb-DF, DF, DFD, and 
DFDC - 99.8% 

[102] VGG16, ResNet50, ResNet101, and 
ResNet152 

Color jittering, brightness, contrast, 
sharpness, and color distortion. 

Milborrow University of 
Cape Town (MUCT) 97.0% 97.60% 

[103] GAN Contrast and brightness adjustment FF++ 65% - 

[104] VGG16, InceptionV3, and Xcep-
tionNet Gaussian blur and contrast adjustments DFDC and DeepfakeTIMIT 91.88% - 

[105] Multi-Channel Convolutional Neural 
Network (MCCNN) 

Gaussian blur, grayscale and 
Homomorphic Filter Enhancement 

FFHQ and Progressive 
Growing GAN (ProGAN) - 99.20% 

[106] Dual-branch CNN with multi-scale 
fusion Contrast adjustment and blurring FF++, Celeb-DF, and DFD - 94.70% 

[107] Fourier transform and VIT Contrast enhancement, and blurring FF++, Celeb-DF, and 
WildDeepfake - 98.18% 

[108] CNNs and VITs Masked Eye Pretraining and Brightness 
adjustments Celeb-DF v2 - 97.82% 

[109] CNNs Affine transformations UADFV and DFDM 95% - 
[110] Siamese neural network Contrast enhancement, and Gaussian blur FFHQ and StyleGAN2 - 99.30% 

D. Python Libraries for Image Augmentation 
Python is a programming language widely used for 

image processing, and it provides built-in libraries that 
support various image augmentation techniques, as shown 
in Table Ⅴ. 
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1) Albumentation 
Albumentation is a fast and versatile library for im-age 

augmentation, well suited for tasks requiring extensive 
image processing. It offers a broad range of augmentation 
techniques and is optimized for high performance, making 
it an excellent choice for various image-related tasks. 
Albumentation is widely integrated with popular deep 
learning frameworks, including TensorFlow and PyTorch. 

The Albumentations library provides comprehensive 
support for various computer vision tasks, including object 
detection, image classification, instance segmentation, 
pose estimation, and semantic segmentation. It offers more 
than 70 unique augmentation techniques, enabling the 
efficient creation of diverse and representative training 
samples from existing datasets. As a result, Albumentation 
has become a widely adopted tool in industry applications, 
open-source projects, and research endeavors spanning 
machine learning and deep learning [111, 112]. 
2) Imgaug 

The open-source Python module Imgaug is a powerful 
tool for image augmentation in machine and deep learning 
research. It supports a wide range of augmentation 
methods, including the modification of segmentation 
maps, heatmaps, bounding boxes, landmarks, and images 
through an easy-to-use interface. Imgaug is particularly 
useful when models need to be trained to handle missing 
data, as it can randomly erase portions of an image. These 
techniques are optimized for speed and can be applied 
either randomly or in a controlled manner, depending on 
the specific task. 

For machine and deep learning experiments, Imgaug is 
an effective image augmentation library. It supports 
methods such as rotation, cropping, and flipping, and also 
enables more advanced techniques, including image 
blurring and the addition of Gaussian noise [113]. 
3) Pillow  

A popular Python image processing library [114], 
Python Imaging Library (PIL) was developed as an 
extension of the original PIL. It offers strong performance 
and flexibility across multiple image formats. Pillow is a 
preferred tool for developers and researchers working on 
image-related projects, as it supports basic image 
manipulation, color and contrast adjustments, filtering and 
effects, text and drawing capabilities, and image 
transformation for image enhancement purposes. 
4) Open Source Computer Vision Library (OpenCV) 

OpenCV is an extensive open-source library widely 
used for computer vision, machine learning, and image 
processing applications [115]. It is a powerful tool suitable 
for tasks ranging from simple image transformations to 
advanced real-time video analysis, including object 
detection and tracking. Originally developed by Intel, 
OpenCV is now maintained by an active open-source 
community. The library provides more than 2500 
optimized algorithms for image and video processing. 
5) Torchvision 

Torchvision, a module within the PyTorch ecosystem, 
was specifically developed for computer vision 

applications [116]. It enables the easy implementation of 
an end-to-end vision framework within PyTorch by 
providing tools that streamline image processing, 
augmentation, and dataset handling. Torchvision offers 
pre-trained models for transfer learning and integrates 
seamlessly with PyTorch’s DataLoader, facilitating 
efficient data preparation and augmentation. Additionally, 
Torchvision includes several widely used datasets that are 
readily available, such as MNIST, CIFAR-10/100, 
ImageNet, and COCO. 

The methodology proposed by Bakliwal and Joshi [117] 
leverages multiple CNN classifiers, specifically 2D and 
3D models, to combine their complementary strengths in 
capturing high-level semantic information. The primary 
objective of this approach is to improve overall Deepfake 
detection accuracy. The spatio-temporal properties 
captured by the 3DCNN are crucial for detecting subtle 
abnormalities in Deepfake videos that conventional 2D 
models may overlook. The EfficientNet architecture, used 
in the 2D model, is well known for its efficiency in image 
classification tasks. To further enhance model robustness, 
captured faces are subjected to a range of data 
augmentation techniques during training and validation, 
including horizontal flipping, shearing, rotations, noise 
addition, contrast adjustments, random downscaling, and 
normalization. These strategies are implemented using the 
Albumentation library, contributing to a more diverse 
training dataset and thereby improving model robustness. 
However, a key challenge of this approach lies in the 
integration of 2D and 3D components, which increases 
training complexity compared to single-model systems. 

An ensemble method using EfficientNet b4 and other 
CNN models, incorporating various attention layers and 
Siamese training strategies, was proposed by  
Bonettini et al. [118] to improve detection accuracy. The 
models were trained using specific hyperparameters and 
the Adam optimizer to ensure robust performance. To 
enhance robustness, facial data augmentation techniques 
were applied, including random downscaling, horizontal 
flipping, adjustments to saturation, color, and contrast, 
noise addition, and JPEG compression. These 
augmentations were implemented using the 
Albumentation library, helping to reduce overfitting and 
diversify the training dataset. However, due to hardware 
and time constraints during the DFDC challenge, the study 
restricted the number of frames per video to 32 during both 
training and testing. This limitation may affect the model’s 
ability to capture temporal dynamics in longer videos and 
may result in the loss of contextual information crucial for 
detecting manipulations, as the approach primarily focuses 
on facial regions extracted from video frames. 

Lu and Ebrahimi [119] also explored augmentation 
strategies aimed at improving Deepfake detection in  
real-world scenarios. SDAug focuses on simulating 
compression artifacts and noise commonly encountered in 
image and video processing. This approach strengthens 
Deepfake detectors’ resistance to various distortions. The 
augmentation process begins with image enhancement, 
adjusting contrast with a 50% probability, followed by the 
addition of Gaussian noise. These augmentation 
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techniques are applied using the Torchvision library. 
SDAug significantly improves Deepfake detection 
performance, particularly when evaluated on unseen 
datasets such as Celeb-DF v2. The results demonstrate that 

models trained with SDAug exhibit superior 
generalization capabilities compared to detectors trained 
without this augmentation. 

TABLE Ⅴ. SUMMARY OF DEEPFAKE DETECTION TECHNIQUES BASED ON PYTHON LIBRARIES AUGMENTATIONS 

Ref. Classifier/Techniques Augmentation Techniques Dataset Accuracy AUC 
[117] CNN Albumentation library DFDC - 89.69% 
[118] EfficientNet b4 Albumentation library FF++ and DFDC - 94.44% 
[120] Xception Net and EfficientNet b4 Random cut-out from Imgaug Python library FF++ and DFDC 98.90% - 
[119] Capsule-Forensics and Xception Net Torchvision Celeb-DF-V2 and FF++ - 73.88% 

E. Occlusion 
Occlusion refers to techniques (as shown in Table Ⅵ) 

used to disrupt the detection of Deepfake content by 
introducing additional elements into video frames. These 
distractions make it more challenging for detection 
algorithms to accurately distinguish between real and fake 
videos, thereby improving model generalization [121]. 
The blending and synthesis processes involved in creating 
Deepfakes often result in certain facial areas, such as the 
lips, cheeks, or eyes, being more susceptible to artifacts. 
By selectively occluding or revealing specific facial 
features, occlusion-based data augmentation allows 
researchers to focus on particular facial regions. This 
technique helps models identify the precise areas where 
Deepfake artifacts are most likely to appear, as illustrated 
in Fig. 10. The various methods of occlusion are as 
follows: 

 

 
Fig. 10. Occlusion. 

1) Text overlays 
Random alphanumeric text is generated and overlaid 

onto video frames. The text can be either static or dynamic, 
scrolling across the screen in various directions. The font 
size, thickness, and color are randomly selected to enhance 
the distraction effect. 
2) Geometric shapes 

Shapes such as circles, squares, or even hand shadows 
are placed over the image to obscure facial features, 
similar to text overlays. This technique enhances model 
robustness and improves generalization. 

The MTCNN pretrained model, as utilized by Prajapati 
and Pollett [121], is used to detect and extract faces from 
video frames. By analyzing every tenth frame and 
extracting faces from those frames, the method reduces 
computational costs. Features are subsequently extracted 
from the detected faces using EfficientNet b0. To 
determine whether a face is authentic or a Deepfake, these 
features are classified using a Multilayer Perceptron 
(MLP) model. This innovative approach leverages GANs 
to identify perceptual differences in images, with 
particular emphasis on Structural Similarity Index (SSIM) 
for evaluating image quality. The DFDC training set 
undergoes various augmentation techniques, including 
blurring, brightness and contrast adjustments, and the 
addition of different noise types (such as Gaussian, 
speckle, and salt-and-pepper noise). The study also 
employs several distraction strategies to simulate real-life 
video scenarios, including static, rolling, and random text 
overlays, as well as shape-based distractions (e.g., circles 
and rectangles). As a result of these extensive 
augmentations, the plain frame-based model achieves an 
accuracy of 91.0%, significantly outperforming the 
Magnetic Resonance Imaging (MRI)-GAN framework, 
which achieves a test accuracy of 74%. 

TABLE Ⅵ. SUMMARY OF DEEPFAKE DETECTION TECHNIQUES BASED ON OCCLUSION AUGMENTATIONS 

Ref. Classifier/Techniques Augmentation Techniques Dataset Accuracy AUC 

[121] MTCNN, EfficientNet b0, 
and MLP 

Occlusion (overlaying static, rolling, 
and spontaneous text) 

DFDC, Flickr Diverse Faces 
(FDF), FFHQ, and Celeb-DF-v2 91.0% - 

 

F. Random Noise 
One highly effective technique for data augmentation is 

the addition of noise. This method is particularly useful for 
handling blurry images, as introducing noise can improve 
model robustness. Random changes in pixel values, 
referred to as noise, can mislead models during training 

and potentially affect accuracy. However, this challenge 
can be mitigated by controlling the noise level to ensure 
that the model focuses on significant features. By adding 
noise to the dataset, the Deepfake detection classifier is 
exposed to more diverse patterns, thereby enhancing 
generalization and making the technique more adaptable 
to real-world scenarios. Common data augmentation 
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techniques involving random noise include  
salt-and-pepper, Gaussian, Poisson, and speckle noise. 
These techniques improve model robustness and 
generalizability by introducing controlled randomness into 
the training data. Various noise-based techniques are 
illustrated in Fig. 11 and summarized in Table Ⅶ, 
respectively. 

 

 
Fig. 11. Random noise. 

1) Salt and pepper noise 
Salt-and-pepper noise refers to a phenomenon in which 

a certain percentage of an image’s pixels are randomly set 
to either black or white, resembling salt (white dots) and 
pepper (black dots). This type of noise is commonly used 
in image augmentation for deep learning model training. 
By introducing salt-and-pepper noise, models are forced to 
focus on partial features, thereby improving robustness. It 
essentially acts as a random mask, disrupting the image 
while maintaining the structural integrity of key features. 
This technique enhances model generalization by training 
the model to recognize important patterns even in the 
presence of random pixel distortions [122]. 
2) Gaussian noise 

Gaussian noise, associated with the Gaussian 
distribution, is a statistical noise model that follows a 
normal distribution and exhibits a symmetric, bell-shaped 
probability density function. The normal distribution is 
one of the most important and widely used statistical 
distributions. It is frequently observed in real-world 
scenarios, as many natural phenomena and random events 
exhibit Gaussian characteristics. It arises from the sum of 
multiple independent random variables, resulting in a 
distribution that approximates normality. In image 
augmentation, Gaussian noise is introduced by adding 
random values based on this distribution, thereby 
increasing dataset variability and enhancing model 
robustness to natural randomness in input data [123]. 
3) Poisson noise 

Photon noise, also known as Poisson noise, arises due 
to the quantized nature of light and the discrete detection 
of photons. It is a type of signal-dependent noise in which 
the amplitude fluctuates according to signal strength. 
Poisson noise is typically observed in low-light conditions 
or in scenarios where the number of detected photons is 
limited. In data augmentation, Poisson noise is 
intentionally added to the training data to simulate  
real-world noise conditions, thereby enhancing model 
robustness and improving generalization in noisy 
environments. By incorporating this type of noise, the 
model becomes more capable of handling variations and 
uncertainties encountered in practical scenarios, ultimately 
improving detection accuracy in tasks such as Deepfake 

detection [124, 125]. 
4) Speckle noise 

Speckle noise is a common noise type inherent in 
images obtained through coherent imaging modalities, 
including laser, Synthetic Aperture Radar (SAR), and 
ultrasound imaging [126]. Notably, speckle noise exhibits 
multiplicative behavior, influencing the variance of pixel 
values rather than their mean intensity, which 
distinguishes it from additive noise types such as Gaussian 
or salt-and-pepper noise. This type of noise is generated 
by multiplying random values with pixel intensities in the 
image, resulting in a grainy and textured appearance that 
can obscure fine details and reduce image contrast. To 
address speckle noise effectively, specialized filtering 
techniques are required to reduce noise while preserving 
edges and structural information. In the context of 
Deepfake detection, speckle noise is often incorporated as 
part of data augmentation to improve model generalization 
capabilities [127]. The study proposed a strategy for 
enhancing Deepfake detection through data 
augmentation  [128]. By introducing variations into the 
training dataset, the model adapts more effectively to 
different types of Deepfake manipulations. Using 
autoencoders, the authors generated slightly modified 
images from the original dataset, maintaining image 
quality while adding noise or frequency-based 
perturbations. This approach significantly enhanced 
detection performance, with all tested models achieving 
over 99% AUC on the FF++ dataset. However, 
augmentation was applied only to static frames, and 
attempts to incorporate temporal networks such as LSTMs 
or transformers did not yield improved results. The 
findings indicated that the efficiency of the autoencoder 
models had no significant impact on overall Deepfake 
detection performance, suggesting that even  
lower-performing models provided beneficial 
augmentation effects. 

To enhance generalization, AbdElminaam et al. [129] 
added Gaussian noise to simulate artifacts arising from 
low-quality recordings or video compression. However, 
excessive augmentation may produce misleading results or 
cause overfitting to specific artifacts, even though noise 
addition generally improves robustness. Real-time 
applications remain challenging due to the high 
computational costs associated with face extraction, 
augmentation, and model training. Similarly, various 
augmentation techniques, such as contrast adjustment and 
compression, were implemented by Waseem et al. [130]. 
Their findings revealed that these techniques significantly 
improved model performance on unseen datasets. A 
comparative analysis demonstrated that models trained 
with augmentation (w-aug) outperformed those trained 
without augmentation (w/o-aug). 

To increase the robustness of Deepfake detection 
techniques, Lu and Ebrahimi [131] proposed a novel data 
augmentation strategy. By applying different probabilities 
of noise addition and JPEG compression, the 
augmentation process replicates real-world degradation 
effects. This approach aims to train the model to handle 
distortions that arise during image capture, compression, 
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and processing. Regarding limitations, the study notes that 
although the augmentation technique improves resilience 
to various distortions, it may still be insufficient when 
addressing complex or unpredictable manipulations not 
covered by the augmentation procedure. 

Coccomini et al. [132] described transformations 
applied randomly during training, including Poisson and 
speckle noise. These augmentations were implemented 
after face extraction using the MTCNN detector, focusing 
on facial regions critical for Deepfake detection. The 
training dataset included images manipulated using 
various techniques, with more than 36 perturbations 
applied to over 4300 objects. This diversity enabled the 
models to effectively identify Deepfake content generated 
through different manipulation methods. 

Ganiyusufoglu et al. [133] utilized both frame-level and 
sequence-level features, combining data augmentation 
techniques to enhance generalization and proposing an 
effective Deepfake detection method based on  
spatio-temporal analysis. The method identified  
image-level artifacts typical of Deepfake manipulations by 
extracting spatial features from each frame using a CNN, 
and analyzed temporal inconsistencies between frames 
using an RNN [134]. Nevertheless, the model’s 
performance declined when confronted with high-quality 
Deepfakes exhibiting natural temporal coherence, as it 
primarily focused on detecting frame-to-frame 
irregularities. Real-time Deepfake detection remains 

challenging due to the computational complexity of 
integrating CNN and RNN architectures.  

Geometric transformations (Table Ⅱ) demonstrate 
reported accuracy ranging approximately from 85% to 
99.9%, with AUC values frequently exceeding 97%, 
particularly when evaluated on large benchmark datasets 
such as FF++, DFDC, and Celeb-DF. These augmentation 
strategies, including rotation, flipping, cropping, scaling, 
and translation, enhance dataset diversity and help models 
learn invariant spatial features, thereby improving 
robustness to variations in facial orientation and 
positioning.  

Cutout and mixing strategies (Table Ⅲ) show improved 
robustness by randomly masking or mixing regions of the 
input images during training. Several studies report 
accuracy values above 97% and AUC values above 91%, 
indicating that these augmentation methods effectively 
reduce overfitting and enhance generalization across 
datasets such as DFDC, FF++, and Celeb-DF. Photometric 
transformations (Table Ⅳ), including brightness 
adjustment, contrast modification, color jittering, and 
blurring, demonstrate strong cross-dataset generalization. 
Multiple studies achieve ac-curacy levels above 90% and 
AUC values ranging between approximately 97% and 
99.8%, highlighting the effectiveness of color and 
illumination-based augmentation strategies for improving 
detection performance under varying lighting and visual 
conditions.  

TABLE Ⅶ. SUMMARY OF DEEPFAKE DETECTION TECHNIQUES BASED ON RANDOM NOISE AUGMENTATIONS 

Ref. Classifier/Techniques Augmentation Techniques Dataset Accuracy AUC 
[129] CNNs and VGG Random noise and color correction DFDC and FF++ 94.0% - 

[130] CNNs and VIT Gaussian noise and compression FF++, Celeb-DF, and 
DFDC 92.50% 97.0% 

[135] CNN-LSTM and RNN Gaussian noise FF++ 99% - 
[131] Capsule Forensics and XceptionNet Gaussian noise FF++ and DFDC - 99.56% 

[128] Autoencoder, XceptionNet, and EfficientNet b4 Salt and pepper Noise addition Celeb-DF, FF++, and 
DFDC 82.87% 99.0% 

[132] VIT and EfficientNet-V2 Poisson and speckle noise ForgeryNet 81.10% - 
[133] RNNs and 3DCNN Compression and Gaussian noise FF++ 88.57% - 
[136] Texture and Artifact Detector (TAD) Random noise FF++ and DFDC 97.11% - 

[137] ResNet, EfficientNet, DenseNet, and MobileNet 
(spatial based) Noise, exposure, and blur FF++, StyleGANv2, 

StarGAN, and ProGAN 99.3% - 

Python-based augmentation libraries (Table Ⅴ), such as 
Albumentations, Torchvision, PIL, and Imgaug, provide 
flexible frameworks for implementing multiple 
augmentation operations within deep learning pipelines. 
Studies utilizing these libraries report accuracy typically 
ranging between 90% and 98%, demonstrating that 
integrated augmentation pipelines can improve training 
efficiency and model robustness across diverse datasets. 
Occlusion-based augmentation techniques (Table Ⅵ) 
focus on masking or obscuring specific facial regions to 
encourage models to learn more generalized facial 
representations.  

Experimental results show accuracy commonly ranging 
from approximately 88% to 97%, suggesting that 
occlusion strategies improve resilience to partial facial 
obstruction and manipulation artifacts. Random noise 
augmentation techniques (Table Ⅶ), including Gaussian 
noise, salt-and-pepper noise, Poisson noise, and speckle 

noise, introduce controlled perturbations to simulate  
real-world distortions. Studies report accuracy typically 
between 85% and 96% with strong AUC performance, 
indicating that noise-based augmentation helps models 
become more robust to compression artifacts, sensor 
noise, and other visual degradations encountered in  
real-world Deepfake content. 

G. Quantitative Synthesis and Quality Assessment 
To provide clearer benchmarking and assess the impact 

of augmentation, we synthesized performance across 130 
studies (Tables Ⅱ–Ⅺ). Due to heterogeneity in datasets, 
model architectures, and evaluation protocols, the results 
are presented as ranges rather than through formal  
meta-analysis. This approach aligns with standard 
practices in systematic reviews, where heterogeneous 
studies are synthesized using comparative and range-based 
analysis rather than controlled experimental evaluation. 
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Although a full Preferred Reporting Items for 
Systematic Reviews and Meta-Analyses (PRISMA) or A 
MeaSurement Tool to Assess systematic Reviews 
(AMSTAR) checklist is not strictly applied, the review 
follows a structured study selection and synthesis process, 
including predefined inclusion criteria, systematic 
screening, and comparative analysis, which aligns with 
standard practices in systematic literature reviews. 

Although a full PRISMA or AMSTAR checklist is not 
strictly applied, the review follows a structured study 
selection and synthesis process, including predefined 
inclusion criteria, systematic screening, and comparative 
analysis, which aligns with standard practices in 
systematic literature reviews. 
1) Performance benchmarks by augmentation group 

Table Ⅷ summarizes the performance of 

augmentation-based methods in comparison to baseline 
configurations. Baselines represent models trained without 
augmentation or with minimal preprocessing, as reported 
in the original studies. 

Across the reviewed studies, geometric and  
mixing-based augmentations are associated with relatively 
higher performance improvements, while photometric and 
noise-based methods contribute to improved robustness 
under varying visual conditions. Overall, augmentation 
techniques are generally associated with measurable 
performance improvements relative to baseline models 
reported in the literature, with improved robustness under 
standard evaluation conditions, but limited resilience in 
adversarial or security-critical scenarios. The synthesis is 
supported by a structured study selection process, as 
illustrated in Fig. 2, ensuring transparency and 
reproducibility. 

TABLE Ⅷ. PERFORMANCE SYNTHESIS BY AUGMENTATION TYPE (N = 130 STUDIES). BASELINES CORRESPOND TO NON-AUGMENTED MODELS 
REPORTED IN THE SAME STUDIES. REPORTED IMPROVEMENTS ARE APPROXIMATELY 5–15% ACROSS DIFFERENT SETTINGS 

Augmentation Group Datasets Accuracy Range (Augmented) AUC Range Baseline Accuracy 
Geometric FF++, Celeb-DF, DFDC 92–99% 0.97–0.99 ∼78–86% 

Photometric FF++, Celeb-DF 90–99% 0.95–0.99 ∼75–85% 
Cutout/Mixing DFDC, Celeb-DF 91–99% 0.91–0.99 ∼70–82% 

Noise/Occlusion FF++, DFDC 88–97% 0.92–0.99 ∼72–85% 

TABLE Ⅸ. QUALITY SCORING FRAMEWORK APPLIED TO N = 130 STUDIES: 45 HIGH (4–6), 65 FAIR (2–3), AND 20 LOW (0–1) 

Criteria 0 (Low) 1 (High) Max 
Datasets Single dataset ≥3 datasets cross-dataset evaluation 1 

Augmentation Analysis No ablation Includes comparison with baseline 1 
Models Single model Multiple models or ensemble 1 

Validation Basic split K-fold or real- world testing 1 
Reporting Limited metrics Comprehensive (Acc/AUC/EER) 1 

Generalization In-domain only Cross-domain or adversarial testing 1 
Total - - 6 

 
2) Quality scoring system 

To assess methodological rigor, a structured quality 
scoring framework was developed, as shown in Table Ⅸ. 
Each criterion is assigned a binary score (0 or 1), resulting 
in a total score ranging from 0 to 6. Studies are categorized 
as high quality (4–6), fair (2–3), or low quality (0–1). 

High-quality studies consistently report stronger and 
more reliable performance, particularly for geometric 
augmentation methods achieving AUC values above 0.95, 
whereas low-quality studies often overestimate 
performance due to limited datasets and lack of 
generalization. Importantly, the core conclusions of this 
review are primarily supported by high-quality studies 
(scores 4–6), which demonstrate consistent improvements 
in performance and generalization. In contrast, findings 
from low-quality studies are interpreted with caution  
due to limitations such as small datasets, lack of  
baseline comparison, and insufficient validation. This 
quality-based grouping enables a structured interpretation 
of the literature, ensuring that conclusions are weighted 
according to methodological rigor rather than treated 
uniformly. 
3) Grouped analysis and trends (2023–2025) 

Table Ⅹ presents performance trends based on  
high-quality studies. The results indicate a consistent 

improvement in reported performance over time, driven by 
the integration of hybrid augmentation strategies and 
improved model architectures. This trend reflects the 
increasing adoption of hybrid augmentation strategies and 
more robust model architectures in recent studies. 

TABLE Ⅹ. PERFORMANCE TREND BY PUBLICATION YEAR  
(HIGH-QUALITY STUDIES ONLY). VALUES REPRESENT TYPICAL RANGES 
DERIVED FROM REPORTED RESULTS 

Year Typical Accuracy 
Range 

Typical AUC 
Range Studies 

2023 90–94% 0.93–0.95 18 
2024 93–96% 0.95–0.97 32 
2025 95–98% 0.97–0.99 25 

 
To further support quantitative synthesis, a  

frequency-based analysis of the reviewed studies was 
conducted. Among the 130 selected papers, geometric 
augmentation techniques were the most commonly used, 
appearing in approximately 70% of the studies, followed 
by photometric methods (around 55%), noise and 
occlusion-based approaches (approximately 40%), and 
cutout or mixing strategies (about 35%). 

In terms of datasets, FF++ was the most frequently 
utilized benchmark, followed by DFDC and Celeb-DF. 
Additionally, convolutional neural network (CNN)-based 
architectures were dominant across the literature, often 
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combined with hybrid augmentation strategies in recent 
studies. This frequency-based distribution highlights the 
prevailing research trends and supports the grouped 
quantitative analysis presented in this review. 

These values are derived from high-quality studies and 
are presented as representative ranges rather than exact 
statistical averages. Together, the frequency analysis, 
grouped performance comparison, and temporal trends 
provide a structured quantitative synthesis of 
augmentation effects beyond descriptive reporting as 
described in Table XI. 

TABLE Ⅺ. PERFORMANCE GROUPED BY QUALITY SCORE 

Quality 
Level 

Accuracy 
Range Key Datasets Observations 

4–6 (High) 94–99% FF++, Celeb-
DF, DFDC 

Strong gains with geometric 
and hybrid augmentation 

2–3 (Fair) 88–95% FF++, DFDC Improved robustness with 
photometric methods 

0–1 (Low) 82–92% Single dataset Risk of overfitting and 
limited generalization 

 
4) Critical limitations analysis 

Cross-Dataset Generalization Failure: Models 
achieving AUC values above 0.97 on FF++ often 
experience a decline to 0.80–0.92 when evaluated on 
Celeb-DF, which contains higher-fidelity manipulations. 
These observations indicate that, although augmentation 
enhances performance under controlled conditions, it does 
not fully address robustness challenges in adversarial 
environments. Therefore, claims regarding robustness 
must be interpreted within the context of standard 
evaluation settings rather than security-critical 
deployments. These failure cases highlight that 
augmentation is not universally beneficial and must be 
carefully designed to avoid performance degradation. 

Solution: Incorporating cross-dataset training and 
paired real-fake augmentation strategies. Augmentation 
improves robustness primarily under standard and  
data-limited conditions, but its effectiveness decreases in 
cross-dataset and high-variation scenarios. 

Cause: Variations in dataset characteristics and 
manipulation artifacts. 

Contradictory Findings: Some studies report limited or 
negligible improvements from photometric augmentation 
under controlled lighting conditions. This inconsistency is 
primarily attributed to reduced variability and dataset bias. 

Failure Cases of Augmentation: Several studies report 
cases where augmentation does not lead to performance 
improvement and may even degrade detection accuracy. 
For instance, excessive geometric transformations or 
inappropriate mixing strategies can distort key facial 
features, leading to reduced model sensitivity. Similarly, 
photometric augmentation under already controlled 
lighting conditions has been shown to introduce noise 
rather than useful variability, resulting in marginal or 
negative performance gains. 

In some cases, augmentation applied without proper 
balance across classes leads to biased learning, further 
degrading performance. These findings indicate that the 
effectiveness of augmentation is highly dependent on 

dataset characteristics, parameter selection, and model 
architecture, and that improper application can adversely 
affect detection performance. 

Security Failures: Adversarial attacks can reduce AUC 
by approximately 10–30%, with noise-based 
augmentation particularly vulnerable to adversarial 
perturbations. 

Security-Oriented Robustness Limitation: While 
augmentation techniques improve performance under 
standard evaluation settings, their effectiveness in 
adversarial or security-critical scenarios remains limited. 
Several studies report that Deepfake detection models, 
including those trained with augmentation, are vulnerable 
to adversarial manipulations designed to evade detection. 

In particular, perturbation-based attacks, compression 
artifacts, and unseen manipulation techniques can 
significantly degrade model performance, indicating that 
augmentation alone is insufficient to ensure robustness. 
This highlights a gap between reported performance 
improvements and real-world security requirements. 

Implication: Augmentation should be complemented 
with security-aware training strategies, such as adversarial 
training, anomaly detection mechanisms, and  
cross-domain generalization techniques, to improve 
resilience against malicious attacks. 

Mitigation Strategies: Adversarial training and 
incorporation of diverse augmentation techniques. 

Risk-of-Bias Considerations: Several sources of bias 
are identified across the reviewed studies. Dataset bias is 
common, where models trained on specific datasets  
(e.g., FF++) may not generalize well to others such as 
Celeb-DF. Reporting bias is also observed, as some studies 
emphasize improved results without providing complete 
baseline comparisons or statistical validation. 
Additionally, overfitting bias arises in studies using 
limited datasets or lacking cross-validation. These biases 
are more prevalent in low-quality studies and are explicitly 
considered when interpreting the overall findings of this 
review. 

Overall, the synthesized evidence indicates that 
augmentation is consistently associated with measurable 
performance improvements (typically 5–15%) relative to 
baseline models reported in the literature. However, the 
magnitude of improvement varies depending on dataset 
characteristics, model architecture, and evaluation 
settings. These findings are presented in a study-relative 
manner, consistent with comparative analyses reported in 
Ref. [138]. It is important to note that these observations 
are derived from reported results in the literature and may 
be influenced by variations in experimental design, dataset 
composition, and reporting practices across studies. 

IV. KEY CHALLENGES AND OPEN ISSUES 

Deepfake detection methods have demonstrated strong 
performance in controlled experimental settings, 
particularly through the integration of facial data 
augmentation techniques. However, despite these 
advances, significant limitations persist that restrict their 
reliability in real-world deployment. Many reported 
improvements are benchmark-dependent and do not 
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consistently translate to unconstrained environments 
characterized by diverse capture conditions, compression 
pipelines, and evolving manipulation strategies. Key 
challenges include the limited realism of existing 
augmentation procedures, insufficient dataset diversity, 
and the rapid evolution of Deepfake generation 
techniques, which collectively undermine long-term 
robustness and cross-dataset generalization. Moreover, the 
trade-off between model complexity and computational 
efficiency poses a critical barrier to real-time and  
resource-constrained deployment. Although data 
augmentation is widely used to improve model robustness 
and generalization, it may also introduce potential failure 
cases when improperly applied. Excessive or poorly 
designed augmentation strategies can distort facial 
structures, alter subtle manipulation cues, or introduce 
artificial artifacts that are not representative of real-world 
Deepfake characteristics. In such situations, models may 
learn misleading patterns or overfit to augmented artifacts 
rather than genuine manipulation signals, resulting in 
degraded detection performance. Furthermore, 
augmentation strategies that are effective for one dataset 
may not generalize well to others due to differences in 
manipulation techniques, compression levels, and visual 
realism. These observations highlight the importance of 
carefully selecting augmentation techniques and 
evaluating their impact across multiple datasets to ensure 
reliable Deepfake detection performance. This section 
critically examines these limitations and highlights 
unresolved issues that must be addressed to bridge the gap 
between laboratory performance and practical 
applicability. 

A. Labeling 
A major challenge in data augmentation is ensuring the 

correct labeling of augmented data. When operations such 
as scaling, cropping, or rotation are applied to the original 
data, it becomes crucial to update the labels accurately to 
reflect these transformations [139]. Mislabeling 
augmented data can lead to confusion during model 
training, potentially resulting in performance degradation 
due to errors and inconsistencies in the learning process. 

B. Aggressive Augmentation Leading to Overfitting 
Overfitting is a common challenge in machine learning 

and deep learning, where a model performs well on 
training data but poorly on unseen data. While data 
augmentation is commonly used as a mitigation strategy, 
excessive augmentation can introduce a different form of 
overfitting [140]. Excessive augmentation may cause the 
model to overly specialize in patterns present in 
augmented data while neglecting the characteristics of the 
original data. This, in turn, can impair the model’s ability 
to generalize effectively to real-world scenarios. 

C. Cross-Dataset Generalization and Augmentation 
Limitations 

Cross-dataset generalization remains a major challenge 
in Deepfake detection [141], as models trained on one 
dataset, such as FF++, often exhibit significantly reduced 
performance when evaluated on others, including  

Celeb-DF, DFDC, or DFD. Performance inconsistencies 
across commonly used datasets such as FF++ and  
Celeb-DF highlight an important challenge in Deepfake 
detection research, particularly when evaluating the 
effectiveness of data augmentation techniques. Several 
studies report very high accuracy on FF++, while the same 
models experience noticeable performance degradation 
when evaluated on Celeb-DF. This discrepancy is largely 
attributed to differences in dataset characteristics. FF++ 
contains varying compression levels and visible 
manipulation artifacts that detection models can exploit 
during training, and common augmentation techniques 
such as compression simulation, geometric 
transformations, and noise injection often reinforce these 
artifact-based cues. In contrast, Celeb-DF was designed to 
produce more visually realistic Deepfakes with fewer 
detectable artifacts, making such augmentation strategies 
less effective. As a result, models trained with 
augmentation strategies optimized for FF++ may 
inadvertently learn dataset-specific artifacts rather than 
generalized manipulation patterns. These observations 
indicate that while augmentation can improve robustness 
within a specific dataset, its effectiveness may remain 
dataset-dependent. Consequently, cross-dataset evaluation 
is essential to determine whether augmentation techniques 
truly enhance generalizable Deepfake detection 
performance rather than merely amplifying  
dataset-specific features. While augmentation techniques 
can enhance model robustness within a single dataset, they 
frequently fail to capture the distributional diversity 
necessary for effective cross-domain generalization. In 
some cases, advanced augmentation methods may 
introduce synthetic artifacts that inadvertently cause 
models to overfit to unrealistic patterns, further hindering 
transferability. 

Prominent industry benchmarks and datasets, such as 
Meta’s DFDC [142], Google and Jigsaw’s DFD [143], and 
collaborative efforts by DeepMind, underscore the urgent 
need for scalable and generalizable detection systems 
capable of performing reliably under varied real-world 
conditions. Despite ongoing progress, most existing 
augmentation techniques remain static and manually 
engineered. Future research should explore dynamic, 
context-aware augmentation strategies that adapt in 
response to emerging Deepfake generation techniques. 
Moreover, there is a growing need for augmentation 
methods that more accurately replicate the natural 
imperfections present in user-generated content, as well as 
frameworks that jointly optimize detection accuracy and 
generalization to previously unseen domains. 

These findings suggest that many current augmentation 
strategies primarily improve intra-dataset robustness 
rather than true generalization, raising concerns about their 
effectiveness in real-world scenarios where manipulation 
techniques and data distributions are unknown in advance. 

D. Domain Specific Issues 
There are specific challenges associated with data 

augmentation across different domains and 
applications  [144]. For example, when augmenting 
medical images, it is crucial to maintain data integrity and 
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avoid introducing artifacts that could compromise 
diagnostic accuracy. Similarly, in natural language 
processing, text generated through augmentation 
techniques must remain logically coherent and 
contextually relevant to ensure its usefulness. 

E. Adversarial Robustness and Security Evaluation 
Challenges 

While many augmentation-based Deepfake detection 
frameworks report improvements in robustness and 
accuracy across benchmark datasets, relatively few studies 
evaluate their resilience under security-driven threat 
models. In most cases, models are tested using standard 
datasets such as FF++, Celeb-DF, or DFDC without 
considering adversarial manipulation, evasion attacks, or 
intentionally crafted perturbations designed to bypass 
detection systems. As a result, improvements attributed to 
data augmentation often reflect robustness to dataset 
variability rather than true resistance to adversarial or 
security-oriented attacks. This limitation highlights  
the need for future research to incorporate  
cybersecurity-aware evaluation protocols, including 
adversarial testing, attack simulation, and real-world threat 
modeling, to ensure that Deepfake detection systems 
remain reliable in adversarial environments. 

F. Data Diversity and Balance 
Balancing the extent of data augmentation is crucial. 

Insufficient augmentation may fail to introduce enough 
diversity to improve model performance, while excessive 
augmentation can lead to a different form of 
overfitting  [145]. Achieving the optimal balance requires 
a deep understanding of the problem domain, the dataset, 
and the specific machine learning or deep learning models 
being used. 

G. Computational Cost 
When working with large datasets, data augmentation 

can impose substantial computational demands [146]. 
Simple transformations such as rotation, flipping, and 
color jittering are relatively cost-effective and can 
typically be applied on-the-fly during training with 
minimal impact on processing speed. In contrast, complex 
augmentations such as attention-guided region masking, 
face reenactment, or GAN-based synthetic data generation 
require considerably greater computational resources. For 
instance, GAN-based augmentations often result in 
increased storage and memory consumption, as well as 
higher computational overhead during model 
training  [132]. Similarly, attention-guided methods (e.g., 
region enlargement or face occlusion) typically depend on 
preprocessing steps involving object detectors or facial 
landmark extractors, which further increase time and 
memory requirements. 

These challenges become more severe in low-resource 
environments, such as real-time or edge-device scenarios. 
Therefore, while advanced augmentation strategies have 
the potential to improve detection performance, their 
computational costs must be carefully considered when 
deploying models in practical, resource-constrained 
applications. 

As a result, several high-performing detection models 
remain impractical for deployment in large-scale 
monitoring systems or on edge devices, where strict 
latency, memory, and energy constraints are unavoidable. 

H. Requirement for Original and High-Quality Data 
The effectiveness of data augmentation is directly 

influenced by the quality of the original dataset [147]. Data 
augmentation cannot fully compensate for issues such as 
noise, labeling errors, or insufficient diversity. Regardless 
of how advanced augmentation techniques are, they 
cannot resolve fundamental problems related to data 
quality. Therefore, ensuring that the base dataset is of high 
quality is essential for the successful application of data 
augmentation. 

In Deepfake detection, an augmentation strategy  
can be considered effective when it preserves 
manipulation-relevant visual cues while enhancing 
robustness to realistic data variations, thereby supporting 
improved generalization across datasets. Conversely, 
augmentation may be detrimental if it suppresses or 
distorts forgery-related artifacts, introduces unrealistic 
synthetic patterns, or biases the learning process toward 
dataset-specific features, ultimately degrading  
cross-dataset performance. The impact of augmentation is 
therefore context-dependent and influenced by dataset 
characteristics, manipulation techniques, and the 
underlying detection architecture. 

V. CONCLUSION 

This review highlights the critical role that facial data 
augmentation techniques play in enhancing the accuracy, 
generalization, and robustness of Deepfake detection 
models. Our analysis demonstrates that basic 
transformations (such as rotation, flipping, and color 
jittering) can yield consistent performance improvements 
with minimal computational cost. In contrast, more 
advanced approaches, including region masking and 
GAN-based synthetic augmentation, offer greater 
detection improvements but often require substantial 
computational resources. 

However, direct comparisons across studies remain 
challenging due to variations in datasets, augmentation 
strategies, and evaluation metrics. The apparent 
superiority of certain methods may be highly dependent on 
specific experimental conditions, thereby emphasizing the 
need for cautious interpretation of reported results. 
Nevertheless, augmentation techniques consistently 
demonstrate effectiveness in mitigating overfitting, 
increasing training data diversity, and enhancing model 
resilience to subtle or previously unseen manipulations. 
Importantly, their success is closely linked to the quality 
and representativeness of the underlying datasets. 

Key challenges persist, particularly with respect to 
computational efficiency, the standardization of 
evaluation protocols, and the preservation of high-quality 
source data. While advanced augmentation techniques can 
improve detection performance, practitioners must strike 
an appropriate balance between algorithmic complexity 
and practical deployment constraints, such as limited 
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computational resources and real-time application 
requirements. 

In conclusion, this review synthesizes the current 
progress and ongoing challenges in facial data 
augmentation for Deepfake detection. By providing this 
structured overview, we aim to support the development 
of more robust, scalable, and generalizable detection 
systems and to guide researchers and practitioners in 
making informed decisions when applying augmentation 
techniques in real-world scenarios. 
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