
Deep Learning in Biometric Authentication: 

Challenges, Recent Advancements, and Future 

Trends 

Abdullah Alduhailan 1,*, Nazhatul Hafizah Kamarudin 1, Siti Norul Huda Sheikh Abdullah 1, 

and Aminu Dau 2 

1 Centre for Cyber Security, Faculty of Information Science and Technology,  

Universiti Kebangsaan Malaysia, Bangi, Malaysia 
2 Department of Computer Science, Hassan Usman Katsina Polytechnic, Katsina, Nigeria 

Email: Mazd794_3@hotmail.com (A.A.); nazhatulhafizah@ukm.edu.my (N.H.K.); 

snshabdullah@ukm.edu.my (S.N.H.S.A.); dauaminu@gmail.com (A.D.) 

*Corresponding author

Abstract—Biometric systems have significantly improved 

with the integration of machine learning, especially with deep 

learning methods. As technology advances, it presents both 

new security risks and chances for biometrics to be used in a 

variety of contexts. Due to their remarkable success, recently, 

deep learning-based biometric methods have seen a dramatic 

increase in research papers. Thus, to compile and analyze 

research publications in the field, this paper presents a 

systematic a Systematic Literature Review (SLR). The review 

adopts the Systematic Reviews and Meta-Analyses 

(PRISMA) approach for the collection, analysis, and 

reporting of findings from relevant research. For this 

study, 109 papers in all were chosen from top digital libraries 

using predetermined search criteria. The most popular deep 

learning approaches in these systems, important biometric 

authentication strategies, and commonly used assessment 

metrics are highlighted in the review. Finally, the main 

challenges with deep learning-based biometric authentication 

methods are outlined in the paper, along with possible future 

trends in the field. 
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Deep Learning (DL), artificial neural network 

I. INTRODUCTION

Biometric technology encompasses the use of unique 

personal characteristics for identification, such as voice 

recognition, fingerprint recognition, facial recognition, 

etc. [1, 2]. As a dependable and secure approach to access 

control that provides individualized authentication and 

identity, biometrics has received a great deal of 

popularity [3, 4]. The main reason for the widespread 

adoption of biometric solutions is that they allow users to 

authenticate themselves while gaining access to systems or 

services. Biometric techniques have gradually replaced 

traditional authentication mechanisms like passwords [5]. 

Because biometric authentication ensures the protection of 

sensitive data and transactions, it has been widely adopted 

in industries such as government, healthcare, and 

finance  [6]. The use of biometric authentication is 

becoming more widely accepted as a reliable solution to 

security issues [7]. An individual’s distinct physiological 

or behavioral characteristics can be used to identify them, 

ensuring secure and effective authentication procedures. 

The integration of Machine Learning (ML) within 

biometric authentication frameworks has consistently 

improved the precision and efficacy of biometric capture 

technologies [8]. Traditional machine learning-driven 

biometric recognition tasks still face several challenges, 

nevertheless.  

For instance, characteristics that have been hand-picked 

to work well for one biometric modality might not work as 

well for another [7]. Deep learning architectures offer a 

holistic learning paradigm capable of simultaneously 

learning feature representations and performing 

classification tasks [9]. As a result of the successful 

implementations of deep learning techniques in biometric 

recognition, there has been a notable surge in research 

publications centered around these techniques [9, 10]. For 

future researchers and practitioners in this field, this 

circumstance emphasizes the need for a comprehensive 

evaluation and synthesis of the existing literature in order 

to promote improved understanding and insight. In order 

to thoroughly assess the present corpus of research in the 

field of deep learning-based biometric detection, the goal 

of this work is to do a systematic literature review. 

The Systematic Literature Review (SLR) in this study 

will focus on deep learning approaches for biometric 

authentication in particular. We will focus on research 

done from 2018 to 2024 to showcase the most recent 

developments in deep learning-based biometric 

authentication. The study will provide insightful 

information about current contributions, challenges, and 

emerging trends in this field, establishing the framework 

for future research and innovative developments. Here is a 
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• Summarizing the most popular biometric 

authentication methods that utilize DL-based 

algorithms. 

• Identifying the DL-based techniques applied to 

address biometric authentication tasks. 

• Exploring the most widely used assessment criteria 

in deep learning-based biometric authentication 

approaches. 

• Investigating the research challenges faced by 

deep learning-based biometric authentication. 

The article is organized as follows in the remaining 

sections: In Section II, pertinent surveys in the realm of 

biometric authentication are reviewed. The approach for 

the review is presented in Section III. The summarized 

results are shown in Section IV. The paper’s conclusions 

are finally summed up in Section V. 

II. RELATED REVIEWS 

The use of biometrics as a dependable approach to 

access control has gained popularity recently as a means of 

enhancing accessibility and security through the 

application of various ML approaches. Yang et al.’s 

work  [11] goes into great detail about how biometrics 

might be used to improve security, specifically with regard 

to encoding and authentication. It offers insightful 

information about the current status of cryptographic and 

biometric-based authentication systems. An overview of 

soft biometric characteristics is provided by 

Tomicic et al. [12], who look at a range of variables such 

as physical, behavioral, and environmental aspects. In a 

similar vein, Gayathri et al. [13] provide a thorough 

analysis of several biometric methods and their uses.  

Although Junaid et al.’s study [14] focuses on the 

combination of sensors and vital health indicators, it does 

not offer a comprehensive systematic analysis or much 

coverage of additional biometric domains. While their 

research does not cover other biometric modalities, 

Khoirunnisaa et al. [15] focus on iris-based biometric 

systems. A thorough analysis of AI-powered sensors for 

Internet of Things applications is given by  

Mukhopadhyay et al. [16]. Furthermore, Ross et al. [17] 

explore digital forensic systems for biometric data in smart 

cities; however, they do not discuss the integration of deep 

learning models with biometric security or the broader 

scope of biometric security. 

The review by Karthik et al. [18] discusses the 

difficulties in utilizing the Internet of Things (IoT) with 

biomedical instruments; however, this work does not 

provide a thorough examination of biometric 

authentication methods. Similarly, Mariani et al. [19] 

present a comparable study that explores the impact of 

biometrics on ensuring security, as well as how AI can 

enhance biometric security functionalities.  

The sensors used, the variety of applications, and the 

possible difficulties associated with the integration of IoT 

technology in apparel and textiles are examined by the 

authors in reference [19]. On the other hand,  

Liang et al. [20] tackle the ever-changing problems with 

user identification, stressing the significance of constant 

observation and the examination of distinct behavioral 

patterns exhibited by people. 

Although each of the review articles in this part 

examines a different facet of biometric authentication, they 

all have significant drawbacks. These limitations include 

the narrow scope of the reviewed articles, which restricts 

comprehensive synthesis and analysis, and the omission of 

other subdomains within deep learning-based biometrics. 

Furthermore, current methods fail to thoroughly explore 

critical challenges and emerging trends in the field, leaving 

significant gaps in understanding and advancement. As a 

result, our study is notable for being unique and pertinent. 

In order to perform a comprehensive Systematic Literature 

Review (SLR), we will identify the most popular deep 

learning-based biometric authentication techniques, 

summarize them, look at evaluation standards, and assess 

the main obstacles and potential paths forward in this field. 

III. RESEARCH METHOD 

The research methodology is essential for any research 

endeavor. The methodology we used to carry out the SLR 

is described in this section. Our research complies with the 

Preferred Reporting Items for Systematic Reviews and 

Meta-Analyses (PRISMA) criteria [21]. A useful and 

repeatable framework for locating, picking, and evaluating 

recent research is provided by PRISMA. It also offers 

recommendations on how to identify, select, and assess the 

studies. Fig. 1 shows the primary steps of the review. 

 

 

Fig. 1. Overview of stages of the SLR. 

A. Review Planning 

The planning step outlines the SLR’s conception and 

preparation procedures, which include determining the 

study’s objective and designing the review protocol. In 

order to find more relevant publications for the SLR, an 

automatic search was done on the main relevant digital 

databases. The relevant digital libraries we used include 

Scopus, Web of Science, IEEE Xplore library, 

SpringerLink, ScienceDirect, and ACM Digital. The years 

2018 to 2024 were taken into consideration for the review 

in order to acquire the most recent and thorough systematic 

review. These libraries were taken into consideration 

because of their well-known status and abundance of 

literature relevant to the study. Table I shows the relevant 

databases with their corresponding links. 
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TABLE I. DIGITAL LIBRARY DATABASES 

Database Website 

Science Direct https://www.sciencedirect.com 

SpringerLink https://link.springer.com 

ACM Digital Library https://dl.acm.org 
IEEE Explore https://ieeexplore.ieee.org 

Scopus https://www.scopus.com 

Web of Science https://www.webofscience.com/wos 

B. Review Conducting 

Following the planning of the review, the next step is to 

execute it. During this phase, the core review process takes 

place, which includes specifying the Research Questions 

(RQs) for the systematic literature review. These RQs 

guide the exploration and address key topics related to 

biometric authentication. Furthermore, the steps for 

selecting a search strategy, as well as for extracting and 

synthesizing data, are discussed at this point. Thus, to 

realize the primary goal of the review, we put forward the 

RQs as given in Table II. 

TABLE II. RESEARCH QUESTIONS (RQS) 

Research question Purpose 

What are the popular domains 

that use biometric authentication? 

To identify the most popular 

domains that apply biometric 
authentication. 

What is the common deep 

learning-based Biometric 

authentication? 

To identify the commonly used 

deep learning methods for biometric 

authentication 

What are the popular deep 

learning algorithms used for 

biometric authentication? 

To identify the deep learning 

algorithms for biometric 

authentication. 

What are the most used 

evaluation metrics for biometric 

authentication? 

To find the most popular evaluation 

metric used for biometric 

authentication. 

What are the research challenges 

in deep learning-based biometric 
authentication? 

To identify the research challenges 

in the field. 

What are the future trends of 

biometric authentication? 

To investigate the future trend in the 

biometric authentication field. 

 

1) Search strategy 

To gather more relevant studies, we develop certain 

search strings that are pertinent to the research questions of 

this review. This entails employing Boolean terms, like 

“𝑂𝑅” “𝐴𝑁𝐷,” to combine search strings that are pertinent 

to the research questions of this review. The search string 

used for the SLR consists of (“Biometric Authentication” 

OR “Biometrics Recognition”) AND  (“Artificial Neural 

Network” OR “Deep Learning”) AND (“Artificial Neural 

Network” AND “Authentication”) AND (“Detection 

techniques” OR “Biometric recognition”) AND 

(“Biometric Authentication Domain”). With each search 

for a digital library, the search terms are changed and 

transformed into the proper input requests.  

2) Selection protocol 

Fig. 2 shows the research article selection procedure and 

the technique applied to the selection of the papers in this 

review. To fully find the pertinent articles, we carried out 

a manual search in addition to the search phrase used in the 

automated search. Following the PRISMA guideline [21], 

in the identification stage, a total of 1866 studies were 

obtained. In the screening stage, after filtering duplicate, 

unsuitable, and irrelevant papers and after going through 

the abstract, introduction, and title, 542 published studies 

were eliminated. Thereafter, 377 research articles were 

moved to the next stage. In the eligibility phase, 268 

research articles were eliminated after the evaluation of 

whole papers. Finally, 109 publications were chosen for 

the review after following the inclusion/exclusion strategy 

as well as the quality assessment. The exclusion/inclusion 

criteria used for the research article selection are 

mentioned in Table III. 

 

 

Fig. 2. The PRISM selection process of the SLR. 

TABLE III. INCLUSION/EXCLUSION CRITERIA 

Criteria Inclusion Exclusion 

Study 

Type 

Only Research works 

involving experimental 
results were considered. 

Research works without 

experimental results were 
excluded. 

Language 
Only Articles written in 

English were used. 

Articles written in other 

languages were not 
considered. 

Year 

Only Research works 

published from 2018 to 

2024 were considered. 

Research works published 

before 2018 were not 

considered. 

Scope 

Only papers focused on 

deep learning-based 

biometrics were 

considered. 

Papers focus on other 
techniques used for biometrics 

not considered. 

Source 

Only conferences and 

journals were considered 

for the review. 

Other sources such as the 

thesis, books, and magazines 

were not considered. 

IV. SEARCH RESULTS AND SYNTHESIS 

In this section, we present the search results and 

synthesis of the SLR. We first provide the description of 

the selected papers used for the SLR and then present 

answers to the RQs stated in the previous section. 

A. Description of the Studies 

This section presents the description of the articles 

considered for this SLR after the search and selection 

criteria. Publications on the deep learning-based 

biometrics authentication techniques found in the SLR 

from 2018 to 2024 are plotted in Fig. 3. The studies utilized 
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in this SLR are shown chronologically in this visual form. 

Research activity has increased noticeably in recent years, 

especially since a specific moment in time, according to 

the data from the figure. It is evident that most of the 

publications included in this study were released before 

2019. It is noteworthy that 2022 had the most  

publications (22), with 2020 and 2023 following closely 

behind with 19 articles. 2018 and 2019 saw 13 and 15 

articles, respectively. 

 

 

Fig. 3. Number of articles reviewed and the year of publication. 

Fig. 4 presents a breakdown of the article categorization 

consisting of either journal articles, conference articles, or 

workshop articles. From the figure, one can see that the 

majority of the articles included in the review were from 

journals (54%) followed by the conference articles (29%) 

and the workshop articles (17%). We also identified the 

number of articles obtained from different bibliographic 

libraries, as illustrated in Fig. 5. As stated earlier, six 

different bibliographic databases were used to search for 

articles for the SLR. These databases include Scopus, 

Science Direct, SpringerLink, IEEE Xplore, Web of 

Science, and the ACM Digital Library. 
 

 

Fig. 4. Types of the articles used in the review. 

 

Fig. 5. Distribution of the articles in the digital libraries. 

It is clear from the statistics in Fig. 5 that the two sources 

that supplied the most articles were Scopus and Science 

Direct, which accounted for 28% and 22% of all articles, 

respectively. These were followed by publications from 

IEEE Xplore (17%) and SpringerLink (17%). With 10% 

and 7% of the total articles, respectively, the ACM Digital 

Library and Web of Science made the fewest 

contributions. This distribution demonstrates how 

different these databases are in terms of coverage and 

applicability to our particular research question. The fact 

that the majority of the papers were from Science Direct 

and Scopus indicates that these databases are especially 

valuable resources for the area being studied. Conversely, 

the lesser contributions from Web of Science and the ACM 

Digital Library suggest either a smaller number of 

pertinent publications in these databases or possibly a 

more limited focus that does not directly match our study 

requirements. 

B. RQ1: What Are the Applications Domainsn of the 

Biometricss Authentication? 

The purpose of this section is to address RQ1. There are 

various application domains for biometrics authentication, 

according to the reviewed articles in the literature. These 

comprise cloud and fog computing [22–24], smart IoT, 

health [25–27], industry [28, 29], and communication. The 

main emphasis is on how authorization frameworks are 

essential in industrial environments to prevent unwanted 

access, bolster data security, and ensure the constant 

dependability and safety of vital industrial  

procedures [30, 31].  

Recently, several studies have been introduced on the 

integration of biometric authentication in the Industrial 

IoT framework. For instance, Das et al. [32] presented an 

improved solution to the growing need for safe and private 

user-authentication techniques in industrial settings. 

Another popular work was presented in [33]. The authors 

investigated biometrics, with particular emphasis on data 

collection and physiological detection. The health sector is 

another significant application domain for biometric 

authentication [34]. Anand et al. [35] employed a novel 

strategy to enhance security for 5G-enabled IoT healthcare 

systems. They aimed to allay worries about Malware 

Attack Detection (MAD) and illegal access to private 

medical data by combining the strength of Convolutional 

Neural Network (CNN) based techniques with the 

accuracy of biometric authentication. A method for 

making a smart health system with biometric 

authentication was presented in [34]. The goal of this 

endeavor was to use biometric authentication to enhance 

healthcare services.  

A smart biometric identity-management framework is 

presented by Farid et al. [36] for customized healthcare 

services. An intelligent multimodal biometric 

authentication methodology is proposed by  

Ahamed et al. [37] for individualized healthcare services. 

Another arena for biometric authentication is Cloud and 

Fog [22–24]. The common goals highlight how important 

it is to have strong authentication in these decentralized 

settings. The security issues that arise in cloud systems are 

discussed in [38, 39], whose authors suggest an automated 
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biometric authentication system that makes use of cloud 

computing. Other domains include  

blockchain [23, 39–42], which focuses on cryptographic 

techniques, decentralized identity, and smart contracts for 

secure authentication. The emphasis is on bolstering 

security with creative methods. The biometric technology 

has shown to be quite useful in the communication  

sector [23, 41–43]. The importance of the domain is 

highlighted by the strong emphasis on secure 

communication. Numerous attempts have been made in 

the smart IoT sectors [2, 44, 45]. Table IV shows the 

summary of the publications on the application domains of 

biometric authentication. 

TABLE IV. APPLICATION DOMAINS FOR BIOMETRIC AUTHENTICATION 

Domain Application description Ref 
No of 

papers 

Industrial 

Limiting illegal access and 

preserving the dependability 

and security of vital 
industrial processes. 

[2, 32, 44–54] 13 

Healthcare 
Encryption, two-factor 

authentication, and secure 

login credentials, 

[25–27, 47, 48,  

55–57] 
8 

Cloud 

Secured access to cloud 

services and fog computing 
nodes. 

[22–24, 58–61] 7 

Blockchain 

Creation of authentication 

techniques and secure 
communication protocols. 

[23, 39–42] 5 

Smart tech 
Secure communication and 

prevent malicious activities 

[2, 44, 45, 47, 48, 

55–57, 62–64] 
11 

Communication 
Secure communication 

protocols, encryption, and 

authentication methods. 

[35, 36, 23, 41–43, 

58–65] 
14 

General security 

Secure login credentials, 

two-factor authentication, 
and encryption. 

[2, 33, 34–38,  

47–50, 66–104] 
51 

 

Fig. 6 illustrates the various application domains of 

biometric authentication, such as industrial, cloud 

computing, smart technologies, communication, health 

care, blockchain, and general security. These applications 

serve to avert unauthorized accessibility, protect data, and 

ensure reliability and safety. Additionally, they encompass 

secure communication protocols and authentications. The 

figure indicates that “general security” and 

“communication” are the most prevalent domains for 

biometric authentication, accounting for 48% and 13% 

respectively, followed by “industrial” and “smart 

technology” at 12% and 10% respectively. “Blockchain”, 

“cloud computing,” and “health” represent 4%, 6%,  

and 7%, respectively. 

 

 

Fig. 6. Application domains of the biometric authentication. 

C. RQ2: What Are the Common Deep Learning-Based 

Biometric Authentication Approaches? 

With the advent of AI, a number of approaches have 

been introduced to solve the biometric authentication 

problem. This includes face recognition, Iris recognition, 

and ear recognition. In this section, we address the RQ2 by 

summarizing the published studies on deep learning-based 

biometric authentication in the studied papers. 

1) Face recognition  

The face is perhaps the most commonly used biometric. 

It serves various purposes, from verifying cellphone users 

to enhancing security in government buildings and airports 

through surveillance cameras. Several face  

recognition-based biometric approaches have been 

introduced. An enhanced facial recognition approach 

tailored for IoT applications is proposed by Li et al. [105].  

Moon et al. [106] have introduced a face anti-spoofing 

technique that employs color segmentation on a  

field-programmable gate array for face recognition. The 

matching procedure is carried out on a secure cloud server, 

while facial features are extracted locally under this 

distributed architecture. A facial-biometric technique 

based on DL was presented in [107] for the secure access 

control of IoT systems. In order to authenticate users, the 

suggested method uses a CNN for extracting 

discriminatory facial traits, which are subsequently 

compared to enrolled templates. Wang and his team 

proposed the additive margin Softmax objective function 

in [108] for deep face verification, which is both simple 

and geometrically interpretable. In 2018, CosFace [109] 

and ArcFace [110] emerged as two promising face 

recognition works. AdaCos [111], P2SGrad [112] Uniform 

Face [113], and Adaptive Face [114] stood out as some of 

the most promising works. 

2) Fingerprint recognition  

Fingerprint biometric is one of the most commonly used 

physiological recognitions techniques, characterized by 

unique ridge and valley patterns [90]. The application of 

deep learning for fingerprint recognition has been the 

subject of numerous studies. For example,  

Ranjan et al. [115] introduced a deep learning method for 

minutiae extraction that estimates minutiae maps and 

extracts features at the same time. Similarly, with an 

emphasis on privacy protection, Yang and associates 

created a thin fingerprint biometric system for Internet of 

Things security. The application of generative models to 

the creation of fingerprint images has also been studied. In 

order to improve picture connection, a technique based on 

a generative model was presented in [89] for creating 

fingerprint images. This algorithm incorporates total 

variation into the Generative Adversarial Network (GAN) 

loss function. Furthermore, in order to build a classifier for 

identifying presentation attacks, the authors created 

synthetic fingerprints that resembled genuine changed 

fingerprints in certain ways. 
3) Iris recognition  

Iris recognition has garnered significant interest in a 

number of security sectors in recent years. According to 

Minae et al. [116], a remarkably high level of accuracy can 

be achieved by using features taken from a convolutional 
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neural network that was initially trained on ImageNet. 

Alaslani and the team’s iris recognition system in [117] 

uses deep features taken from AlexNet for multiclass 

classification, producing impressive accuracy levels on a 

variety of datasets. Hofbauer et al. [118] presented a  

CNN-based method for iris image segmentation, showing 

improved accuracy over earlier techniques. An iris 

identification system utilizing deep transfer learning was 

presented in a recent work by Minaee et al. [48], which 

achieved noteworthy accuracy rates on a test dataset by 

optimizing a pre-trained ResNet model. Minaee and 

associates [116] came up with a convolutional  

GAN-powered method for producing realistic-looking 

artificial iris images. Also, Lee et al. [49] presented a  

GAN-based data augmentation method that produced 

higher accuracy levels. 

4) Palmprint recognition 

Recently, palmprints have attracted a lot of interest in the 

field of biometric identification techniques [52]. A  

deep-learning framework was used in an early investigation 

of palmprint identification by Xin et al. [119]. Additionally, 

a study by Samai et al. [51] offered a deep-learning 

technique for 2D and 3D palmprint recognition. An 

efficient biometric identification system that combines 

two-dimensional and three-dimensional palmprints at the 

matching score level was revealed by their research. A 

Siamese network-based palmprint authorization system 

was shown by Zhang et al. [52]. In order to extract features 

from two input palmprint photos, two Visual Geometry 

Group (VGG)-16 networks were used.  

Izadpanahkakhk et al. [53] suggested a transfer learning 

technique for palmprint verification that simultaneously 

extracts characteristics and regions of interest from the 

pictures. 

A more recent investigation put forward a sophisticated 

approach to palmprint authorization by integrating 

knowledge distillation and hash coding [120]. In 

Ref. [121], Shao and colleagues demonstrated a transfer 

convolutional autoencoder-based cross-domain palmprint 

recognition system. Initially, they utilized convolutional 

autoencoders for feature extraction in low dimensions.  

Zhao et al. [58] a comprehensive deep feature 

representation for palm print recognition. The authors 

designed a CNN architecture for feature extraction from all 

spectral bands and produced a unified feature. 

5) Ear recognition 

Ear recognition is a burgeoning field of interest among 

researchers, with a rising number of biometric recognition 

investigations centering on ears. Despite not attaining the 

same level of popularity as facial, iris, and fingerprint 

recognition, ear recognition is progressively garnering 

attention. Zhang et al. [122] have advocated for the 

utilization of few-shot learning techniques to facilitate 

networks in swiftly acquiring the capability to identify 

images with restricted training data. Sulavko [123] have 

introduced a distinctive method for generating biometric-

based keys and authenticating users by leveraging the 

acoustic attributes of the outer ear. Dodge et al. [124] 

posited the application of transfer learning in conjunction 

with deep networks for unconstrained ear recognition.  

The impact of ear devices on the recognition process 

was examined in reference [125], with an emphasis on the 

possibility of spoofing, especially in a CNN-based 

framework such as VGG-16. A framework for using CNNs 

to detect the outer ear image was presented in a paper by 

Sinha et al. [126]. Using discriminant correlation analysis, 

Omara et al. [127] suggested extracting hierarchical deep 

features from ear pictures and combining them. Last but 

not least, Hansley et al. [128] outperformed other  

cutting-edge CNN-based techniques for ear detection by 

combining CNNs with manually created characteristics.  

6) Voice recognition  

Recently, there has been a surge in interest in delving 

into deep-learning methodologies for speaker 

identification. Moreover, a time-delay neural network is 

presented in [62], which is trained for extracting  

segments-level “x-vectors” for speech recognition. 

Researchers propose a technique for deriving speaker 

embeddings by exploiting joint information. This method 

involves an encoder-discriminator system similar to that of 

GAN [63].  

7) Signature recognition 

There was few research that looked into deep learning’s 

uses in signature recognition prior to its recent rise in 

prominence. A specialized GAN network was used by  

Wang et al. [80] to introduce signature identification, with 

the discriminator network’s loss value acting as the 

identification threshold. Tolosana et al. [81] suggest an 

online writers-independent signature authentication 

technique that leverages Siamese neural network combined 

with Log Short Term (LSTM) and Gated Recurrent Unit 

(GRU). 

8) Gait recognition  

Gait recognition has garnered considerable attention 

due to its potential uses in areas such as visual surveillance, 

where a person’s gait can be monitored from a distance 

without active participation [129]. Recently, deep learning 

techniques for gait recognition have seen increased 

interest. In one approach, Gait Energy Images (GEIs) are 

processed using twin CNN networks, where contrastive 

loss is calculated for minimizing loss for similar inputs and 

increasing it for dissimilar ones. A time-based LSTM 

model was used by Battistone et al. [130] to present a gait 

identification technique. This method extracts skeletal data 

from images and learns joint properties by combining 

LSTM and dense layers. Similar to this, Zou et al. [131] 

suggested a hybrid DL model that uses information from 

smartphone sensors, such as the gyroscope and 

accelerometer, to record gait patterns.  

9) ECG signal  

Recently, several deep neural networks have been 

suggested to enhance Electrocardiogram (ECG) analysis 

tasks. For instance, Hammad et al. [132] proposed using 

CNN as a classifier for ECG biometric authentication. 

Additionally, in Ref. [133], an enhanced CNN-based 

biometric system was developed for human authentication, 

and the method was evaluated using various datasets from 

Physio Net demonstrating good performance.  

Zhao et al. [134] presented an ECG-based biometric 

verification scheme that integrates the generalized CNN 
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and S-transformation to improve classification accuracy. 

The utilization of an enhanced RNN based methods, such 

as LSTM [56] and GRUs, has significantly enhanced 

various tasks, including ECG-based biometric recognition. 

In Ref. [135], a hybrid Restrict Boltmann Machine (RBM) 

based method integrated with Deep Believe Network 

(DBN) has been proposed for single-lead ECG 

classification after detecting ventricular and 

supraventricular heartbeats. To acquire deep 

representations for ECG signal classification, GANs can be 

leveraged to learn without extensive annotated training 

data [136]. 

Table V and Table VI shows some important literature 

on the DL-based biometric authentication and summary of 

the biometric methods respectively. 

TABLE V. SOME IMPORTANT LITERATURE ON THE DL-BASED BIOMETRIC AUTHENTICATION 

Ref Type Model Contribution Results (%) Disadvantage 

[137] Face InceptionV3 CNN Automatic face identification 86.2 Variations in behavioral patterns, acceptance challenges 

[138] Face CNN Thermal face recognition 99.65 
Data quality, scalability concerns, and computational-

resource restrictions 

[139] Face CNN Bi-capsule deep face recognition 99.85 Potential challenges in real-time implementation 

[140] Face AlexNet Automatic face identification 98.5 Need for diverse datasets 

[141] Face VGG-16 Automatic face identification 94.4 
Limited discussion of implementation 

Challenges 

[113] Face RASNet 
Face recognition with 

equidistributed representations 
99.8 Potential challenges in real-time implementation on FPGA 

[142] Face CNN Multi-view face recognition 99.9 Potential challenges in image quality and data acquisition 

[143] Face CNN Multi-view Face recognition 98.52 Complexity of model interpretation 

[124] Voice 
AlexNet, VGG16, 

ResNet50 
Ear recognition over small dataset 99.69 

Limited analysis of potential false 

Positives 

[144] Voice 
VGG-19, AlexNet, 

GoogleNet 

Domain adaptation on ear 

recognition 
67.53 

Data quality, scalability concerns, and computational-

resource restrictions 

[145] Voice AlexNet CNN 
Ear recognition with data 

augmentation 
100 Potential challenges in image quality and data acquisition 

[146] Finger ResNet50 
Scalable Fingerprint 

Recognition 
95.7 Complexity 

[55] Finger CNN 
EG‐based biometric authentication 

for military applications 
99 Potential challenges in real-time implementation 

[56] ECG LSTM 
ECG identification for personal 

authentication 
88.5 Signal-processing challenges and specialized hardware 

[57] ECG LSTM 
ECG biometric system using 

hierarchical LSTM 
76.8 Complexity of model interpretation 

[147] ECG LSTM 
Automatic Electrocardiogram 

Sensing Classifier 
90.7 

Data quality, scalability concerns, and computational-

resource restrictions 

[148] ECG LSTM 
detection and localization of 

myocardial infarction 
87.5 Signal-processing challenges and specialized hardware 

[84] Signature DBN 
multimodal biometric system for 

futuristic security applications 
91.5 

Limited analysis of potential false 

Positives 

[82] Signature DBN 
E‐Skin for Self‐Powered Signature 

Recognition 
99 Complexity 

[80] GAN DBN 
Signature handwriting 

identification 
97 Potential challenges in image quality and data acquisition 

[149] Gait Capsule network 
Multi-view and clothing 

invariant Gait recognition 
74.44 Complexity of model interpretation 

[150] Gait CNN 
Gait recognition with an optimized 

loss function 
100 Potential challenges in real-time implementation on FPGA 

[151] Gait Pretrained DenseNet Multi-view Gait recognition 98.87 Complexity of model interpretation 

[152] Gait CNN 
Gait recognition with reduced 

training time 
98.8 Complexity of model interpretation 

[153] Gait CNN Gait recognition 86.04 Potential challenges in real-time implementation 

[154] Gait CNN 
Gait recognition with invariance to 

background motion 
99.65 Complexity of model interpretation 

[155] Iris ResNet and AlexNet Iris recognition 98.5 Complexity of model interpretation 

[156] Face, Iris GAN 
Super‐resolution of diffusion‐

weighted imaging 
79 

Limited discussion of implementation 

Challenges 

[157] Iris 
Modified CNN and 

Soft- max classifier 

Iris recognition with improved 

computational time 
96.67 

Data quality, scalability concerns, and computational-

resource restrictions 

[158] Iris Inception V2 Noise invariant iris recognition 99.14 Potential challenges in real-time implementation on FPGA 
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TABLE VI. SUMMARY OF THE BIOMETRIC METHODS 

Biometric 

type 
References 

No of 

Papers 

Face 

Recognition 
[77, 91, 105–114, 137–143, 159, 160] 23 

Fingerprint [55, 68–75, 88–101, 146] 24 

Iris [2, 47–49, 117, 118, 155–158] 12 

Palm Print [51–54, 58–61, 120, 121] 10 

Ear [122–128]  7 

Voice [62, 63, 124, 144, 145] 4 

Signature [80–84]  7 

Gait [149–154] 5 

ECG 
[47, 56, 57, 117, 118, 132, 134–136, 

147, 148, 161]  
15 

 

In Fig. 7, we present the percentage distribution of 

articles for various biometric authentication methods. The 

statistic shows that fingerprint recognition is the main 

topic of evaluated papers (22%). In close succession, 11% 

of the studies focus on iris recognition and 21% on facial 

recognition. Moreover, 9% of the articles concentrated on 

palm print identification, and 14% examined 

electrocardiograms. Ear and signature recognition 

methods each account for 7% of the reviewed papers, 

whereas gait and voice recognition methods represent 5% 

and 4%, respectively. Table VII compares biometric 

techniques for practical use cases.  

 

 

Fig. 7. Distributions of the biometric authentication methods. 

TABLE VII. COMPARISONS BETWEEN BIOMETRIC TECHNIQUES, FOR 

PRACTICAL USE CASES 

Biometric 

Technique 
Strengths Weaknesses 

Practical Use 

Cases 

Face 

Recognition 

-Non-intrusive, 

-High usability 

- Sensitive to 
lighting - 

Vulnerable to 

spoofing 

- Access control 

- Surveillance 

Fingerprint 
- Stable over time 

-Easy integration 

- Requires 

contact 

- May fail with 
dirt 

Employee 
attendance 

- Physical access 

Iris 

-High accuracy 
- Requires user 

cooperation 
High-security areas 

- Difficult to spoof 
- Expensive 

hardware 
Identity 

verification 

Palmprint 
- Larger surface 

area for scanning 

-Limited 

scalability for 

small devices 

Attendance 
systems 

Ear 
- Non-intrusive 

-Unique structure 
- Limited use 

cases 

- Forensics 

- Supplementary 

biometric systems 

Voice 
-Non-intrusive 
- Hands-free 

operation 

- Impacted by 
background 

noise 

- Call center 
authentication 

- Smart assistants 

Signature 
- Widely accepted 

- Easy integration 

- High intra-user 
variation 

- Low accuracy 

- Document 
authentication 

- E-signatures 

Gait 

- Non-intrusive 

- Works at a 
distance 

- Affected by 

injuries, 
footwear, 

- Surveillance 

-Continuous 
authentication 

ECG 

- Unique 

physiological trait 
- Continuous 

authentication 

- Requires 

contact sensors 
- Expensive 

hardware 

- Healthcare 

authentication 
- Access to medical 

records 

 

D. What Are the Deep Learning Methods Applied for 

Biometric Authentication? 

Deep Learning (DL) is a subset of ML that leverages 

representational learning to effectively identify feature 

representations from raw data [86, 162]. Contrary to 

classical methods such as random forest and Support 

Vector Machines (SVM), DL models do not depend on 

manually crafted features for effective performance. In 

recent decades, a variety of deep learning approaches have 

emerged [163], including CNN, RNN, RBM, and GAN. 

These techniques have been successfully utilized across 

multiple domains, including computer vision, natural 

language processing, and medical imaging. 

1) Restricted boltzmann machine 

For feature learning and network training, the RBM, a 

generative deep learning technique, uses a greedy,  

layer-by-layer block structure [135]. To offer objective 

estimates of maximum likelihood learning, contrastive 

divergence is used during training [78]. The Deep Belief 

Network (DBN), a deep learning model created by 

stacking many Restricted Boltzmann Machines (RBMs), is 

a well-known illustration of RBM [164]. In order to mimic 

the distribution between the visible input space and hidden 

layers, the DBN includes directed connections in the lower 

levels and undirected connections in the top layer [78]. A 

layer-by-layer approach is used for training, and 

contrastive convergence is used to fine-tune the weights. 

The complete connections exist between the units in 

different layers; however, they are not connected within 

the same layer. “𝑣𝑖” denotes the layer that is visible in this 

context, while “ℎ𝑖” denotes the layer that is hidden. 

Forward and backward directions are not distinguished by 

RBMs. This indicates that there are equal loads in both 

directions. RBMs are contrastive divergence  

algorithm-trained unsupervised learning models. In 

reference [135], a hybrid RBM-based method integrated 

with DBN has been proposed for single-lead ECG 

classification. The proposed method is capable of 

detecting ventricular and supraventricular heartbeats. 

2) Deep belief network  

DBN is a type of DL method that utilizes an 

unsupervised and greedy method [31]. The main objective 

of designing DBNs is to replicate the human brain in 

processing complex information and identify intricate 

patterns. DBN can be conceptualized as a set of RBMs 

with built-in generative capabilities. DBNs do not have 

direct connections between nodes within the same network 

tier. Instead, each node in a DBN is linked to every other 

node in the layers above and below. In DBNs, the input 

data depends on the specific type of data being 
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processed  [107]. In order to generate an output in a DBN, 

all layers within the network must incorporate the 

complete input data. During the training process, every 

layer uninterruptedly makes ideal selections at each step, 

which iterates until the desired level of completion for each 

training process.  

DBNs excel at hierarchical feature extraction but 

require extensive computational resources and are less 

favored compared to modern architectures like CNNs. 

They are often used as preprocessing steps for face or 

voice biometric systems 

3) Convolutional neural network  

CNN is an interconnected network that has been 

extensively and widely studied in the realm of  

DL [88, 165]. This network applies convolution operations 

to raw data and has found applications in several domains 

such as image classification, natural language processing, 

and pattern recognition. The CNN is made up of several 

layers, including convolutional layers and pooling layers, 

all of which are stacked together to enable autonomous 

feature extraction within a deep architecture. During 

training, the model minimizes a loss function, such as 

cross-entropy, using optimization algorithms like Adam. 

Regularization techniques like dropout and data 

augmentation are employed to reduce overfitting. After 

training, the model is evaluated. Recently, several CNN 

modes have been proposed in various studies, which 

include AlexNet [166], VGG [167], and GoogleNet [168]. 

In order to authenticate users, some authors used CNN for 

extracting discriminatory facial traits, which are 

subsequently compared to enrolled templates. Wang and 

his team proposed the additive margin SoftMax objective 

function in reference [108] for deep face verification. The 

proposed model is both simple and geometrically 

interpretable. In order to extract features from two input 

palmprint photos, two VGG-16 networks were used. The 

authors of another work in reference [53] suggested a 

transfer learning technique for palmprint verification that 

simultaneously extracts characteristics and regions of 

interest from the pictures. 

4) Recurrent neural networks 

RNNs use the hidden unit of the recurrent cell to capture 

sequential input over time, enabling the network to learn 

complex patterns [57]. The network’s information is 

continuously updated to reflect the current state, with the 

hidden unit cells being adaptable. However, RNNs face 

challenges in modeling long-term activity sequences and 

temporal dependencies due to training difficulties and 

issues with vanishing or bursting gradients. To address 

these challenges, variations of RNNs such as the Gated 

Recurrent Unit (GRU) and Long Short Term Memory 

(LSTM) have been introduced [56]. In order to regulate the 

influx of input into the network, LSTM incorporated a 

memory cell for storing contextual data [81]. This enables 

the model to effectively capture global features, improving 

performance and modeling temporal dependencies in 

sequential data [56]. However, a major drawback of LSTM 

is the high number of parameters that require adjustment 

during training. To address this issue, the GRU was 

introduced as a faster and simpler alternative with fewer 

parameters that need updating. The method of updating the 

next hidden state and the technique for revealing contents 

differ between GRU and LSTM. While LSTM uses a 

summing operation, GRU updates the next hidden state 

based on correlation, taking into account the time needed 

to retain information in memory.  

A time-based LSTM model was used by  

Battistone et al. [130] to present a gait identification 

technique. This method extracts skeletal data from images 

and learns joint properties by combining LSTM and dense 

layers. The utilization of enhanced RNN-based methods, 

such as LSTM [56] and GRUs, has significantly enhanced 

various tasks, including ECG-based biometric recognition.  

Implementation begins with preprocessing input 

sequences into fixed-length segments. The RNN, often 

enhanced with LSTM or GRU, processes each sequence  

step-by-step, updating its hidden state. Backpropagation 

Through Time (BPTT) is used to minimize the loss over 

all time steps. Regularization techniques, such as gradient 

clipping, prevent exploding gradients 

5) Auto-Encoder  

Auto-encoders are used to learn effective data encoding 

in an unsupervised way [121]. This is accomplished by 

first compressing the input data into a latent-space 

representation, from which the output, which is often 

identical to the input, is then rebuilt. The Autoencoder 

(AE) method utilizes encoder and decoder units to 

replicate input values as output [79]. Autoencoder 

techniques extract important features from unlabeled data 

by using a reduced-dimensional space projection. To 

reduce errors, the encoder converts input data into hidden 

features, which the decoder subsequently reconstructs. The 

approach promotes data-driven learning feature extraction 

approaches to avoid problems with manually produced 

features. By making sure that the hidden units are smaller 

than the inputs or outputs, the autoencoder is trained to 

generate a lower-dimensional discriminative feature [79]. 

The model training involves minimizing reconstruction 

loss, such as Mean Squared Error (MSE). AEs are useful 

in anomaly detection by measuring reconstruction errors, 

with higher errors indicating deviations. Advanced 

variations, such as denoising autoencoders, add noise to 

the input to improve robustness. 

Various variations of autoencoders have been proposed 

in the past. One of the most popular is the Stacked 

Denoising Auto-Encoders (SDAEs), which stack 

numerous AE and uses them for picture denoising [121]. 

Another popular autoencoder variation that makes use of a 

prior distribution on the latent representation is the 

Variational Auto-Encoder (VAE). VAEs are powerful 

tools for generating synthetic biometric data, enabling 

systems to generalize across varying demographics, 

lighting fixtures, and environmental conditions. Their 

ability to create diverse, privacy-preserving datasets is 

invaluable in training robust and unbiased biometric 

models. 

6) Generative adversarial network 

In Ref. [169], the Generative Adversarial Network 

(GAN) concept was first presented. An alternate method 

to the conventional maximum likelihood estimation 
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process is offered by GAN. It uses both unsupervised and 

unsupervised processes in a game-like interaction between 

two network models. Training a generative model that can 

precisely estimate the spreading of the target data using the 

given training data is the main goal of GAN [90]. 

Furthermore, GAN integrates a discriminative model that 

evaluates whether a sample data set comes from the 

produced output or the real training data. The learning rate 

and the model structure are two of the many variables that 

affect the GAN training process [89]. 

To ensure effective convergence, several ad hoc tactics 

are often employed to enhance the reliability of the 

generated data. Several GAN method extensions have 

been developed to enhance convergence and simplify the 

training phase [170]. However, research on GAN is still in 

its nascent stages. Recent studies have indicated that 

supervised learning can be combined with GAN, offering 

potential benefits for information retrieval and 

recommender systems [120].  

GANs play a transformative role in generating artificial 

biometric data, enabling systems to generalize across 

diverse demographics, lighting conditions, and 

environments [90]. By addressing data scarcity and 

variability, GANs significantly enhance the robustness, 

fairness, and accuracy of biometric systems. However, 

ensuring ethical usage and addressing technical challenges 

remain critical for their broader adoption in real-world 

applications. GANs consist of two neural networks, a 

generator and a discriminator trained in an adversarial 

setup. The generator creates synthetic biometric data while 

the discriminator distinguishes between real and synthetic 

data. Training involves alternating updates to minimize the 

generator’s loss and maximize the discriminator’s ability 

to detect fakes. Techniques like Wasserstein loss or 

spectral normalization improve convergence stability. 

Several works have been introduced to exploit GAN for 

biometric authentication for example To improve picture 

connection, a technique based on a generative model was 

presented in Ref. [89] for creating fingerprint images. This 

algorithm incorporates total variation into the GAN loss 

function. Furthermore, in order to build a classifier for 

identifying presentation attacks, the authors created 

synthetic fingerprints that resembled genuine changed 

fingerprints in certain ways. 

TABLE VIII. DEEP LEARNING METHODS FOR THE BIOMETRIC 

AUTHENTICATION 

Model References No of papers 

CNN 

[35, 50–53, 58–60, 68–70, 75, 77, 88, 

91, 93–101, 106, 107, 122–128, 132, 

134, 147, 148, 159, 161, 171–174] 

42 

DNN [64, 85, 86, 175] 4 

DBN [62, 65, 84, 87, 107] 5 

RNN 
[56, 57, 72, 73, 81, 107, 130, 131, 

176] 
9 

RBM [78, 84, 135, 164] 4 

AE [79, 121, 176–178] 5 

GAN 
[49, 54, 60, 61, 63, 74–76, 80, 89, 90, 

120, 136, 156] 
14 

 

Table VIII and Fig. 8 illustrate the distribution of papers 

that employed deep learning algorithms for the biometric 

authentication methods identified in the Systematic 

Literature Review (SLR). From the figure, it is evident that 

the majority of the articles selected for the SLR utilize 

CNNs, which are featured in 51% of the studies. GANs 

and RNNs are used in 16% and 11% of the papers, 

respectively. Deep Belief Networks (DBNs) and 

Autoencoders (AEs) each appear in 6% of the articles. 

Finally, deep neural networks (DNNs) and RBMs are 

represented in 5% of the total reviewed articles for the 

SLR. 

 

 

Fig. 8. Distribution of the deep learning-based techniques. 

E. RQ4: What are Popular Evaluation Metrics Used for 

the Deep Learning Base Biometric Authentication 

Method? 

Although no standardized evaluation metrics are 

exclusively used for assessing machine learning 

techniques in biometric authentication, various 

performance measures have been applied by different 

researchers. These include the False Acceptance Rate 

(FAR), False Rejection Rate (FRR), and Equal Error Rate 

(EER), along with other metrics such as accuracy (acc), 

recall (rec), precision (pre), F1, False Negative Rate 

(FNR), and specificity. The performance metrics 

employed in the reviewed studies based on the selected 

articles are presented in this section.  

The FAR [35, 172] represents the likelihood of 

mistakenly identifying samples from different individuals 

as belonging to the same individual. In the context of  

ML-based authentication techniques, the classification 

threshold preference can lead to incorrect recognition of 

deceivers’ characteristics. FRR [35, 172] represents the 

likelihood of mistakenly identifying samples from the 

same individual as belonging to different individuals. The 

EER [106, 179] is the point where the FAR and FRR are 

equal. As FAR and FRR are inversely related, an increase 

in one leads to a decrease in the other. In biometric 

applications, understanding the trade-offs between FAR, 

FRR, and EER is crucial for optimizing system 

performance [106]. FAR refers to the probability that a 

biometric system incorrectly accepts an unauthorized user, 

while FRR represents the likelihood of rejecting a 

legitimate user. In high-security settings, a low FAR is 

essential to prevent unauthorized access, but this often 

comes at the cost of a higher FRR, where legitimate users 

may be incorrectly denied access. The EER, the point at 

which FAR and FRR are equal, serves as a useful 

benchmark for system balance [179]. In applications 

demanding excessive protection, minimizing FAR is often 

prioritized, which may lead to increased FRR and potential 

user frustration.  
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While precision measures the accuracy of positive 

forecasts, accuracy measures the total number of accurate 

predictions. Recall, also known as sensitivity, is the 

percentage of positive cases that the classifier properly 

detects. The two values have an adverse connection, even 

though one may want to maximize both precision and 

recall. A decrease in recall could result from increasing 

precision, and vice versa. We term this phenomenon the 

precision/recall trade-off. The F-score, which is the 

harmonic mean of precision and recall, is a more useful 

metric to take into account than maximizing recall and 

precision separately. By adjusting the decision threshold 

for a classifier, one can observe changes in performance in 

terms of the trade-off between recall and precision.  

Table IX and Fig. 9 displays the performance measure 

formulas and the corresponding number of papers for each 

metric. Models with lower performance measure values 

demonstrate a higher capacity for generalization when it 

comes to FPR and FNR. The table also makes it clear that 

the symbols True Positive (TP), True Negative (TN), False 

Positive (FP), and False Negative (FN) stand for true 

positive, false positive, and false negative, respectively. 

TABLE IX. PERFORMANCE EVALUATION METRICS 

Metrics Formula References 
No of 

Papers 

Accuracy 
𝑇𝑁 + 𝑇𝑃

(𝑇𝑁 + 𝐹𝑁 + 𝐹𝑃 + 𝑇𝑃)
 

[2, 25–27, 35, 36, 47, 51–

53, 56, 58, 59, 66, 77–79, 
81, 91–93, 106–112, 114, 

122–128, 130, 131, 144, 

146–148, 159, 160, 164, 
171–174, 180–185] 

55 

Recall/ 
Sensibility 

𝑇𝑃

(𝑇𝑃 + 𝐹𝑁)
 

[35, 58, 59, 75, 77, 91, 

93–100, 106, 107, 122, 
123, 127, 124, 128, 147, 

148, 159, 171–174] 

28 

Precision 
𝑇𝑃

(𝑇𝑃 + 𝐹𝑃)
 

[27, 35, 47, 50, 60, 68–

70, 75, 77, 91, 93–100, 
106, 107, 123, 127, 128, 

159, 172–174] 

28 

𝐹𝑅𝑅 
𝐹𝑁

𝑇𝑃 + 𝐹𝑁
× 100 

[2, 25–27, 35, 47, 53, 58, 
66, 172] 

10 

𝐹𝐴𝑅 
𝐹𝑃

𝐹𝑃 + 𝑇𝑁
× 100 

[2, 35, 53, 58, 77, 79, 93, 

122, 126, 127, 172] 
11 

𝐸𝐸𝑅 - [63, 80, 106, 186–192]  10 

 

 

Fig. 9. Summary of the evaluation metrics.  

Overfitting is a common challenge in deep learning, 

particularly in biometric systems, where models learn 

excessively from training data, failing to generalize to 

unseen data [88, 165]. Biometric systems often deal with 

sensitive data like fingerprints, facial recognition, and 

ECG signals, making the need for robust optimization 

strategies critical. Table X shows key optimization 

strategies to mitigate overfitting, with emphasis on their 

importance in biometric models: 

TABLE X. KEY OPTIMIZATION STRATEGIES TO MITIGATE THE 

OVERFTTING 

Optimization 

Strategy 

How it 

Works 
Advantages 

Application in Biometric 

Models 

Batch 
Normalization 

Normalizes 

layer inputs 
by adjusting 

and scaling 

activations 
within each 

mini-batch. 

Accelerates 

training. 

Handles variability in 

biometric data like facial 

images or ECG signals. 
[147, 148]  

Reduces 

internal 
covariate 

shift 

Improves generalization 

across diverse datasets 

[165] 

Allows 

higher 

learning 

rates. 

Stabilizes training for 

complex architectures. 
[134] 

Dropout 

Randomly 

disables a 

fraction of 
neurons 

during 

training. 

Prevents  

over-

reliance on 
specific 

neurons. 

Mitigates overfitting in 
small biometric datasets. 

[134] 

Forces models to learn 
redundant, generalizable 

representations.  

[68, 101]  

Reduces 
dependency 

on large 

datasets. 

Simulates real-world 
variations (e.g., different 

lighting, noise, or 

occlusions). [132, 161] 

L2 

Regularization 

Adds a 

penalty term 

to the loss 
function 

proportional 

to the sum of 
squared 

weights. 

Discourages 
large 

weights. 

Promotes simplicity in 

biometric models to 

improve interpretability.  
[49, 60] 

Simplifies 

the model. 

Ensures stability in 

learning subtle patterns 

(e.g., facial landmarks or 
fingerprint details) 

Early 
Stopping 

Monitors 

validation 

loss and halts 
training when 

performance 

degrades. 

Prevents 

overtraining. 

Ensures models generalize 

well to unseen biometric 
data [132, 161]. 

Improves 

feature 

learning. 

Enhances adaptability to 

unique biometric features 
like iris patterns or ECG 

signals. 

F. RQ 5: What are the Research Challenges in 

Biometric Authentication? 

This section focuses on addressing RQ4 by exploring 

the research challenges associated with deep learning-

based biometric authentication. Despite significant 

advancements and contributions in this domain, several 

critical challenges persist. These unresolved issues not 

only highlight the limitations of current methodologies but 

also pave the way for future research and innovation in the 

field. The key challenges include datasets, biometrics, 

interpretability, complexity and scalability, privacy and 

access control, and adversarial attacks. Details of the 

challenges are outlined below: 

1) Datasets issue 

DL has demonstrated significant promise and 

effectiveness in the fields of computer vision and pattern 

recognition, including biometric authentication. Yet, the 

majority of datasets that are currently accessible for deep 

learning applications in biometric research are terribly 

unbalanced [49, 60, 77, 88, 91, 105–107, 109, 132, 159, 

161, 185, 193]. Biometric recognition may be skewed as a 
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result of a training dataset imbalance. To overcome 

imaging and sophisticated annotation restrictions, future 

work should concentrate on creating extensive public 

databases and private datasets. Oversampling strategies 

have been used in several studies to address the issue of 

imbalanced data [194]. 

To address dataset imbalance in biometric data, 

techniques like Synthetic Minority Oversampling 

Technique (SMOTE) and Adaptive Synthetic Sampling 

(ADASYN) can be effective but must be applied carefully 

to preserve data integrity [195]. SMOTE generates 

synthetic samples by interpolating minority class data, but 

in biometric records, this can introduce unrealistic patterns 

that may affect accuracy. ADASYN, which focuses on 

creating synthetic samples for more complex, hard-to-

classify data points, can sometimes amplify noise or create 

ambiguous patterns. Moreover, in dealing with imbalanced 

biometric datasets, the precision-recall trade-off is crucial. 

Precision measures the proportion of correctly identified 

positive cases (e.g., legitimate users) out of all cases 

flagged as positive by the model, while Recall measures 

the proportion of actual positive cases correctly identified 

by the model. When datasets are imbalanced, where one 

class vastly outnumbers the other, increasing precision 

often leads to a decrease in recall and vice versa. Future 

research should examine other oversampling and under 

sampling techniques, as studies have shown that these 

methods may induce biases dependent on sample 

selection  [196]. 

2) Biometric fusion  

Single biometric recognition alone is not enough to 

address all the deep learning-based biometric  

tasks [132, 197]. For instance, it may not be feasible to 

differentiate between identical twins based solely on their 

faces or to match an identity when the face is disguised or 

altered through surgery. However, by combining 

information from various biometrics, a more consistent 

solution can be achieved [37]. For example, using a 

combination of voice and face or voice and gait can 

potentially solve the problem of identifying identical  

twins [132]. However, developing a DL-based method that 

can effectively encode and aggregate different biometrics 

would be an intriguing challenge. Information fusion can 

occur at various levels, such as the data level, feature level, 

score level, or decision level [197]. Although there have 

been several studies on biometric fusion [5, 37, 132, 198], 

most of them are still in their early stages and do not yet 

encompass the real-world scale of biometric recognition.  

To strengthen multi-modal biometric systems, unique 

methodologies for feature-level fusion and score-level 

fusion can be employed to effectively combine 

information from different biometric modalities, 

enhancing the accuracy and robustness of the system. For 

feature-level fusion, one effective approach is Canonical 

Correlation Analysis, which seeks to find the linear 

relationship between two sets of features from different 

modalities, maximizing the correlation between them. In 

score-level fusion, where the outputs from individual 

classifiers are combined, min-max normalization is a 

widely used method.  

Hybrid models combining CNN and RNN are ideal for 

temporal biometric data like gait or voice. The CNN 

extracts spatial features from input sequences (e.g., 

spectrograms or frames), while the RNN processes 

temporal dependencies, capturing sequential patterns. 

Ensemble techniques, integrating multiple such hybrid 

models, further enhance accuracy and robustness by 

leveraging complementary strengths across diverse 

architectures. 

3) Interpretable deep architecture  

DL-based methods have undeniably proved outstanding 

performance in various scenarios, including partial data 

and different sensor types [199]. However, challenges 

persist in these areas [9, 48, 198]. Furthermore, in real-

world scenarios, the number of subjects or people should 

ideally reach tens of millions. Consequently, biometrics 

datasets need to encompass a significantly larger number 

of classes, ranging from 10 million to 100 million [193]. 

These datasets also need to incorporate challenging 

benchmarks. Despite these advancements, there are still 

several unanswered questions regarding deep learning 

models [55, 67, 187]. For instance, what exactly do these 

models learn? Why are they susceptible to being deceived 

by adversarial examples, whereas humans can easily detect 

them? Additionally, what is the minimal neural 

architecture capable of achieving a certain level of 

recognition accuracy on a given dataset? Post-hoc 

interpretability strategies like LIME (Local Interpretable 

Model-Agnostic Explanations) and SHAP (SHapley 

Additive exPlanations) help explain predictions in 

biometric systems by analyzing feature contributions after 

the model has made decisions. 

4) Complexity and scalability 

Deep learning model training for biometric 

identification is a resource-intensive process that calls for 

a large amount of memory, storage, and processing 

power [77, 106]. This may be a problem for businesses 

with little funding. Furthermore, putting in place real-time 

biometric authentication systems necessitates that the 

model make judgments quickly and with little delay. It can 

be difficult to do this technically while keeping security 

and accuracy intact. Several studies highlight the 

importance of complexity and scalability as the main 

issues for researchers in [48, 77, 88, 91, 105–110, 132, 

159, 161]. It is vital to make sure that authentication 

systems can sustain dependability and scale efficiently as 

IoT networks grow. The issues presented by the growing 

scale and complexity of biometric ecosystems are thus the 

focus of future attention.  

Quantization and pruning are essential techniques for 

reducing the model size and enhancing memory efficiency 

in edge devices, which often have limited computational 

and storage resources [132]. Quantization involves 

converting model weights and activations from  

high-precision to lower precision, significantly reducing 

the model’s memory footprint and computational demands 

while maintaining acceptable accuracy. Pruning, on the 

other hand, removes redundant or less important 

parameters, such as zeroing out small weights or entire 

neurons in the network, resulting in a sparser model that 
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requires fewer storage and computation 

resources  [132,  161]. 

5) Privacy and access control 

Biometric data is inherently sensitive, and its misuse or 

unauthorized access can lead to severe privacy violations. 

Deep learning models require this data for training, raising 

concerns about data security and the potential for data 

breaches. Furthermore, the use of biometric data, 

particularly in surveillance applications, raises ethical 

questions regarding consent, data ownership, and the 

potential for misuse by governments or corporations. 

Thus, Privacy concerns have been highlighted in various 

studies as crucial issues [2, 6, 33, 107]. Researchers are 

working towards developing authentication systems that 

prioritize user privacy and provide efficient access 

management. 

6) Adversarial attacks 

Deep learning models, which can be used in biometric 

authentication, for instance, can be subjected to adversarial 

attacks [89, 90]. Different from traditional machine 

learning algorithms, the attackers can deceive models into 

misjudging the identity of a person and acquire 

unauthorized access via even altering some input data 

perturbation (e.g., a face image). However, deep learning 

can also be deceived by fakes: fake fingerprints or a 

photograph with high image sharpness. Amidst these, 

there is still a big challenge in developing credible 

biometric authentication systems; hence [63, 80, 120, 136, 

156]. 

Table XI and Fig. 10 list the major research projects that 

have tackled the difficulties associated with DL-based 

biometric authentication. A thorough examination of this 

research shows that, of the different difficulties noted, 

complexity and scalability stand out as the most important 

and often cited problems. More emphasis is placed on 

these issues in the literature, demonstrating their 

significant influence on the creation and application of 

reliable biometric authentication techniques. The 

importance of complexity and scalability indicates that 

these issues are crucial for practitioners and researchers 

who want to improve the dependability and efficiency of 

biometric systems in practical settings. 

TABLE XI. CHALLENGES OF THE DEEP LEARNING BASED BIOMETRIC 

AUTHENTICATION 

Challenges References No of papers 

Datasets 

Issue 

[9, 33, 49, 51–53, 56, 60, 77, 88, 91,  

105–107, 109, 123, 132, 134, 159, 161, 
185, 193] 

22 

Biometric 

Fusion 

[5, 37, 49, 50, 55, 83, 84, 58, 67, 132, 

187, 193, 197, 198] 
14 

Interpretable 
Deep 

Architecture 

[9, 48, 85, 86, 175, 198]  6 

Complexity 
and 

Scalability 

[2, 48, 49, 58, 59, 77, 88, 91, 105–110, 
122, 132, 135, 147, 148, 159, 161, 165, 

171, 193, 200] 

25 

Privacy and 
Access 

Control 

[2, 6, 23, 32, 33, 38, 66–71, 102, 107, 

193] 
15 

Adversarial 

Atack 
[49, 54, 63, 80, 89, 90, 120, 136]  8 

 

 

Fig. 10. The challenges of biometric authentication. 

G. What are the Future Trends to Address the 

Challenges in Deep Learning-Based Biometric 

Authentication? 

It is also important to articulate those future directions 

in the authentication research. These paths correspond to 

the goals that researchers should meet so they can advance 

in this domain, overcome new challenges, and extend the 

interoperability of authentication protocols. Future 

directions provide researchers with signposts to real 

objectives that could help strengthen the security, 

effectiveness, and applicability of what we do during 

practice time, as well as new technologies. 

1) Synthetic data generation and augmentation 

By simulating the real world in a virtual environment, 

one can generate an enhanced version of biometric data to 

enhance model performance along with boosting its 

generalization properties. For example, techniques like 

GANs [49, 54, 63, 80, 89, 90, 120, 136, 156] can generate 

high-quality realistic biometric data using which it is 

possible to train a state-of-the-art deep learning model 

without the need for extensive quantities of  

real-world/real-scenario training data. Advanced data 

augmentation techniques, such as multi-modal 

augmentation, can help improve model robustness by 

simulating a wide range of conditions, such as variations 

in lighting, pose, and facial expressions [80, 136]. This 

leads to better generalization across different 

environments and populations. 

2) Security robustness and enhancement  

Adversarial training is one of the major tools to improve 

robustness in deep learning models, which helps security 

vulnerabilities such as adversarial attacks [49, 54, 120], 

otherwise. This means training models on clean data while 

also making them robust to attacks from adversaries 

spoofing inputs. Flexible and general-purpose  

purpose-software architectures are currently under 

research to improve the security resilience [2, 33, 38, 66–

71, 103, 132, 135, 201] while other architecture trends 

focus on significantly increasing resource sharing as a 

result of advances in node efficiency (see Sect. 

Optimization techniques to extract features and ensemble 

methods that add outputs from multiple models can avoid 

the attack. 

Antagonistic training techniques, such as the Fast 

Gradient Sign Method (FGSM) and Projected Gradient 

Descent (PGD), are increasingly used to enhance the 

robustness of biometric models against spoofing and input 

perturbations [71, 132, 135]. These techniques involve 

Journal of Advances in Information Technology, Vol. 16, No. 4, 2025

470



 

deliberately crafting adversarial examples, which are 

inputs modified with small but strategically designed 

perturbations to mislead the model into making incorrect 

predictions. FGSM works by calculating the gradient of 

the model’s loss function with respect to the input data. On 

the other hand, PGD performs a more refined process, 

iteratively perturbing the input and projecting it back into 

a feasible space. 

Adaptive multi-modal fusion approaches can be highly 

effective [58, 59]. This strategy integrates multiple 

biometric modalities such as face, fingerprint, and voice 

into a unified system, where each modality provides 

complementary information. The adaptive fusion allows 

the system to dynamically weigh the importance of each 

modality based on the quality and reliability of the data, 

adjusting for potential perturbations or spoofing attempts 

that may affect one modality more than others may [24]. 

3) Real-time authentication 

The growing threat of cyber-attacks, distant 

identification thefts, session hijacking, or unauthorized 

entries on devices such as smartphones and databases has 

potential limitations in using traditional authentication 

mechanisms [6, 8, 94–97] which read time-critical 

scenarios like unlocking a phone to authenticate as a 

password keeper or to authorize an  

e-payment. Real-time authentication utilizes  

state-of-the-art technologies, and deep learning plays a 

crucial part in examining various biometric & behavioral 

properties. This method improves security but also makes 

the user experience more pleasant by not always requiring 

repetitive authorization alerts [94, 95].  

Zero-Knowledge Proofs (ZKPs) offer a powerful 

solution for secure authentication without revealing 

sensitive biometric data, thus enhancing user privacy. In a 

ZKP framework, a user can prove they possess valid 

biometric credentials without actually disclosing the 

biometric data itself. The core principle of ZKPs is that the 

prover can convince the verifier of the truth of a 

statement  [95, 96]. 

4) Shot and self-supervised learning  

Many successful approaches, especially those 

introduced for biometric recognition, have learned their 

model on the basis of large datasets with enough number 

of samples per class [85, 86, 79]. An exciting prospect in 

this domain that will emerge soon is the growing 

popularity of powerful methods from just a few shots or 

even one shot in extreme cases [3]. This development 

would let create discriminative models without the 

requirement for generating substantial numbers of samples 

from every specific ID. A emerging topic in deep learning 

is self-supervised learning [13, 202], however it has not 

been fully explored either on biometric recognition. The 

reason is that we have not applied to the region of patches 

with a smaller size, where it could serve as an area for the 

network to learn discriminative biometric features and 

then pool them together in order to verify if this image 

corresponds or not (classification task) [200]. 

5) Blockchain integration 

Eliminating central points of control or failure is one of 

the main advantages of combining blockchain technology 

with biometric authentication [30]. Conventional solutions 

frequently use centralized servers for device management 

and authentication, which leaves holes that hackers could 

take advantage of. Another essential component of 

blockchain that improves authentication is its 

immutability  [39]. Once information is recorded on a 

blockchain, it cannot be removed or changed without the 

network’s approval. In IoT contexts, where data integrity 

is crucial, this feature is especially beneficial. Blockchain 

guarantees that all activities inside the Internet of Things 

network are traceable and impenetrable by logging device 

interactions, authentication events, and data exchanges on 

an unchangeable ledger. Many studies have focused on 

identifying the possibilities of blockchain technology in 

authentication systems, as mentioned in Refs. [23, 24, 30, 

39, 40]. 

Blockchain-based decentralized data storage leverages 

a distributed network of nodes to store data across multiple 

locations, ensuring enhanced security and  

integrity [23, 40]. Unlike traditional centralized systems, 

where data is stored in a single location, blockchain stores 

data in blocks that are cryptographically linked together in 

a chain. Each block contains a batch of transactions or data 

entries, along with a cryptographic hash of the previous 

block, creating an immutable record [23]. This hashing 

ensures that once data is written to the blockchain, it 

cannot be altered without changing all subsequent blocks, 

making tampering virtually impossible. 

6) IoT and wearable technology integration 

From industrial automation and personal security to 

smart homes and health monitoring, wearable technology 

and the Internet of Things are transforming many facets of 

our everyday lives [66]. Biometric authentication systems 

are increasingly integrating various technologies as they 

develop [2, 33, 34, 38, 22–24, 58, 59, 66–70] As a result 

of this integration, more secure, smooth, and customized 

authentication techniques that work in real-time across a 

variety of devices and situations are being developed. 

Biometric authentication may be integrated with wearables 

and the Internet of Things to develop continuous, context-

aware, and highly secure authentication systems that 

protect sensitive data and improve user comfort [68]. This 

integration is especially important in situations like mobile 

and distant locations when conventional authentication 

techniques are inadequate or unfeasible [66–68]. 

Hierarchical deployment strategies for real-time 

biometric data processing combine the strengths of cloud 

and edge computing to achieve efficient and secure 

operations [24, 58]. At the edge level, biometric data is 

captured and preprocessed locally on edge devices, such as 

IoT sensors or edge servers, ensuring low latency and 

reducing the volume of data transmitted to the cloud. 

Critical tasks like feature extraction, encryption, and initial 

authentication can occur here to enhance responsiveness 

and data protection [58, 59]. 

Table XII and Fig. 11 present a visual depiction of the 

anticipated future trends designed to tackle the challenges 

faced in deep learning-based biometric authentication, as 

outlined in multiple studies. The figure illustrates that 

multiple emerging trends have been identified in the 
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literature to tackle the diverse challenges associated with 

biometric authentication. Notably, among these trends, the 

integration of IoT devices and wearable technology stands 

out as the most promising and widely discussed future 

direction. This trend is emphasized in the literature as 

having significant potential for enhancing the 

effectiveness, security, and usability of biometric systems, 

offering innovative solutions to overcome the current 

limitations in the field.  

TABLE XII. THE FUTURE TRENDS OF DEEP LEARNING-BASED 

BIOMETRIC AUTHENTICATION 

Future trends References No of papers 

Synthetic Data 

Generation and 

Augmentation 

[49, 54, 63, 80, 89, 90, 120, 
136, 156]  

9 

Robustness and 
Enhancement 

[2, 33, 38, 58, 59, 66–71, 103, 

122, 132, 135, 147, 148, 171, 

201]  

18 

Realtime 
Authentication 

[6, 8, 94–97, 103, 132, 135, 
165, 193, 200] 

12 

Self-Supervised 

Learning 

[3, 9, 13, 53, 79, 85, 86, 175, 

182, 200, 202] 
11 

IoT and Wearable 
Technology 

Integration 

[2, 5, 22–25, 30, 33–39, 43, 

58–62, 66–71, 107] 
27 

Blockchain 
Integration 

[23, 24, 30, 39–42]  7 

 

 

Fig. 11. The future trends to address the challenges. 

V. CONCLUSION 

The integration of machine learning has greatly 

improved biometric systems, especially in the realm of 

deep learning techniques. With the continuous expansion 

of modern technology, there are both security challenges 

and opportunities for biometrics to be utilized in various 

applications. In this study, we performed an SLR to 

thoroughly explore and summarize the current research on 

deep learning-based biometric authentication techniques. 

The review adhered to the PRISMA methodology, 

employing established protocols to gather, synthesize, and 

present relevant articles. We applied targeted search 

strategies across major electronic databases, ultimately 

selecting and analyzing 109 articles for inclusion in the 

SLR. The review identified and summarized the popular 

biometric techniques used for authentication, the common 

deep learning methods applied in biometric authentication, 

and the widely used evaluation metrics for deep learning-

based biometric authentication. Additionally, the paper 

highlighted the main challenges in deep learning-based 

biometric authentication and discussed future trends in the 

field. 
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