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Abstract—The paper presents a novel method for 

constructing a multi-domain, multi-layer cybersecurity 

semantic knowledge base. Utilizing diverse cybersecurity 

data sources, the framework seamlessly integrates entity 

extraction, event extraction, and semantic relation 

extraction through sophisticated semantic parsing 

techniques, resulting in a highly accurate and 

comprehensive knowledge base. By employing Bi-directional 

Long Short-Term Memory (Bi-LSTM) models with 

attention mechanisms for precise entity extraction, a 

hierarchical strategy network for detailed event extraction, 

and pattern rule matching for elaborate semantic relation 

extraction, the proposed method demonstrates exceptional 

efficacy. Experimental results show entity extraction with 

95.4% accuracy and 92.5% recall, event extraction with 

93.3% accuracy and 90.8% recall, and semantic relation 

extraction with 90.7% accuracy and 88.6% recall. The 

constructed knowledge base achieves an average query 

response time of 0.5 s and a query accuracy of 92%. This 

innovative approach enhances the processing and 

understanding of complex cybersecurity data, providing 

reliable and precise semantic knowledge query and 

reasoning, crucial for dynamic threat response.  

 

Keywords—semantic knowledge base, cybersecurity, 

semantic parsing, attention mechanism, hierarchical policy 

networks 

 

I. INTRODUCTION 

The semantics is the knowledge used in natural 

language processing to understand and infer semantic 

relationships, assisting computers in linking and 

reasoning among knowledge to more accurately 

understand the true meaning of text. A semantic 
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knowledge base is a structured knowledge base that 

provides representation and parsing of relevant semantic 

knowledge and describes semantic relationships. The 

paper uses attack and defense data, security events, 

security intelligence, and security knowledge as data 

sources to propose a multi domain and multi-level 

cybersecurity semantic knowledge base construction 

method and system. It constructs a semantic extraction 

framework that covers entity knowledge extraction, event 

knowledge extraction, and semantic relationship 

extraction. Through semantic mapping technology, the 

interrelationships among entity knowledge, event 

knowledge, and semantic relationships are established, 

thereby achieving more accurate and rich associations 

and parsing among semantic knowledge. The core 

objective of the paper is to construct and develop a 

semantic knowledge base tailored specifically for 

cybersecurity, addressing the unique challenges within 

this domain. By focusing on multi-modal, multi-type, and 

multi-format data integration, the proposed framework 

offers a unified semantic representation that is crucial for 

effective cybersecurity measures. The novel methods and 

schemes ensure that the semantic knowledge base can 

handle the intricate nature of cybersecurity data, thereby 

providing a robust foundation for intelligent 

cybersecurity applications. 

Building a semantic knowledge base for cybersecurity 

is an indispensable but extremely challenging task in the 

construction and development of intelligent 

cybersecurity  [1, 2]. The existing common methods 

mainly extract entity relationships from individual 

sentences in text, but due to the special nature of 

cybersecurity data, it increases the difficulty of 

constructing a cybersecurity semantic knowledge base. 

Firstly, cybersecurity data comes from different networks, 
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applications, and entities, resulting in varying data 

structures and formats, leading to data consistency issues. 

It is necessary to merge, clean, and standardize data from 

different sources for effective semantic analysis. 

Secondly, cybersecurity data includes various specific 

concepts, technical terms, and contextual information. 

Many entities are often present in multiple sentences or 

even files within the context. The main challenge is how 

to extract entity knowledge in more complex contexts. 

Finally, cybersecurity data cannot guarantee the complete 

recording of all events and situations, which may lead to 

missing or incomplete data [3]. Therefore, semantic 

parsing algorithms need to use appropriate methods to 

infer possible complete information from fragmented and 

localized data, to better support cybersecurity defense 

actions, the systematic application of elements, and 

collaborative linkage. 

At present, there are relatively few literatures related to 

the semantic knowledge base of cybersecurity.  

Lin et al. [4] proposed a method to calculate the 

similarity between two-character entities by integrating 

their attribute information and relationship information, 

to determine whether they are the same entity. Although 

the method belongs to the field of cybersecurity 

application technology, it only involves the construction 

of character entity models and the comparison of 

similarity between character entities. Lu et al. [5] 

presented a method for constructing a diabetes knowledge 

graph using Bidirectional Encoder Representations from 

Transformers (BERT)-based models, significantly 

improving entity and relation extraction performance. 

However, there is a lack of discussion on the scalability 

and generalizability of the proposed method to 

cybersecurity domains. Yao et al. [6] proposed an 

ontology-based method for constructing an information 

security knowledge base, described the construction 

process in detail, and designed the knowledge schemas. 

However, the practical validation of this method is 

limited to specific development cases and heavily relies 

on manual operations, without addressing its broader 

applicability and usability issues. Compared with the 

above methods, the paper proposes a semantic knowledge 

base construction method for multi-source heterogeneous 

cybersecurity data such as attack and defense data, 

security events, security intelligence, and security 

knowledge. Based on a comprehensive review of related 

literatures, the paper is the first in the field of 

cybersecurity to propose a semantic parsing method that 

encompasses entity knowledge, event knowledge, and 

semantic relationships. 

These advancements underline the substantial progress 

made in developing a semantic knowledge base 

specifically designed to meet the needs of the 

cybersecurity domain. By directly addressing the 

complexities inherent in cybersecurity data, the novel 

methods and schemes pave the way for more effective 

and intelligent cyber defense mechanisms. This paper 

offers significant technical contributions to the efficient 

query and associative reasoning of cybersecurity 

semantic knowledge, demonstrating high practical value 

and underlining the importance of our specialized focus 

within the broader context of cybersecurity. The 

cybersecurity data is diverse and complex, comprising 

attack and defense data, security events, security 

intelligence, and security knowledge. By unifying these 

diverse data types into a coherent semantic structure, the 

novel methods and schemes enable more robust and 

intelligent analysis of cybersecurity threats and events. 

The paper offers a detailed example of extracting causal 

relationships from cybersecurity events, illustrating how a 

comprehensive semantic framework can enhance the 

understanding of cyber threats. By focusing on multi-

source data integration and causal relationship extraction, 

the semantic knowledge base supports sophisticated 

cybersecurity strategies and intelligent threat analysis. 

On the theoretical nature side, we propose the novel 

methods and schemes to constructing a semantic 

knowledge base, enhancing the accuracy and relevance of 

the knowledge base through the integration and semantic 

analysis of multi-source data. We also explore innovative 

schemes for data integration, leveraging machine learning 

and natural language processing techniques to achieve 

efficient data consolidation and matching. These 

theoretical methodologies offer new avenues for 

knowledge management and threat intelligence analysis 

in the cybersecurity domain. 

On the practical application side, the novel methods 

and schemes can be directly applied to cybersecurity 

systems, enhancing the accuracy and speed of threat 

detection and response. For example, by integrating 

multi-source data, we can aggregate and analyze security 

events and threat intelligence from various channels in 

real-time, providing more comprehensive threat 

intelligence reports. Additionally, the application of the 

semantic knowledge base can optimize the automated 

response processes within cybersecurity systems, 

reducing the need for human intervention and increasing 

the level of automation and intelligence in the systems. 

The remainder of this paper is organized as follows. 

Section II describes the system model of the 

cybersecurity semantic knowledge base. Section III 

presents the integrated semantic extraction method for 

entities, events, and relations, as well as the Resource 

Description Framework (RDF) construction process 

based on the aggregated mapping method. Section IV 

provides the simulation environment, the numerical 

results, and some discussions, and Section V concludes 

the paper. 

II. SYSTEM MODEL 

The paper proposes a method for constructing a 

cybersecurity semantic knowledge base that includes four 

stages: preliminary preparation, semantic extraction, 

semantic mapping, and semantic knowledge base 

construction. The detailed process of constructing the 

cybersecurity semantic knowledge base is illustrated in 

Fig. 1. 
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Fig. 1. The construction process of cybersecurity semantic knowledge base. 

In the preliminary preparation stage, cybersecurity text 

data such as security product manuals, white papers, 

standards, technical reports, test reports, attack-defense 

cases, vulnerability reports, security forums, news reports, 

and academic papers are input. Simultaneously, entity 

knowledge models, event knowledge models, and 

semantic relationship models are set up to lay the 

foundation for subsequent semantic extraction and 

semantic mapping, thereby establishing cybersecurity 

semantic knowledge bases across multiple domains. 

To construct the entity knowledge model, key entities 

in the cybersecurity domain must be identified first, 

followed by collecting specific attributes related to these 

entities, such as user identities [7], permission levels [8], 

confidentiality levels of files, and access permissions [9]. 

Based on application requirements, relevant entity 

relationships are set, such as affiliations of users and 

organizations, and associations among devices and files. 

Constructing the event knowledge model involves 

classifying events according to the cybersecurity domain, 

determining the types of events that need to be collected 

and recorded, and gathering important information related 

to these events, such as the time, place, description, and 

impact level of events [10]. Based on application needs, 

relationships between events and related entities are 

established, such as entities triggering the events, entities 

affected by the events, and entities describing event 

responses and countermeasures. 

The semantic relationship model is built by first 

identifying common semantic relationships in the 

cybersecurity domain, such as temporal relationships, 

hierarchical relationships, and logical relationships. These 

are then further subdivided into possible types of 

semantic relationships, such as concurrent, sequential, 

and reverse order relationships for temporal relationships; 

superior-subordinate and part-whole relationships for 

hierarchical relationships; and causal, conditional, 

parallel, and adversative relationships for logical 

relationships. 

Semantic extraction involves extracting cybersecurity 

entities, events, and relationships. These elements are 

indispensable and mutually complementary in the 

cybersecurity domain, supporting the construction and 

application of the cybersecurity semantic knowledge base. 

Cybersecurity entities include attackers, targets, 

vulnerabilities, malware, and security tools [11]. Through 

entity extraction, cybersecurity-related semantic 

information can be structured, facilitating subsequent 

semantic association and inference analysis. 

Cybersecurity events include network attacks, malware 

incidents, information disruption events, content security 

events, and equipment failures. Event extraction allows 

for the automated processing and classification of large 

amounts of cybersecurity semantic knowledge, 

identifying different types of events, which helps in real-

time monitoring of the occurrence and evolution of 

cybersecurity incidents. This enables timely detection of 

anomalies and the adoption of appropriate 

countermeasures, enhancing emergency response 

capabilities for cybersecurity incidents. Additionally, 

event extraction facilitates the mining and analysis of 

cybersecurity event data, uncovering relationships 

between events and potential attack patterns [12], thus 

better informing the formulation and implementation of 

security strategies and measures, improving the efficiency 

and accuracy of cybersecurity incident handling. 

In cybersecurity semantic extraction, extracting 

relationships between entities or events can help identify 

their interdependencies and correlations. For example, the 

relationship between attackers and attack methods, and 
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the relationship between vulnerabilities and affected 

systems, are crucial for identifying potential threat 

behaviors and vulnerability exploitation methods [13]. 

Relationship extraction allows for the construction of 

complex association relationships among cybersecurity 

entities, providing support for security event analysis and 

threat warning. 

III. THE ENTITY-EVENT-RELATION INTEGRATED 

SEMANTIC EXTRACTION METHOD 

The section provides a semantic extraction framework 

that encompasses entity knowledge extraction, event 

knowledge extraction, and semantic relation extraction, 

employing an entity-event-relation integrated semantic 

extraction approach. The integrated semantic extraction 

framework is illustrated in Fig. 2. The section presents a 

series of new methods and schemes to effectively address 

the increasingly complex nature of cyber threats. By 

developing novel algorithms for these processes, we 

enhance the extraction and integration of relevant data, 

ensuring semantic coherence across different domains in 

cybersecurity. Through these innovative methods and 

schemes, our research contributes to the creation of a 

robust semantic knowledge base that facilitates better 

understanding and analysis of cybersecurity phenomena. 

A. Cybersecurity Entity Extraction 

The paper employs Bi-directional Long Short-Term 

Memory (Bi-LSTM) networks based on the attention 

mechanism for extracting cybersecurity entities and 

concepts. The attention mechanism allows the machine 

learning model to focus on the most relevant 

cybersecurity entities or concepts for the current task, 

detecting the most critical content in the input data. Bi-

LSTM assists the machine learning model in 

understanding the context in which cybersecurity entities 

and concepts are situated, enabling more accurate 

recognition of the entities and concepts based on their 

surrounding context. The machine learning model for 

entity knowledge extraction specifically includes an input 

layer, a Bi-LSTM layer, an attention mechanism layer, 

and an output layer. 

In the input layer, cybersecurity text data is first 

preprocessed, including text cleaning, standardizing text 

formats, tokenization, stemming extraction, and part-of-

speech label. The preprocessed text sequences are then 

fed into the Bi-LSTM layer for further processing. 

The Bi-LSTM layer comprises a forward LSTM and a 

backward LSTM. The forward LSTM traverses the text 

sequence from start to finish, constructing a forward 

contextual understanding. The backward LSTM traverses 

the text sequence from end to start, constructing a 

backward contextual understanding. Therefore, for each 

word in the text sequence, regardless of its position, the 

model can effectively recognize and understand its 

context. In the task of cybersecurity entity extraction, the 

output processed by the Bi-LSTM is fed into a classifier, 

e.g., softmax, to identify whether each word belongs to a 

specific entity category, e.g., attacker, attack type, and 

victim asset. Since each word incorporates contextual 

information, the model can more accurately determine 

each word’s part of speech and its association with other 

cybersecurity entities. 

The output of the Bi-LSTM layer is a sequence of 

vectors containing surrounding contextual information. 

These vector sequences capture not only the information 

of the words themselves but also integrate the 

information of preceding and following words, thereby 

providing a comprehensive semantic representation. The 

vector sequence is denoted as h=(h1, h2, …, hT), where hT 

represents the hidden state vectors of both the forward 

and backward LSTM at time step T. 
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Fig. 2. The integrated semantic extraction framework. 
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The output of the Bi-LSTM layer is passed to the 

attention mechanism layer, which mimics a key 

characteristic of human attention, i.e., focusing on certain 

pieces of information while ignoring others when 

processing large amounts of data. The attention 

mechanism layer first needs to decide how to allocate 

attention. The query is a vector representing the current 

focus or the specific target of the task. For a given query, 

the attention mechanism assigns a weight to each key in 

the sequence by calculating the similarity between the 

query and each key. Similarity can be computed using the 

dot-product as score(q,ki)=q∙ki. After obtaining the weight 

for each key, these weights are normalized using a 

SoftMax function to ensure that the sum of all weights 

equals 1, i.e., 

exp(score( , ))

exp(score( , ))

i

i T

i

j 1

q k

q k



=

=


  (1) 

After the weight normalization operation, the weights 

are transformed into probabilities. Each value is weighted 

according to its corresponding weight, meaning that each 

element of the vector sequence input from the Bi-LSTM 

layer will have its output determined based on its 

assigned importance. The higher the weight, the greater 

the corresponding output value of the respective 

element  [14]. Finally, all the weighted values are 

summed to form the output vector, which represents the 

significant information for the current task. The output 

vector (v) is represented as 

T

i i

i 1

v v
=

=  .\   (2) 

Each element in the vector sequence undergoes this 

operation, resulting in an output vector sequence of the 

same length as the input vector sequence. 

The primary task of the output layer is to classify and 

label entities and concepts based on the preceding 

processing results. The output layer converts the output 

vectors from the attention mechanism layer into final 

classification decisions, typically selecting the output 

vector with the highest value as the label for the entity or 

concept. In certain cases, additional post-processing 

operations are performed after the output layer to 

optimize the model’s final output. This may include 

adjusting or optimizing classification results based on 

specific rules, such as using a knowledge base in the field 

of cybersecurity to correct entity recognition or applying 

heuristic methods to improve the recognition of specific 

entities or concepts by the machine learning model. The 

final output is structured data labeled with entity and 

concept types and their related information. 

B. Cybersecurity Event Extraction 

In this paper, we propose hierarchical policy networks 

to extract knowledge from cybersecurity events. The 

hierarchical policy networks are designed for layered 

detection of cybersecurity events and their parameters, 

and the event knowledge extraction process consists of a 

two-tier network, i.e., the event-level policy networks and 

the parameter-level policy networks. The machine 

learning model for event knowledge extraction 

specifically includes an input layer, an event-level policy 

network layer, a parameter-level policy network layer, 

and an output layer. 

At the input layer, the textual data related to 

cybersecurity events are fed into the model, and 

preprocessing operations are performed. The 

preprocessed data serve as the input for the next layer to 

ensure standardization and consistency, like the 

preprocessing operations for entity knowledge extraction. 

In the event-level policy network layer, the model 

performs a comprehensive analysis of the preprocessed 

cybersecurity event text data, scanning the text from start 

to finish character by character. When the model 

identifies a keyword for a cybersecurity event, it uses a 

probability-based random strategy option and a reward 

mechanism to determine the event type and detailed 

information associated with that keyword. This 

mechanism accurately identifies and classifies 

cybersecurity events. The option set, predefined based on 

previously collected cybersecurity event data, includes 

various types of cybersecurity events and related non-

keywords. This option set clearly identifies the specific 

categories of cybersecurity events associated with the 

current key word. 

Based on the identified key word, the model selects the 

most likely cybersecurity event type from the option set 

through probabilistic analysis. Once the model identifies 

a specific event type, it provides an immediate reward, 

estimated based on the short-term impact of the  

event [15, 16]. 

exp( ( , ))
( | )

exp( ( , ))

i

i

i jj

f t E
P E t

f t E
=


  (3) 

where f(ti, E) is a scoring function that measures the 

relevance of key word ti to event type E. 

The immediate reward R(E) for identifying an event 

type E is based on the short-term impact as 

( ) ( )k

kk
R E r E=    (4) 

where rk(E) is the reward at step k and γ is the discount 

factor. 

If the model identifies a new event type at the current 

step, it remains in the event-level policy state. If it 

recognizes a specific event from the option set, it initiates 

a new subtask and transitions to the parameter-level 

policy network layer for detailed analysis of the 

parameters involved in the event. This approach allows 

the event-level policy network to effectively identify and 

classify cybersecurity events and enhance the specificity 

and effectiveness of security event handling by 

establishing connections between events and related 

entities. 

Upon detecting a specific cybersecurity event 

matching the option set, the model transitions from the 

event-level policy network layer to the parameter-level 

policy network layer. The goal of the parameter-level 
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policy network layer is to assign appropriate labels to the 

model parameters extracted for cybersecurity events, 

clarifying the roles and functions of each parameter. The 

model uses time steps as a benchmark, providing more 

detailed event information to make more precise 

parameter decisions. The parameter-level processing 

includes the options and state representations from the 

event-level policy network layer as auxiliary inputs. 

The state input of the parameter-level processing also 

includes descriptive texts of historical events, recognized 

initial events, and specific cybersecurity events the model 

is currently processing. This includes detailed 

information about specific events, such as attack types, 

times, affected systems, and potential impacts of the 

attacks. In the parameter-level policy network layer, this 

event information helps the model understand the context, 

severity, and other relevant factors of the event, assisting 

the model in correctly classifying and labeling each 

parameter, thereby considering both global and detailed 

event information in the extraction and induction of 

security event knowledge. 

The probability of assigning a label L to parameter θi 

given the event type E is represented as 

exp( ( , , ))
( | , )

( , , ))

i

i

i jj

g E L
P L E

g E L





=


  (5) 

where g(θi, E, L) is a scoring function that measures the 

relevance of parameter θi and event type E to label L. 

The output layer aggregates all identified 

cybersecurity event types, related parameters, and 

specific labels of these parameters, including but not 

limited to attack methods, affected entities, potential 

consequences, and other event information. The 

aggregated information is then presented as structured 

data. 

C. Cybersecurity Entity Extraction Cybersecurity 

Semantic Relations Extraction 

The paper adopts a pattern rule matching method to 

extract semantic relations of cybersecurity events. Firstly, 

pattern matching is used to match keywords and extract 

fragments of cybersecurity event semantic relations. Then, 

a rule constraint method is used to extract event pairs 

from these fragments. Finally, the event pairs are 

combined with keywords to achieve semantic relation 

extraction. The paper focuses on the extraction of causal 

semantic relations of cybersecurity events. The machine 

learning model for semantic relation extraction 

specifically includes an input layer, a causal fragment 

extraction layer, a causal event pair extraction layer, and 

an output layer. The causal relation extraction process 

based on template rule matching is shown in Fig. 3. 

The main functions of the input layer include two 

aspects. One is to perform preprocessing operations on 

the textual data of cybersecurity events, like the 

preprocessing operations in entity knowledge extraction 

and event knowledge extraction. The other is to define 

five matching patterns suitable for extracting causal 

relations of cybersecurity events by analyzing the 

expression features of cybersecurity textual data. Based 

on the positions of the cause-and-effect clauses, the 

pattern types are classified into cause-to-effect or effect-

to-cause. The templates for causal relation pattern 

matching are shown in Table I. 

The goal of the causal fragment extraction layer is to 

identify the boundaries of causal fragments. For a 

sentence containing a causal cybersecurity event, the 

model first performs word segmentation and part-of-

speech tagging. Then, it combines the tagging results 

with the explicit causal relation matching patterns 

described in the table to construct regular expressions, 

extracting the cause-and-effect fragments from the 

original text sentence. In Fig. 3, for a sentence with 

causal keywords, such as On July 23, 2024, to steal 

sensitive data, the attacker implanted malware X into the 

computer Y containing sensitive data, the cause-to-effect 

preposition <prep> template matching results in the cause 

fragment the attacker implanted malware X into the 

computer Y containing sensitive data, the keyword to, 

and the effect fragment steal sensitive data. 
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Fig. 3. The causal relation extraction process based on template rule matching. 
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TABLE I. THE TEMPLATES FOR CAUSAL RELATION PATTERN MATCHING 

Template type Template matching Keywords for causal relationships 

The complementary style from effect to cause <conj>{effect}, <conj>{cause} 
<the reason why>, <for this purpose>, <for this 

reason>, … 

The complementary style from cause to effect <conj>{cause}, <conj>{effect} 
<because, therefore>, <because, for this reason>, 

<unless, only>, <because, causing>, … 

The central style from cause to effect 

{cause}, <conj…>{effect} so, thus, causing, therefore, … 

{cause}, <verb|adverb…>{effect} before, lest, in order to avoid, … 

{cause}, <prep…>{effect} depend on, be decided by, hinge on, … 

The frontend style from cause to effect 
<prep…>{cause}, {effect} for, based on, in accordance with, due to, … 

<conj…>{cause}, {effect} if, as long as, assuming, … 

The central style from effect to cause <effect><prep…>{cause} originate from, derived from, … 

 

The cause-and-effect fragments extracted by the causal 

fragment extraction layer are still unstructured text and 

need to be further processed into structurally represented 

events. Although the relation expression template can 

identify the boundaries of cause-and-effect fragments in 

the text sentences, certain issues may arise. For instance, 

the cause-and-effect fragments may not contain keywords 

for cybersecurity events, making it impossible to extract 

valid causal event pairs and thus rendering the fragments 

invalid. Additionally, a sentence may be successfully 

matched by multiple complementary or combined cause-

to-effect expression templates, yet the event pairs may 

not form valid causal relations. 

Since the event keywords for cybersecurity events 

have already been obtained during the event knowledge 

extraction stage, the paper addresses the issues in the 

causal fragment extraction stage by designing extraction 

rules and rule constraints in the causal event pair 

extraction layer to achieve the extraction of causal event 

pairs. The specific process is as follows. 

(1) To enforce the event keyword rule constraint, each 

set of cause-and-effect fragments obtained from a 

sentence through relation expression template matching is 

traversed to search for event keywords. If the cause or 

effect fragment does not contain any event keywords, the 

set of fragments is discarded. 

(2) If a sentence involves multiple relation patterns and 

multiple sets of cause-and-effect fragments are obtained 

from previous steps, the set of cause-and-effect fragments 

with the closest distance between two relation keywords 

in the relation expression template is selected according 

to the relation keyword rule constraint. 

(3) It is necessary to select the relation keyword 

nearest to the relation keyword in the cause fragment and 

designate the corresponding cybersecurity event as the 

cause event. Similarly, the event keyword closest to the 

position of the relation keyword in the effect fragment 

should be selected, and the cybersecurity event should be 

designated as the effect event. Based on the data obtained 

from the causal fragment extraction stage, the cause 

fragment extraction results in the cause event malware 

implantation, and the effect fragment extraction results in 

the effect event data breach, thereby achieving semantic 

relation extraction. 

The output layer needs to aggregate and validate the 

information and data collected and processed by the input 

layer, causal fragment extraction layer, and causal event 

pair extraction layer to ensure data consistency and 

completeness. This includes confirming that the data 

format of each causal event pair meets the requirements 

and ensuring the correctness of the causal logic. 

Additionally, the output layer needs to format the 

aggregated data, such as converting it into JavaScript 

Object Notation (JSON) or Extensible Markup Language 

(XML) format, to improve data quality and enhance the 

efficiency of subsequent processing. 

D. Semantic Mapping 

The paper adopts a method for constructing RDF based 

on aggregation mapping. The specific software modules 

include the data input module, the mapping module, and 

the data output module. The construction process, as 

illustrated in Fig. 4, describes the workflow of importing 

XML documents through the data input module and 

transforming them into RDF documents in the data output 

module via the mapping module. 

The data input module is responsible for importing 

XML documents and presenting them as Document 

Object Model (DOM) trees. XML documents are 

categorized into two types, which are standalone XML 

documents and documents containing XML Schema. 

The mapping module is divided into the RDF Schema 

vocabulary construction module and the RDF sequence 

construction module. The RDF Schema vocabulary 

construction module uses specific mapping rules and 

algorithms, along with an abstract structural model of 

aggregation classes, to construct RDF Schema terms. For 

standalone XML documents, the module directly parses 

the documents themselves. For documents containing 

XML and XML Schema, it parses the XML Schema 

documents referenced. The design of the mapping rules 

and algorithms comprises two levels. The first level 

involves the classification and aggregation of XML 

elements to construct the RDF Schema, while the second 

level achieves the direct mapping from XML to RDF 

based on the first level. The RDF sequence construction 

module marks equivalent elements and constructs RDF 

sequences to reduce redundancy in the generated RDF 

data. Based on the obtained aggregation classes, 

constructed RDF Schema terms, and mapping rules, the 

module processes the marked XML documents to 

generate the corresponding RDF sequences. The data 

output module merges the RDF Schema and RDF 

sequences to generate RDF documents, which serve as 

the unified data structure for the semantic knowledge 

base. 
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Fig. 4. The RDF construction process based on aggregated mapping. 

E. Construction of Semantic Knowledge Base 

Recently, the landscape of cyber threats has grown 

increasingly complex, necessitating more advanced and 

versatile approaches to cybersecurity. The proposed 

methods and schemes represent significant advancements 

in this domain. By developing a unified and 

comprehensive semantic knowledge base, these novel 

solutions not only improve the detection and analysis of 

complex cyber threats but also enhance the capability to 

respond proactively. Traditional methods often operate in 

isolation, focusing on specific domains or types of threats. 

In contrast, our approach leverages cross-domain 

correlations and semantic consistency, providing a more 

holistic and effective defense mechanism against 

evolving cyber threats. This innovative integration of 

semantically rich data and advanced analytical techniques 

marks a substantial leap forward in cybersecurity 

practices, particularly in the efficient integration of multi-

source data. 

The semantic knowledge integration and optimization 

involve integrating data collected at different stages into a 

unified RDF document data structure. Data quality and 

storage performance are optimized through deduplication 

operations. Additionally, the classification and indexing 

strategies are implemented to ensure quick and accurate 

query of required information, thereby maintaining the 

integrity and accuracy of the semantic knowledge base. 

The fusion process of semantic extraction methods 

involves effectively integrating extracted entities, 

concepts, event knowledge, and semantic relationships 

within the field of cybersecurity. The Bi-LSTM network 

enhances context understanding by focusing on key 

information about entities and concepts. The hierarchical 

strategy network accurately identifies relationships 

between cybersecurity events and their parameters 

through its event-level and parameter-level structures. 

The pattern rule matching method strengthens the 

extraction of semantic relationships such as event 

causality. Finally, this extracted information is integrated 

into a multi-layered, highly interrelated structure through 

a series of well-defined fusion algorithms and techniques, 

such as weight allocation and context fusion, thereby 

enhancing the semantic depth and practical value of the 

knowledge base. 

The process of continuous expansion and 

interoperability of the semantic knowledge base involves 

integration with external data sources and services, 

including connections with other cybersecurity data pools 

and knowledge bases, as well as the development of 

Application Programming Interfaces (APIs) and Software 

Development Kits (SDKs) to enable third-party 

developers to conveniently utilize the semantic 

knowledge base to build applications. Additionally, APIs 

for updating and maintenance are established to 

continuously import semantic information from new 

cybersecurity reports and databases, while implementing 

feedback mechanisms to optimize the services and quality 

of the knowledge base.  

The semantic knowledge base can improve its 

processing capability and response time for large amounts 

of real-time data by adopting corresponding extensible 

frameworks. 

1) Larger data sets processing 

The semantic knowledge base utilizes distributed 

computing technology to enhance its ability to process 

large amounts of data. By adopting Apache Hadoop and 

Spark frameworks [17], it can significantly accelerate 

data processing speed and be more efficient compared to 

traditional single threaded methods. It ensures that the 

framework remains efficient as the amount of data 

expands. 

2) Real-time data source processing 

For real-time data processing, the semantic knowledge 

base integrates Apache Kafka to enhance stream 

processing capabilities [18]. The semantic knowledge 

base can maintain real-time analysis and threat detection 

capabilities, making it suitable for dynamic cybersecurity 

environments that require timely data processing. 
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By integrating these scalable technologies, our 

proposed framework can efficiently manage larger data 

sets and adapt to real-time data sources in the field of 

cybersecurity. This ensures its robustness and reliability 

across various operational environments. Through the 

above design and implementation steps, the semantic 

knowledge base possesses dynamic updating and efficient 

interoperability capabilities, providing reliable and 

accurate semantic information resources. 

In constructing a semantic knowledge base, it is 

essential to implement various security measures to 

effectively manage privacy and security risks. Firstly, 

data encryption is a critical component. Utilizing 

advanced encryption standards like AES-256 can 

effectively protect data during transmission and storage. 

By implementing end-to-end encryption, you ensure that 

data remains encrypted throughout its journey from 

source to destination, thus preventing unauthorized access 

whether from network attacks or internal leaks. 

Moreover, secure access control is fundamental to 

maintaining data security. Role-Based Access Control 

(RBAC) enables precise allocation of access rights based 

on user roles [19], allowing only relevant personnel to 

access necessary data and functional modules. Coupled 

with Multi-Factor Authentication (MFA) 

technologies  [20], such as passwords, dynamic 

verification codes, and biometric authentication, the 

security of the access layer is further enhanced. 

Additionally, strictly adhering to the Principle of Least 

Privilege (PoLP) ensures that users possess only the 

minimum permissions required to perform their 

duties  [21], thereby effectively limiting unnecessary data 

access. 

To ensure the operational transparency and security of 

semantic knowledge base, log auditing and monitoring 

are crucial. Granular log records can track all data access, 

modifications, and transmissions. Employing machine 

learning algorithms for real-time analysis can proactively 

identify and flag abnormal behaviors, facilitating quick 

responses. 

In terms of privacy protection, differential privacy 

techniques introduce minute noise into the data, 

preventing exposure of network security semantic 

knowledge while maintaining its efficacy in statistical 

analysis. By managing and controlling the noise level in 

differential privacy through privacy budget control, an 

optimal balance between data effectiveness and privacy 

protection is achieved. 

These measures constitute a robust privacy and 

security guarantee system in the construction of semantic 

knowledge base. 

Section III introduces our integrated semantic 

extraction framework, covering entity knowledge 

extraction, event knowledge extraction, and semantic 

relation extraction. These Key technologies include 

named entity recognition, event extraction models, and 

relation extraction models. Additionally, we discussed the 

processes of semantic mapping and the construction of 

the semantic knowledge base. By utilizing these specific 

technologies, we efficiently integrated multi-source data, 

enhancing the semantic consistency and accuracy of the 

knowledge base and demonstrating novel methods and 

schemes for multi-source data integration. 

IV. RESULT AND DISCUSSION 

To validate the effectiveness of the proposed method 

for constructing a cybersecurity semantic knowledge base, 

we designed a series of experimental tests focusing on 

evaluating the accuracy of semantic extraction and the 

query efficiency of the knowledge base. 

To ensure the diversity and comprehensiveness of our 

experiment, we utilized a range of publicly available 

cybersecurity text datasets. Specifically, the datasets used 

include MITRE ATT&CK [22], which documents 

adversary tactics and techniques based on real-world 

observations; CICIDS 2017 [23], from the Canadian 

Institute for Cybersecurity providing data for intrusion 

detection and network analysis; UNSW-NB15 [24], 

created by the University of New South Wales, consisting 

of both normal and malicious network traffic; and various 

security blogs and reports from reputable sources. 

Table II shows the results of the semantic extraction 

experiment testing, reflecting the performance of the 

proposed method in extracting entities, events, and 

semantic relationships. The experiments utilized a diverse 

text dataset rich in cybersecurity information, including 

security reports, vulnerability databases, and technical 

white papers. Our semantic extraction method was 

applied to these data to extract entities, events, and 

semantic relationships. 

The accuracy and recall rates for entity extraction were 

95.4% and 92.5%, respectively, indicating that the 

method effectively identifies key entities in the 

cybersecurity domain, such as attackers, victims, 

vulnerabilities, and malware. A high accuracy rate 

suggests that most identified entities are correct, while a 

high recall rate indicates that most existing entities were 

successfully identified. The accuracy and recall rates for 

event extraction were 93.3% and 90.8%, respectively, 

demonstrating the method’s ability to accurately identify 

and classify cybersecurity events, such as cyberattacks, 

data breaches, and system failures [25]. The accuracy and 

recall rates for semantic relationship extraction were 

90.7% and 88.6%, respectively, showing the method’s 

strong performance in identifying semantic relationships 

between entities and events, such as causal relationships, 

dependency relationships, and so on. 

TABLE II. THE RESULTS OF THE SEMANTIC EXTRACTION EXPERIMENT TESTING 

Method 
Entity knowledge extraction Event knowledge extraction Semantic relationship extraction 

Accuracy rate Recall rate Accuracy rate Recall rate Accuracy rate Recall rate 

Lu’s method [5] 92.9% 90.2% 90.5% 88.6% 87.8% 85.3% 
Yao’s method [6] 93.1% 91.4% 91.0% 89.2% 88.5% 86.9% 

Our Method 95.4% 92.5% 93.3% 90.8% 90.7% 88.6% 
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Compared with existing semantic parsing methods, our 

proposed method exhibits greater flexibility and accuracy 

in handling diverse and complex cybersecurity texts. 

Traditional methods often rely on predefined rules and 

templates, which struggle to adapt to new threats and 

event types. In contrast, our method, using deep learning 

models and integration strategies, dynamically adapts to 

new semantic information, particularly excelling in 

dealing with cybersecurity-specific terms and events. The 

benefits are primarily attributed to our proposed multi-

layered semantic extraction architecture and optimized 

algorithms. The experimental results indicate that 

implementing more effective and intelligent defense 

mechanisms can significantly mitigate cybersecurity 

threats by addressing the multifaceted nature of 

cybersecurity data through semantic extraction and 

semantic mapping. The novel methods and schemes 

enhance the ability to detect, analyze, and respond to 

complex cyber threats by providing a unified and 

comprehensive semantic framework. 

Fig. 5 presents the test results for the query efficiency 

of the cybersecurity semantic knowledge base, reflecting 

the query speed and accuracy of the semantic knowledge 

base. The constructed semantic knowledge base achieves 

the average query response time of 0.5 s and a query 

accuracy of 92.6%, primarily due to the optimized 

classification and indexing strategies. With a rigorously 

designed semantic knowledge classification system and 

indexing mechanism, the semantic knowledge base can 

efficiently organize and retrieve semantic information, 

significantly enhancing query speed and query accuracy. 
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Fig. 5. The results for the query efficiency of the semantic knowledge 
base. 

The method proposed in the paper demonstrates 

exceptional processing speed and system stability, 

maintaining high efficiency in high-load environments. 

This is particularly crucial for applications in the 

cybersecurity domain, where timely access to accurate 

information is essential in the face of rapidly changing 

threats and incidents. The high stability and low latency 

of the semantic knowledge base further enhance its value 

in emergency situations, ensuring rapid response and 

support. Through continuous optimization and feedback 

mechanisms, the semantic knowledge base constructed in 

this paper exhibits superior processing speed and system 

stability in practical semantic knowledge query and 

associative reasoning, providing reliable technical 

support for efficient query and associative reasoning of 

cybersecurity semantic knowledge. 

V. CONCLUSION 

The paper proposes a novel method for constructing a 

semantic knowledge base in the field of cybersecurity, 

addressing the challenges of parsing multi-modal, multi-

type, and multi-format cybersecurity data to achieve 

unified semantic representation. The innovation of this 

framework lies in its comprehensive integration of entity 

knowledge extraction, event knowledge extraction, and 

semantic relation extraction techniques, all structured 

using an RDF-based data model. To enhance the accuracy 

and efficiency of semantic extraction, the framework 

employs an attention mechanism for entity extraction, 

utilizes a layered strategy network for event knowledge 

extraction, and applies pattern rule matching for efficient 

semantic relation extraction. The integration of these 

techniques significantly advances the comprehensive 

understanding and processing capabilities of semantic 

knowledge, enhancing the adaptability and robustness of 

the model to complex cybersecurity texts. The 

constructed semantic knowledge base not only supports 

dynamic updates and efficient interoperability but also 

provides precise semantic knowledge extraction and 

timely semantic knowledge query for the cybersecurity 

domain. The paper offers significant technical 

contributions to the efficient query and associative 

reasoning of cybersecurity semantic knowledge, 

demonstrating high practical value.  

The paper advances the field by introducing novel 

methods and schemes for integrating multi-source data 

into a cybersecurity semantic knowledge base. Unlike 

existing work that typically relies on static and isolated 

data sets, the novel methods and schemes facilitate 

dynamic data interactions and adaptive learning, 

addressing key challenges in real-time threat detection 

and situational awareness. These contributions 

distinctively differentiate the cybersecurity semantic 

knowledge base from traditional knowledge bases. In 

developing the semantic knowledge base, we have 

employed advanced artificial intelligence and machine 

learning techniques to enhance the integration of multi-

source data. The interdisciplinary methods and schemes 

leverage the strengths of both artificial intelligence and 

cybersecurity domains, providing a comprehensive 
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solution to contemporary cybersecurity challenges. Our 

methods highlight the collaborative nature of combining 

these diverse fields to achieve significant advancements. 

The potential impact and significance of the semantic 

knowledge base developed in this work are manifold. By 

integrating multi-source data through innovative semantic 

methods, the semantic knowledge base enables more 

precise threat detection and response, significantly 

reducing the time needed to identify and mitigate security 

breaches. Furthermore, it provides a comprehensive 

framework that enhances the interoperability among 

disparate security systems, thereby fostering a more 

collaborative and resilient cybersecurity ecosystem. The 

paper is relevant not only to cybersecurity researchers but 

also to professionals in the field. Additionally, the experts 

in related areas such as big data analysis and artificial 

intelligence may find it beneficial. 
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