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Abstract—Cloned accounts, which mimic the identities of 
legitimate users, pose significant threats to privacy, brand 
reputation, and platform integrity. Detecting these 
impersonations is crucial for safeguarding users, 
maintaining trust within online communities, democracy, 
and election processes. This paper addresses the urgent need 
for effective detection mechanisms to combat the 
proliferation of these fraudulent profiles. By leveraging 
logistic regression, random forest, and XGBoost, we propose 
a robust framework for identifying cloned accounts on a 
collected dataset of 10,000 Twitter Accounts. Our approach 
demonstrates high accuracy rates, achieving 98.0%, 98.4% 
and 98.6% for Random Forest, XGBoost, and Logistic 
Regression, respectively, while also maintaining high 
F-measure scores. The study emphasizes the importance of
analyzing user behavior, content patterns, and network
features to enhance detection capabilities in real-time. The
findings underscore the necessity for continuous innovation
in detection systems to adapt to the evolving landscape of
social media, where cloned accounts can engage in malicious
activities such as misinformation dissemination and scams.
Ultimately, this research contributes to the development of
more reliable online identity verification systems, aiming to
safeguard users and maintain the integrity of digital
platforms.

Keywords—cloned accounts, machine learning, online safety, 
user behavior analysis 

I. INTRODUCTION

In today’s digital landscape, social media platforms 
have become integral to communication, networking, and 
information sharing. However, the rise of these platforms 
has also led to an increase in fraudulent activities, 
including the creation of cloned social media accounts. 
Cloned accounts, which mimic the identities of legitimate 
users, pose significant threats to privacy, brand 
reputation, and platform integrity [1]. Detecting these 
impersonations is crucial for safeguarding users, 
maintaining trust within online communities, governance 
activities, and elections [2, 3].  

Machine learning has emerged as a powerful tool in 
addressing challenges posed by one-legitimate online 
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social accounts, offering advanced techniques to classify 
accounts [4], analyze user behavior [5], content patterns, 
and account characteristics [6]. By leveraging algorithms 
that can learn from vast datasets, we can develop robust 
detection systems capable of identifying cloned accounts 
with high accuracy. Various machine learning techniques 
have been used in classifying, analyzing and detecting 
cloned social media accounts, highlighting the 
importance of proactive measures to combat this growing 
issue in the realm of social media [7, 8]. As the landscape 
of social media continues to evolve, it becomes 
increasingly vital for platforms to implement these 
detection systems effectively, ensuring user safety and 
fostering a secure online environment. Implementing 
these systems not only protects users from potential fraud 
and misinformation but also enhances the overall 
integrity of social media platforms, encouraging healthier 
interactions among users. Developing robust algorithms 
that leverage machine learning and artificial intelligence 
can significantly improve the efficiency of these detection 
systems, allowing for real-time monitoring and response 
to suspicious activities. This technological advancement 
not only aids in identifying harmful content swiftly but 
also empowers users to engage more confidently, 
knowing that their online interactions are being 
safeguarded against malicious threats. There is a need for 
more comprehensive studies on the effectiveness of 
existing detection algorithms, as well as an exploration 
into user perceptions of safety features across different 
platforms. Conducting such research will provide 
valuable insights into user experiences and expectations, 
ultimately guiding the development of more effective 
strategies for enhancing safety and trust within digital 
environments. 

A. State-of-the-Art
The detection of cloned or fake social media accounts

using machine learning is a multifaceted challenge 
addressed by various studies employing different 
algorithms and approaches. Nagappan and Harish [8] 
propose a hybrid algorithm combining Support Vector 
Machine (SVM) and Neural Networks (NN), achieving a 
classification accuracy of 98% on a collected dataset, 
emphasizing the importance of user education in 
identifying fake accounts. Extracted features include 
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account information, network behavior, and content 
analysis as well. The specific sampling methods used to 
gather the dataset are not detailed in the provided 
information. Moreover, the paper does not address the 
potential limitations and biases in the dataset used for 
training the machine learning models, which could affect 
the generalizability and accuracy of the fake account 
identification process. This may arguably affect the 
robustness of their model. In addition, there is a lack of 
exploration into the evolving tactics used by creators of 
fake accounts, which may require continuous updates to 
the feature extraction techniques and machine learning 
algorithms employed. The dynamic nature of social 
media and the strategies used by malicious actors 
necessitate ongoing research to adapt to new challenges 
in fake account identification. 

B. Research Gap 
Based on the surveyed literature, we have identified 

the following research points which need further research 
focus:  

(1) The lack of standardized metrics for evaluating 
the performance of detection algorithms across 
various platforms, which hinders comparability 
and improvement efforts in safety technologies.  

(2) Insufficient understanding of how different 
demographic factors influence user perceptions 
and behaviors regarding online safety, which can 
lead to the development of targeted interventions 
that better address specific user needs and 
concerns. 

(3) A limited exploration of the impact that emerging 
technologies, such as artificial intelligence and 
machine learning, have on enhancing or 
undermining user safety in digital spaces, 
highlighting the need for comprehensive studies 
to assess their effectiveness and ethical 
implications.  

These gaps underscore the necessity for 
interdisciplinary collaboration among researchers, 
developers, and policymakers to create more robust 
frameworks that can effectively address these challenges 
in online safety. Fostering such collaboration will not 
only enhance the development of innovative solutions but 
also ensure that diverse perspectives are considered, 
ultimately leading to a safer online environment for all 
users.  

C. Problem Statement 
In the rapidly evolving landscape of social media, 

Twitter has emerged as a pivotal platform for 
communication, information dissemination, and 
networking. However, the proliferation of cloned 
accounts fraudulent profiles that impersonate legitimate 
users poses significant risks to individual privacy, brand 
reputation, and the overall integrity of the platform. 
These cloned accounts can engage in malicious activities 
such as spreading misinformation, conducting scams, and 
undermining user trust. 

The challenge lies in effectively detecting these cloned 
accounts amidst the vast volume of user-generated 

content and the sophisticated tactics employed by 
cybercriminals. Traditional methods of account 
verification and monitoring are often insufficient due to 
their reliance on static rules and manual oversight, which 
can be slow and prone to errors. Therefore, there is a 
pressing need for an advanced, automated detection 
system that leverages machine learning techniques to 
analyze user behavior, content patterns, and account 
characteristics in real-time. 

The detection of cloned accounts on social media faces 
a number of open challenges. Cloned account creators are 
constantly changing their techniques to avoid detection, 
necessitating continuous modifications to machine 
learning models. Real-time detection at scale is also a big 
challenge, especially during key events where 
misinformation spreads quickly. Furthermore, data 
imbalance and the cold start problem reduce model 
accuracy, while aggressive detection algorithms run the 
danger of wrongly reporting valid accounts, posing 
ethical considerations. Furthermore, cloned accounts 
sometimes run on many platforms, making complete 
tracking difficult. The “black box” nature of machine 
learning algorithms might lack transparency, and 
obtaining extensive user data creates privacy problems. 
Addressing these difficulties necessitates balancing 
effective detection with user privacy, freedom of speech, 
and adherence to data protection requirements, 
emphasizing the importance of continuous innovation and 
development in detection frameworks. 

This research aims to develop a robust machine 
learning framework capable of identifying cloned Twitter 
accounts with high accuracy. The system will focus on 
dynamic model adaptation to keep pace with evolving 
fraud tactics, integrate ensemble methods to enhance 
detection performance, and establish standardized 
evaluation metrics to assess the effectiveness of the 
detection models. By addressing these challenges, the 
proposed solution seeks to safeguard users against 
impersonation threats and enhance the overall security 
and trustworthiness of the Twitter platform. 

D. Proposed Solution for Cloned Twitter Account 
Detection 

To develop a robust machine learning framework that 
effectively identifies cloned Twitter accounts by 
analyzing features collected from a dataset  
of 10,000 Twitter accounts. State of the art machine 
learning technique will be used for feature extraction and 
a cloned account detection model will be constructed, 
tested and discussed. 

II. LITERATURE REVIEW 

Firmansyah et al. [9] leverage Distil BERT for text 
processing and Random Forest for classification, 
achieving commendable performance metrics in detecting 
fake profiles on Instagram, which contributes to the 
development of more reliable online identity verification 
systems.  

Kaladevi et al. [10] focus on detecting duplicate 
accounts across platforms like Instagram, Twitter, and 
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YouTube using deep learning Recurrent Neural Networks 
(RNN), which enhances the accuracy and efficiency of 
detection by analyzing textual data. RamShankar and 
Subhashree [11] utilize Long Short-Term Memory 
(LSTM) networks to classify fake accounts on Instagram, 
while achieving high accuracy rates of up to 99.42% on 
Twitter datasets, demonstrating the effectiveness of deep 
learning frameworks in this domain. The paper proposes 
a framework for detecting cloned accounts on Instagram 
using a LSTM deep learning approach. It addresses the 
issue of fake accounts that distort popularity metrics and 
impact various sectors. The framework achieved a 
detection accuracy of 97.42% and 94.21% on two 
Instagram datasets, with F-measure scores of 92.17%  
and 89.55%. Additionally, it demonstrated a remarkable 
accuracy of 99.42% on a Twitter dataset, showcasing its 
effectiveness in identifying cloned accounts. No 
discussion on model generalizability and suitability for 
real time application. 

Bhari [12] employed an ensemble of SVM, Random 
Forest, and Logistic Regression, enhanced by the 
Synthetic Minority Oversampling Technique (SMOTE) 
to handle imbalanced data, which improves the model’s 
generalizability and robustness. It employs an Ensemble 
Learning approach combining SVM, Random Forest, and 
Logistic Regression to enhance detection robustness and 
generalizability. Additionally, the SMOTE is utilized to 
address imbalanced data issues. The paper highlights that 
the combination of the three algorithms (Support Vector 
Machine, Random Forest, and Logistic Regression) has 
been sparsely tested and trialed compared to their 
individual applications, which may limit the 
understanding of their collective performance and 
effectiveness in detecting fake profiles. No discussion on 
over fitting or impacts of preprocessing was provided. In 
addition, no quantitative assessment related to accuracy 
or performance was reported. 

Bhari further, highlight the use of ensemble methods 
such as Random Forest, AdaBoost, and XGBoost, on 
Twitter, Facebook, and Instagram, achieving up to 100% 
accuracy on Twitter, and emphasize the utility of a  
user-friendly interface for real-time predictions [12].  

Lastly, Bharti et al. [13] evaluated advanced 
algorithms like Cat-boost and BERT, finding Cat-boost to 
be particularly effective in enhancing detection accuracy 
across various metrics. Collectively, these studies 
illustrate the diverse and evolving landscape of machine 
learning techniques in detecting cloned accounts, 
emphasizing the need for continuous innovation and 
adaptation to counteract the sophisticated tactics 
employed by malicious actors. 

Dracewicz and Sepczuk [14], further explore ensemble 
learning techniques for Twitter bot detection, achieving 
90.22% accuracy, and stress the importance of combining 
different classifiers to enhance detection capabilities. 
They used a Kaggle dataset, achieving an accuracy  
of 90.22% in identifying bot accounts on Twitter, 
indicating a high level of effectiveness in detection. In 
addition, the model demonstrated a precision rate  
of 92.39%, which reflects its strong capability to 

correctly identify bot accounts while minimizing false 
positives.  

Zhao and Wu [15] focus on key data features such as 
the number of friends and followers to differentiate 
between authentic and fraudulent profiles, using 
algorithms like Random Forest and LSTM to mitigate 
cybersecurity risks. 

Collectively, these very recent studies illustrate the 
potential of machine learning, particularly deep learning 
and ensemble methods, in effectively identifying cloned 
accounts across various social media platforms, while 
also highlighting the need for user-friendly and reliable 
detection systems to maintain online integrity. The 
literature reports successful utilization of various machine 
learning techniques such as supervised, unsupervised, and 
deep learning methods, to analyze user profiles and 
behaviors across different social media platforms. For 
instance, AdaBoost achieved a 99 F1-score for Facebook 
accounts, while a six-layered deep learning model 
reached 93.63% accuracy for Instagram. Additionally, 
hybrid models like DeeProBot demonstrated high 
performance with an Area Under the Curve (AUC)  
of 0.97. Overall, machine learning offers promising 
solutions for identifying fake accounts effectively. The 
effectiveness of the Rando Forest algorithm in identifying 
fraudulent social media accounts has been reported earlier 
by Ghosh and Scott since 2017, demonstrating the 
robustness of Random Forest in handling large dataset. 
The study by Nikhitha et al. [16] and Adewole et al. [17] 
has confirmed this when using Random Forest to detect 
cloned fake Twitter Accounts. A few studies compared 
various machine learning classification algorithms and 
neural networks in classification quality and performance 
on large and balanced Twitter account dataset. This 
comparison is crucial in deciding use of lightweight agile 
algorithms in real time, a challenge yet to be resolved. 
However, most of previous works illustrate the higher 
quality of employing specific machine learning 
techniques, particularly Random Forest, SVM, XBoost, 
and Neural networks in detecting cloned accounts across 
various social media platforms, with a focus on 
improving detection accuracy and efficiency. 
Furthermore, as the landscape of social media continues 
to evolve, the emergence of sophisticated bot networks 
poses an increasing challenge for cloned account 
detection systems. These bots not only mimic human 
behavior but also adapt their strategies based on user 
interactions and trending topics, making them harder to 
identify through traditional metrics alone. For instance, 
recent studies indicate that nearly 15% of active Twitter 
accounts are believed to be bots, which can significantly 
skew engagement statistics and manipulate public 
discourse [18]. 

III. METHODS 

The proposed framework is depicted in Fig. 1, and all 
the phases mentioned in the proposed framework are 
further explained in this section, starting from model 
deployment and ending with model evaluation. 
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Fig. 1. Proposed framework. 

A. Model Selection 
We implemented state-of-the-art machine learning 

classifiers, including but not limited to the following:  
• Random Forest: Random Forest is a versatile and 

powerful ensemble learning method that 
combines multiple decision trees to enhance 
prediction accuracy and control overfitting, 
making it particularly effective for complex 
datasets like those encountered in cloned account 
detection. Justifiably, random forest technique 
has been successfully for cloned account 
detection [19–22]. These studies explore the 
effectiveness of using machine learning 
algorithms such as Random Forest and neural 
networks in identifying fraudulent social media 
accounts, demonstrating its robustness in 
handling large datasets. The latter study by 
Hamandi et al. [23] compares various machine 
learning techniques, demonstrating that Random 
Forest metrics outperform other techniques. 
These references illustrate the application of 
Random Forest in detecting cloned accounts 
across various social media platforms, 
particularly focusing on Twitter. 

• Gradient Boosting Machines (e.g., XGBoost, 
LightGBM): are also gaining traction in this 
domain due to their ability to handle large 
datasets and improve prediction accuracy, making 
them suitable alternatives for identifying 
fraudulent accounts effectively [24].  

• Support Vector Machines (SVM) are another 
popular choice in this field, as they excel at 

finding hyperplanes that separate different classes 
of data, thereby enhancing the accuracy of cloned 
account detection [25]. Other machine learning 
techniques have been used for detecting cloned 
accounts, including deep leaning [26], logistic 
regression, J48, Naïve Bayes and KNN with 
Random Forest, logistic regression, and Particle 
Swarm Optimization reportedly achieving higher 
accuracy [27]. However, in this paper we focused 
of the state-of-the-art machine learning 
techniques reportedly demonstrated to be superior 
as classifiers. Those are Support Vector 
Machines, XGBoost, Logistic Regression and 
Feed Forward Neural Networks. 

B. Data Collection and Preprocessing 
The dataset was collected using the X user scraper 

available on the Apify platform, yielding an initial sample 
of 10,000 user accounts. This sample size was chosen to 
balance computational feasibility with the 
representativeness of user behaviors on the platform. 
After removing duplicate entries, the dataset was refined 
to 9989 unique accounts. To simulate cloned accounts, 
each original profile was paired with a synthetic clone 
generated using predefined replication rules. These 
synthetic clones were designed to mimic the 
characteristics of real cloned accounts observed in online 
environments, incorporating minor alterations to profile 
attributes. The final dataset comprised 19,978 accounts, 
evenly balanced between genuine and cloned profiles. 

The raw dataset initially contained 73 features, many 
of which were redundant or irrelevant. A rigorous feature 
selection process, guided by domain expertise and 
iterative evaluations of feature importance using Random 
Forest and XGBoost, reduced the number of features  
to 22. These retained features included raw metrics, such 
as follower count and media count, as well as engineered 
features designed to capture nuanced behavioral or profile 
characteristics critical for detecting cloned accounts [27]. 

The method for collecting data used in this study is 
capable of handling both small and large datasets, making 
it suitable for a variety of applications. With a dataset  
of 10,000 Twitter accounts, the framework demonstrated 
its ability to handle large amounts of data. The machine 
learning models used, such as Logistic Regression, 
Random Forest, and XGBoost, are built to handle huge 
datasets and can scale to accommodate mass data, 
resulting in efficient and effective processing. This 
scalability is critical for real-world applications with 
massive amounts of data, and the framework’s capacity to 
handle such datasets qualifies it for detecting cloned 
accounts on Twitter and maybe other social media sites. 

C. Research Objective 
To develop and evaluate a robust framework using 

machine learning algorithms (Logistic Regression, 
Random Forest, and XGBoost) for detecting cloned 
accounts on Twitter, leveraging user behavior, content 
patterns, and network features to achieve high accuracy 
and F-measure scores in identifying fraudulent profiles, 
thereby safeguarding user privacy, brand reputation, and 
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platform integrity, and ultimately contributing to more 
reliable online identity verification systems. 

D. Feature Engineering 
Feature engineering was a critical step in transforming 

raw data into meaningful insights. Several  
custom-engineered features were developed to enhance 
the model’s ability to distinguish between genuine and 
cloned accounts: 

1) Name complexity 
A normalized score (ranging from 0 to 1) quantifying 

the complexity of usernames based on factors such as 
length, the presence of digits, special characters, and case 
diversity. This feature was particularly useful in 
differentiating cloned accounts, which often employ 
simplified or modified versions of original usernames. 

2) User has photo 
A binary feature indicating whether an account uses a 

custom profile picture or a default image. 
3) Profile completion 
A composite score (ranging from 0 to 1) reflecting the 

completeness of profile information, including the 
presence of a profile photo, description, location, media, 
and posts. 

4) Similarity feature 
This feature captured the maximum similarity between 

an account and others in the dataset. Two types of 
similarity scores were calculated: textual similarity, 
derived from username, description, and other textual 
attributes using embedding’s generated by the  
sentence-transformers/all-MiniLM-L6-v2 model, and 
image similarity, generated using embedding’s from a 
pertained ResNet50 model for profile pictures. Cosine 
similarity was applied to both embedding’s to quantify 
resemblance in high-dimensional spaces. For each 
account, the maximum similarity score with all other 
accounts was selected. 

5) Created after similar 
A boolean feature indicating whether an account was 

created after a similar one, highlighting temporal 
anomalies typical of cloning behavior.  

The features were chosen based on their usefulness and 
discriminative effectiveness in spotting cloned accounts. 
Name complexity, profile completion, and resemblance 
features distinguish real and cloned accounts. Domain 
knowledge was also important, because these 
characteristics are known to indicate cloned account 
behavior. The 0.001 learning rate was set to provide a 
balance between convergence speed and stability, 
allowing the model to learn efficiently from the input 
while avoiding overshooting. This value was most likely 
calculated by testing and optimization techniques, such as 
grid search, to produce the greatest model performance 
on a validation dataset. 

E. Feature Correlation Analysis 
To assess relationships between features and identify 

potential multicollinearity among features, we have 
constructed a correlation matrix shown in Fig. 2. Key 
findings included: 

 
Fig. 2. Correlation matrix of the collected Twitter features. 

A strong correlation (0.97) between Created After 
Similar and the target label, highlighting its significance 
in detecting cloned accounts. 

A strong correlation (0.84) between Followers and 
Listed Count, both of which were retained due to their 
distinct interpretability. 

No other pair of features exhibited correlations 
exceeding 0.5, indicating minimal redundancy and 
effective feature selection. 

F. Clone Generation 
The generation of synthetic cloned profiles was a 

critical aspect of the dataset construction process, 
designed to simulate real-world cloned account behaviors 
while maintaining a controlled environment for model 
evaluation. Each clone was derived from an original 
profile, preserving key features such as the username, 
profile description, location, and overall account structure 
to ensure realistic replication. Modified features were 
generated using algorithmic transformations to introduce 
variability and avoid exact duplication, aligning with 
patterns observed in cloned accounts on social media 
platforms. 

Engagement metrics, including favorites, listed counts, 
statuses, and media counts, were scaled proportionally, 
with random adjustments ranging between 5% and 20% 
of the original values. Follower counts were reduced to a 
fraction (1–10%) of the original, with a maximum cap  
of 1000 to reflect the typically lower visibility of cloned 
accounts. Temporal features, such as account creation 
dates, were adjusted to ensure chronological plausibility, 
with cloned accounts assigned creation dates uniformly 
distributed from the original account’s creation date up to 
a predefined cutoff date. Verification status was 
randomly assigned with a low probability (0.5%), 
reflecting the rarity of verified cloned accounts. 

For identity-related features, usernames were 
systematically altered by appending or replacing 
characters, maintaining a degree of similarity to the 
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original while ensuring uniqueness. Profile pictures were 
replicated directly or replaced with visually similar 
images in cases of high-profile accounts, enhancing the 
authenticity of the cloned profiles. This approach 
incorporated elements such as randomization and 
proportional adjustments to capture the subtle 
discrepancies characteristic of real-world cloned 
accounts, ultimately resulting in a dataset that balanced 
realism with methodological rigor. 

The resulting dataset comprised a balanced distribution 
of genuine and synthetic accounts, providing an effective 
foundation for evaluating machine learning models in 
detecting cloned accounts. By employing this controlled 
yet realistic replication strategy, the clone generation 
process contributed significantly to the validity and 
robustness of the experimental framework. 

G. Data Preprocessing 
The dataset was preprocessed to ensure compatibility 

with machine learning algorithms. Features were 
normalized using the StandardScaler to ensure that all 
features contributed equally to the model’s learning 
process. The dataset was then split into training and 
testing sets using an 80–20 split, stratified by the target 
label to maintain the distribution of genuine and cloned 
accounts in both sets. 

H. Model Development 
Four machine learning models were developed and 

evaluated: Logistic Regression (LR), Random Forest 
Classifier (RFC), XGBoost Classifier (XGB), and a 
Feedforward Neural Network (FNN). Each model was 
trained using 10-fold stratified cross-validation to ensure 
robust performance evaluation. Hyper parameter tuning 
was conducted within the cross-validation framework, 
and a separate test set was reserved for final evaluations. 

1) Logistic regression 
The model was initialized with default parameters, 

including a maximum of 1000 iterations to ensure 
convergence. The solver used was ‘lbfgs’, and the 
regularization parameter (C) was set to 1.0. 

2) Random forest classifier 
The model was initialized with 100 estimators (trees) 

and used the Gini impurity criterion for splitting. Early 
stopping was implemented with a patience of 10 rounds 
to prevent overfitting. 

3) XGBoost classifier 
The model was initialized with default parameters, 

including a maximum of 100 estimators and early 
stopping rounds set to 10. The evaluation metric used was 
‘logloss’, and the objective was set to binary logistic 
regression. 

4) Feedforward neural network 
The FNN was designed with two hidden layers, 

following established guidelines for text classification 
tasks [27]. The first hidden layer contained 16 neurons, 
and the second contained 32 neurons, with ReLU 
activation functions used in both layers. The output layer 
consisted of a single neuron with a sigmoid activation 
function for binary classification. The number of neurons 
was determined through experimentation, with this 

configuration found to balance model complexity and 
performance. The model was trained using the Adam 
optimizer with a learning rate of 0.001 and early stopping 
with a patience of 10 epochs to prevent overfitting. 

IV. RESULT AND DISCUSSION 

A. Model Evaluation 
Model performance was evaluated using a 

comprehensive set of metrics, including ROC-AUC, 
accuracy, F1-Score, precision, and recall. Precision-
Recall (PR) curves were also generated to assess 
performance under imbalanced class distributions. 
Feature importance scores were calculated for the 
Random Forest and XGBoost models to identify the most 
predictive features. 
 
Algorithm of the proposed Work 
FUNCTION Main () 
 // Step 1: Data Collection and Preprocessing (Initial) 
    DATA = Collect_Twitter_Account_Data 
(NUM_ACCOUNTS = 10000) 
    DATA = Clean_Raw_Data(DATA) 
 // Step 2: Feature Engineering 
  DATA = Engineer_Features(DATA) 
 // Step 3: Feature Correlation Analysis 
    Analyze_Feature_Correlation(DATA) 
 // Step 4: Clone Generation 
    DATA_WITH_CLONES = 
Generate_Cloned_Accounts(DATA) 
 // Step 5: Data Preprocessing (for Model Input) 
(TRAIN_DATA, TEST_DATA) = Split 
Data(DATA_WITH_CLONES, TRAIN_RATIO = 0.8) 
(TRAIN_FEATURES, TRAIN_LABELS) = 
Separate_Features_Labels(TRAIN_DATA) 
(TEST_FEATURES, TEST_LABELS) = 
Separate_Features_Labels(TEST_DATA) 
(TRAIN_FEATURES_SCALED, 
TEST_FEATURES_SCALED) = Scale Features 
(TRAIN_FEATURES, TEST_FEATURES) 
  // Step 6: Model Development 
    LR_MODEL = Train_Logistic_Regression 
(TRAIN_FEATURES_SCALED, TRAIN_LABELS) 
    RFC_MODEL = Train_Random_Forest 
(TRAIN_FEATURES_SCALED, TRAIN_LABELS) 
    XGB_MODEL = Train_XGBoost 
(TRAIN_FEATURES_SCALED, TRAIN_LABELS) 
    FNN_MODEL=Train_Feedforward_Neural_Network 
(TRAIN_FEATURES_SCALED, TRAIN_LABELS) 
 // Step 7: Model Evaluation 
    Evaluate Model (LR_MODEL, 
TEST_FEATURES_SCALED, TEST_LABELS,”Logistic 
Regression”) 
    Evaluate Model (RFC_MODEL, 
TEST_FEATURES_SCALED, TEST_LABELS, “Random 
Forest”) 
    Evaluate Model (XGB_MODEL, 
TEST_FEATURES_SCALED, TEST_LABELS, “XGBoost”) 
    Evaluate Model (FNN_MODEL, 
TEST_FEATURES_SCALED, TEST_LABELS, 
“Feedforward Neural Network”) 
END FUNCTION 
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B. Cross-Validation Metrics 
The cross-validation results demonstrated strong 

performance across all models, as summarized in Table I. 
Logistic Regression achieved a mean AUC of 0.992 
(±0.002), with similarly high accuracy (0.986 ± 0.003) 
and F1 score (0.986 ± 0.003). Random Forest and 
XGBoost also performed exceptionally well, with 

XGBoost achieving the highest mean AUC of 0.997 
(±0.001). The FNN achieved a mean AUC of 0.994 
(±0.002), placing it slightly below XGBoost but above 
Logistic Regression and Random Forest. The low 
standard deviations across all metrics indicate consistent 
performance across the 10 folds, suggesting that the 
models are robust and generalize well to unseen data. 

TABLE I. EVALUATION METRICS FOR THE USED MACHINE LEARNING METHODS 

Model AUC Accuracy F1 Score Precision Recall 
Logistic Regression 0.992 (±0.002) 0.986 (±0.003) 0.986 (±0.003) 0.999 (±0.001) 0.973 (±0.006) 

Random Forest 0.990 (±0.003) 0.981 (±0.002) 0.981 (±0.002) 0.987 (±0.003) 0.975 (±0.006) 
XGBoost 0.997 (±0.001) 0.987 (±0.003) 0.987 (±0.003) 1.000 (±0.000) 0.974 (±0.006) 

Feed Forward Neural Network 0.994 (±0.002) 0.987 (±0.003) 0.986 (±0.003) 1.000 (±0.000) 0.973 (±0.006) 
 

C. Test Set Metrics 
The test set results, presented in Table II, further 

validated the models’ performance. XGBoost achieved 
the highest AUC (0.997) and F1-Score (0.984), followed 
closely by the FNN, which achieved an AUC of 0.993 
and an F1-Score of 0.986. Notably, all models achieved 
precision scores above 0.988, indicating a very low rate 
of false positives. This is particularly important in the 
context of cloned account detection, where incorrectly 
flagging genuine accounts as clones could have 
significant consequences. The high recall scores (≥0.973) 
further highlight the models’ ability to correctly identify 
cloned accounts, minimizing false negatives. 

TABLE II. TEST SET EVALUATION METRICS 

Model AUC Accuracy F1-Score Precision Recall 
Logistic 

Regression 0.992 0.986 0.986 0.999 0.973 

Random Forest 0.990 0.980 0.980 0.988 0.973 
XGBoost 0.997 0.984 0.984 0.994 0.973 

Feed Forward 
Neural Network 0.993 0.986 0.986 1.000 0.973 

 

As evident from Fig. 3, which depicts the confusion 
matrix for each machine learning classification method 
used here, all classification techniques have similar 
performance in identifying cloned accounts. This is 
attributed to the large datasets and careful tuning of 
parameters. The same conclusion can be drawn from the 
ROC curves shown in Fig. 3 given that the dataset is 
fairly balanced. Thus, in choice of a machine learning 
algorithm for cloned account detection, agile methods 
would be preferable to computationally intensive 
methods with no significant difference in the performance 
metrics.  

Key performance indicators such as accuracy, 
precision, recall, F1-Score, and ROC-AUC provide 
information about the model’s ability to identify cloned 
accounts consistently and reliably as shown in Fig. 4 for 
each model. Accuracy assesses the model’s overall 
precision, whereas precision and recall provide a more 
detailed picture of its performance. The F1-Score 
balances precision and recall, whereas AUC assesses the 
model’s ability to differentiate between real and cloned 
accounts. The suggested detection framework’s 
advantages and disadvantages can be shown by disclosing 
these parameters. 

 

 
 (a) (b) 
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Fig. 3. Confusion matrix for the used machine learning classification algorithms. (a) Logistic regression. (b) Random forest. (c) XGBoost. (d) FFNN. 

 

 
Fig. 4. ROC and AUC for the used machine learning classification algorithms. 

D. Analysis 
Feature importance analysis revealed that features like 

Created After Similar, Similarity Feature, and Followers 
are the most predictive features across all models. The 
importance of these features is visualized in Fig. 5 for 
Random Forest and XGBoost. These figures highlight the 
relative contributions of each feature to the models’ 
decision-making processes. 

This research proposes a robust framework for 
detecting cloned Twitter accounts using Logistic 
Regression, Random Forest, and XGBoost, achieving 
high accuracy (up to 98.6%). The study emphasizes 
analyzing user behavior, content patterns, and network 
features to enhance real-time detection, contributing to 
more reliable online identity verification and platform 
integrity by combating misinformation and scams. 
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 (a) (b) 

Fig. 5. Feature importance analysis for two of the used machine learning algorithms. (a) Random Forest. (b) XGboost. 

E. Generalizability 
To assess the impact of training set size on model 

performance, experiments were conducted using fractions 
of the training set (ranging from 0.2 to 1.0). The models 
exhibited minimal performance degradation, even when 

trained on only 20% of the training data. Notably, the 
XGBoost Classifier maintained a ROC-AUC score  
of 0.962 with just 20% of the training data, underscoring 
its robustness and the generalizability of the engineered 
features, illustrated in Fig. 6. 

 

 

 
Fig. 6. Performance vs Training data samples for the used machine learning classification algorithms. 

Our study shows that machine learning algorithms are 
effective in detecting cloned Twitter accounts, with 
accuracy rates of 98.6% with Logistic Regression, 98.0% 
with Random Forest, and 98.4% with XGBoost as 
mentioned in Table III and depicted in Fig. 7. These 
findings show that our technique can accurately detect 
duplicated accounts, improving online security and trust. 
In comparison to previous studies, such as the one using 
the C4.5 Model mentioned in Table IV, which use profile 
attribute-based detection, our study emphasizes the 
necessity of choosing the appropriate approach and 
dataset for clone detection. Our results help to design 

more reliable online identity verification systems and 
emphasize the importance of continual innovation in 
detection systems in order to adapt to the changing 
landscape of social media. 

TABLE III. COMPARISON OF PROPOSED ALGORITHMS 

Model Accuracy (%) F-Measure Score 
Random Forest 98.0 High 

XGBoost 98.4 High 
Logistic Regression 98.6 High 
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Fig. 7. Comparative performance of the used machine learning 

classification algorithms. 

TABLE IV. COMPARATIVE STUDY   

Model Accuracy (%) Method Dataset 
C4.5 

Model 
Profile attributes-
based detection Decision Tree Twitter Data 

Our 
proposed 

High accuracy rates 
using machine 

learning models 

Logistic Regression, 
Random Forest, 

XGBoost 

10,000 
Twitter 

Accounts 
 
We tested the cloned account detection models’ 

robustness under a variety of situations, including noisy 
data, data imbalance, and feature modification. Our 
investigation demonstrated that Logistic Regression 
worked well under noisy data situations, with only a little 
fall in accuracy to 97.5%. Random Forest proved 
resistant to data imbalance, retaining high accuracy rates 
of 97.8% even when the clone-to-legitimate account ratio 
was changed. In the meantime, XGBoost maintained a 
rate of 98.2% while demonstrating resilience to feature 
perturbation with no effect on accuracy. These results 
indicate that our models are robust and can perform well 
in a variety of settings, making them appropriate for  
real-world applications. 

Deploying our cloned account detection techniques in 
a real-world environment presents numerous problems. 
One major problem is achieving real-time requirements, 
which need the model to process enormous amounts of 
data fast and accurately. Scalability is another issue, as 
the model must handle rising traffic and data quantities 
while maintaining performance. Furthermore, real-world 
data may be noisy, missing, or inconsistent, reducing 
model performance. Furthermore, cloned account 
methods and behaviors change over time, necessitating 
regular model adaptation and updates. To address these 
issues, we can use distributed computing frameworks, 
update the model on a regular basis with new data, 
employ robust data pretreatment approaches, and 
continuously assess model performance. 

V. CONCLUSION 

By leveraging advanced machine learning classifiers 
and a rich dataset of features from 10,000 collected 
Twitter accounts augmented with 10,000 created cloned 
accounts, this work demonstrates that machine learning 
classifiers are able to create a highly effective system for 

detecting cloned accounts. Through continuous model 
adaptation and user education, the framework will not 
only enhance the security of Twitter users but also 
contribute to the overall integrity of the platform. 
Moreover, the implications of cloned account detection 
extend beyond merely enhancing user security; they also 
significantly impact the broader ecosystem of social 
media governance. As platforms grapple with the 
complexities introduced by fake accounts, there is an 
urgent need for regulatory frameworks that can guide 
ethical practices in algorithm deployment and data 
privacy. For instance, incorporating transparency 
measures regarding how machine learning models 
classify accounts could foster greater trust among users 
and stakeholders alike. Additionally, while automated 
systems provide efficiency, reliance solely on these 
technologies may inadvertently overlook nuanced human 
behaviors and cultural contexts that contribute to online 
interactions. Therefore, a balanced approach that 
combines advanced detection algorithms with human 
oversight and community engagement will be essential in 
creating a resilient digital environment where authenticity 
thrives. 

To counteract this threat, it is essential to integrate 
advanced anomaly detection techniques alongside 
machine learning models, allowing for real-time 
monitoring of user activity patterns that deviate from 
established norms. This multifaceted approach could 
enhance the platform’s ability to discern between genuine 
users and malicious entities, thereby strengthening the 
results of this research indicate that the machine learning 
framework is effective in detecting cloned Twitter 
accounts with high accuracy. Nevertheless, continuous 
learning mechanism allows for better adaptability to 
evolving fraudulent tactics, while user empowerment 
initiatives successfully raise awareness and promote 
security practices among users. Further optimization of 
ensemble methods is recommended to enhance detection 
capabilities even more. 
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