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Abstract—In the context of computer science and technology,
a group of linked devices, or nodes, that exchange data,
resources, or services with one another is referred to as a
network. An active network attack refers to a malicious
activity in which an attacker deliberately attempts to disrupt,
manipulate, or gain unauthorized access to a computer
network or its resources. In today’s digital context, network
security is of vital importance as cyber threats continue to
evolve in terms of sophistication and frequency. Active
network attacks pose significant challenges to traditional
detection methods, necessitating the exploration of advanced
techniques such as deep learning. This research proposes a
novel approach for the identification and classification of
active network attacks based on deep learning
methodologies. To achieve this, an experimental research
analysis design was used. A comprehensive review of deep
learning approaches appropriate for network attack
detection was undertaken. The proposed methodology
involves the development of a model based on deep learning
that was learned using a dataset comprising diverse network
traffic data which is Network Security Laboratory-
Knowledge Discovery in Databases (NSL-KDD). This study
utilizes a comprehensive preprocessing pipeline, including
data cleaning, feature selection for categorical variables and
standardization of numerical features to prepare the dataset
for modeling. To extract the pertinent information,
preprocessing approaches are used. Metrics like as accuracy,
precision, recall, F1-Score, and confusion matrix are used to
evaluate performance as a result from deep learning models
Deep Neural Network (DNN), Convolution Neural Networks
(CNN), Long Short Term Memory(LSTM), Bi-Long Short
Term Memory (Bi-LSTM) and Gated Recurrent Units
(GRU) experiments done, Bi-LSTM model scored the best
result of 99.15% and 99.12% accuracy for binary and multi
classification, respectively.

Keywords—active network, cyber attacks, Deep Neural
Network (DNN), Convolution Neural Networks (CNN), deep
learning, detection, neural networks

1. INTRODUCTION

Active network attack detection and classification using
deep neural network learning model involve using deep
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learning techniques to identify and classify various types
of network attacks in real time or near real time. Deep
learning has shown promise in many fields, including
cyber security. Building and training deep learning model
using huge network dataset, researchers and practitioners
can potentially create more effective and robust intrusion
detection systems [1]. The term “active network attacks”
typically refers to malicious activities aimed at disrupting
or gaining unauthorized access to computer networks.
Detecting and classifying these attacks is crucial for
maintaining the security and integrity of networked
systems [2].

Using deep learning for this purpose offers several
advantages. Deep learning models can automatically
extract relevant features from raw network data,
eliminating the need for feature engineering. They can also
adapt and learn from new attack patterns, making them
potentially more proficient at detecting previously unseen
threats. Additionally, deep learning models can handle
with large-scale datasets efficiently, enabling the detection
of attacks in real time or near real time [3].

In the context of computer science, a network refers to
a collection of two or more computers linked or connected
together to share the resources, exchange files, or enable
electronic via communications [4]. It is networked nodes
and entities that share information with one another. it
plays a fundamental role in modern computing, enabling
communication between devices, sharing resources, and
facilitating various services and applications [5].

A. Statement of the Problem

Modern society has developed because of computer
networks, which have an impact on public services,
economic  growth, healthcare, education, social
development, and innovation. By facilitating effective
communication, information accessibility, and the smooth
functioning of diverse industries, networks play a vital role
in the general advancement and well-being of individuals
and communities [6].

However, as information technology advances, network
security has become a new issue. Numerous network
security events arise as a result of the network’s growing
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size and continuously growing number of network
users [7].

According to Ref. [8], more than 20,000 cyber-attacks
have resulted in direct losses for financial firms of billion
since 2020. The chief director general clarified that were
cyber-attack attempts succeeded, distributed denial-of-
service for a predetermined amount of time, lost revenue,
prevented operations, stolen data, hidden or encrypted
data, claimed money to retrieve, and fraudulently used
communication channels would have happened to
generate income illegally. According to the Director
General, financial institutions, security institutions, media
outlets, important government offices, ministries, regional
offices, hospitals, and higher education establishments
made up the majority of the targets of cyber-attacks.

To solve related problems stated above, a number of
studies have been performed using traditional and
advanced machine learning methods globally.
leracitano et al. [9] employed NSL-KDD dataset in order
to implement the method of intelligent intrusion detection
driven by auto encoders. Even though it is encouraging,
improvements are still needed to increase its accuracy and
dependability.

Other researchers have also performed deep learning-
based cyber-attack detection for the Internet of Medical
Things (IoMT) [10]. The approach achieved a significant
accuracy of 96.39%, but it was limited to man-in-the-
middle attacks, indicating the need for a more
comprehensive detection system that can handle a wider
range of cyber threats.

Anwer et al [11] have also employed classical
algorithms which are Gradient Boosted Decision Tree
(GBDT), and Random Forest (RF) algorithms to detect
attacks in networks. The random forest algorithm scored
85.34% of accuracy that is relatively low in the context of
securing network environments, suggesting the necessity
for more effective models.

Since traditional machine learning methods have
difficulty in efficiently detecting and classifying attackers
because cyber security issues take the form of new and
sophisticated methods, it is essential to research and
develop novel methods using deep learning techniques.

The difficulty in choosing features as the amount of data
increases is reducing the attack detection rate in terms of
traditional machine learning. Remote to Local (R2L), User
to Root (U2R), probe, and Denial of Service (DoS) attack
types classified with low accuracy.

B. High False Positive Rates

Moreover, due to the challenges in feature selection and
classification accuracy, there is a risk of high false positive
rates, where benign activities are incorrectly classified as
attacks. Overall, these issues can significantly impact the
effectiveness of attack detection systems, potentially
leading to an increased risk of security breaches and false
alarms.

C. Objectives

The general objective of this study is to develop a deep
learning model for difficulty in efficiently detecting and
classifying active network attack.

1541

II.

A.  Overview of Network

There are several types of networks, including Local
Area Networks (LANs), which cover a specific area, such
as a building, and Wide Area Networks (WANs), which
connect several LANs across larger territories. Wireless
networks, such as Wi-Fi and cellular networks, transmit
data via radio or infrared signals. Peer-to-Peer (P2P)
networks enable direct device communication without the
need for a central server, which is often used for file
sharing. Client-server networks, on the other hand, allow
clients to access services from centralized servers, which
is common in online applications and cloud computing.
Network  components include nodes (devices),
connections (communication channels), protocols (data
transmission regulations), and infrastructure (hardware
and software support) [5].

LITERATURE REVIEW

B.  Network Security and Attack Detection

The Internet’s widespread use and continuous
expansion are beneficial to many network users in many
ways and preventing unwanted access and alteration is the
goal of defense when it comes to computers, networks,
programs, different types of data. This is where network
security comes in [12].

However, as more and more systems in the financial, e-
commerce, and military become internet-connected, they
become targets for network attacks, which increases risk
and causes significant harm. In essence, effective tactics
for attack detection, defense, and network security
maintenance are required. Thus, the primary problem in
the field of network security to be solved and how to
recognize various types of network attacks [13].

C. Machine Learning in Network Security

Traditional models have been widely employed in
attack detection and classification in network security.
However, Traditional machine learning approaches rely
heavily on handcrafted feature engineering, where domain
experts manually design and select relevant features from
raw network traffic data. These features may include
packet headers, flow statistics, payload content, or
behavior-based features extracted from network logs.
Feature engineering aims to capture discriminative
information that distinguishes between normal network
behavior and malicious activities [14].

1) Supervised learning

Supervised learning algorithms, such as decision trees,
random forests, Support Vector Machines (SVMs), K-
Nearest Neighbors (KNNs), and logistic regression, are
trained on labeled datasets to identify the network attack
traffic instances as benign or malicious. These classifiers
learn decision boundaries or decision rules based on input
features an enabling them to distinguish between various
kinds of attacks and normal network behavior [15].

2) Machine learning versus deep learning

A lot of Machine Learning (ML) is used to recognize
different kinds of attacks. A machine learning
methodology could help the network administrator take
the necessary steps to prevent breaches. However, the
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majorities of conventional machine learning techniques
fall within the category of shallow learning and often pay
attention to feature selection and engineering. shallow
learning is unable to effectively address the categorization
problem when faced with massive amounts of intrusion
huge data that emerge in a real-time network platform [5].

In contrast, deep learning techniques can generate
considerably more effective prototypes and have the
ability to derive better representations from dynamic data
sets [16].

A collection of techniques known as “representation
learning” or “feature learning” in classical models makes

the algorithm automatically learn the representations
needed for feature detection from the training dataset. On
the contrary, Deep Learning (DL) may be viewed as
establishing machine learning and representation learning
jointly. With many levels of cumulative complexity and
generalization, as well as the final prediction, DL aims to
jointly learn fundamental traits. The key distinction
between Deep Learning (DL) and Machine Learning (ML)
is depicted in the Fig. 1. DL uses automated feature
selection while standard ML wuses manual feature
selection.
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Fig. 1. Deep learning versus machine learning.

3) Limitations of machine learning

Manual Feature Engineering: Traditional machine
learning model approaches often rely on feature
engineering. Handcrafted features may fail to capture
refined or complex patterns in the data and may not
generalize well to new scenarios [17].

Limited Generalization: Traditional machine learning
models may struggle to generalize effectively to new
attack patterns, especially in dynamic and evolving
network environments. Models trained on historical data
may become outdated or ineffective in detecting novel or
sophisticated attack strategies, which leads toward
reduced detection performance [13].

Limited Adaptability: Traditional machine learning
models may have limited adaptability to changing network
conditions, attack tactics, and enemy strategies over time.
These models may not dynamically adjust to new attack
patterns or concept drift in network traffic data, requiring
frequent retraining or manual intervention to maintain
effectiveness.

4) Deep learning approaches

Deep learning has emerged as a powerful approach for
active network attack detection and classification, offering
significant advantages over traditional methods [18].

a) Feature learning

Deep learning models can automatically learn
hierarchical representations of raw input data, such as
network traffic packets or logs, without the need for
handcrafted feature engineering. By processing raw data
through multiple layers of nonlinear transformations, deep
learning models extract informative features directly from
the input, enabling them to capture complex patterns and
relationships that may be difficult to specify manually.

b) Real-time feature engineering

Feature engineering has its roots in the batch processing
paradigm. This approach involved collecting large
volumes of historical data, processing it offline in
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scheduled intervals, and using the results to train models.
The lag between data generation and feature availability.

The landscape began to shift as businesses realized the
immense value locked in real-time data streams. Real-time
feature engineering emerged as a response to this need,
allowing for the continuous computation of features as
data arrives. This approach enables models to operate on
the most current data, dramatically reducing latency
between event occurrence and model reaction.

5) Deep Neural Networks (DNN)

DNNs can be employed for general network attack
detection by learning patterns in network traffic data. It
consists of multiple layers of neurons, typically including
an input layer, several hidden layers, and an output layer.
Each layer performs linear combinations of inputs
followed by a non-linear activation function. DNNs can be
fully connected; meaning every neuron in one layer is
connected to every neuron in the subsequent layer. DNNs
are versatile and can learn complex patterns from network
traffic data. Their ability to learn from large datasets
makes them effective for identifying previously unseen
attack patterns [19].

6) Convolutional Neural Networks (CNN)

CNNs are commonly used for analyzing spatial data,
but they can also be applied to sequential data, such as
network traffic sequences. In the context of active attack
detection, CNNSs can learn spatial features from network
traffic data, such as packet headers or content, to identify
characteristic patterns associated with different types of
attacks. By twisting filters across input sequences and
combining spatial information, CNNs can effectively
capture local dependencies and spatial correlations in
network traffic data, enabling accurate detection and
classification of active attacks [20].

7)  Long Short Term Memory (LSTM)

Long Short-Term Memory (LSTM) is a unique kind of
artificial Recurrent Neural Network (RNN) architecture
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that is utilized in the deep learning field. It is effective in
detecting network attacks due to their ability to capture
long-term dependencies in sequential data, particularly in
analyzing time-series data like traffic logs or sequences.
For example, LSTMs can identify anomalies in user
behavior by analyzing sequences of actions taken over
time, helping to distinguish between legitimate and
malicious activities. They consist of memory cells and
information-controlling gates (input, forget, and output
gates). Because of this, LSTMs may retain and pick up
dependencies throughout lengthy sequences. LSTMs are
ideally suited for studying sequential data, such as traffic
flows over time, which makes them useful for network
attack detection [21].

8) Bidirectional LSTMs (Bi-LSTMs)

Bi-LSTMs extend the capabilities of LSTMs by
processing data in both forward and backward directions.
This bidirectional approach allows the model to consider
context from both past and future states, enhancing its
ability to detect complex attack patterns. Bi-LSTMs have
been shown to outperform traditional LSTM models in
tasks requiring a deeper understanding of context, such as
identifying specific types of network attacks based on
historical traffic behavior [22].

9)  Gated Recurrent Units (GRUs)

GRUs are similar to the LSTMs with a simplified
architecture that combines the forget and input gates into
a single update gate. This makes GRUs computationally
efficient while still effectively capturing dependencies in
sequential data. In network attack detection, GRUs can be
used to analyze patterns in network traffics.

D. Types of Network Attacks

Broadly applicable security attacks are classified into
passive attacks and active attacks. A passive attack
attempts to learn or make use of information from the
system but does not affect system resources, whereas an
active attack attempts to alter system resources or affect
their operation. Any effort to alter the system without
authorization is considered an active attack. For instance,
this could involve altering data that have been sent or
stored, generating new data streams through masquerading
or fabrication, replaying or changing messages, and
causing a denial of service or availability disruption [8].

Network attack detection involves the proactive
monitoring of network traffic, system logs, and behavior
patterns to quickly identify and respond to unauthorized
access attempts, malware infections, and other forms of
cyber-attacks [23]. Our research will focus on active
network attack detection and classification. Focusing on
active network attack detection and classification is vital
because of increasing sophistication as well as prevalence
of network attacks. Active attacks, where hackers attempt
to alter or disrupt network operations, pose significant
risks to the integrity and availability of systems. In this
study, attack types are classified using the following
network attack classes:

Denial of Service (DoS): A DoS attack aims to
overwhelm a system or network resource, making it
unavailable to the users. This type of attack disrupts
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services by flooding the target with excessive traffic or
requests, causing it to crash or become unresponsive [18].

Remote-to-Local (R2L): R2L attacks involve
unauthorized users attempting to connect remotely and
obtain local access to a system. Attackers exploit
vulnerabilities of a system to increase their privileges and
gain unauthorized access to sensitive data or
resources [18].

User-to-Root (U2R): U2R attacks involve as users with
limited privileges attempting to benefit of the
administrative access to a system. Attackers exploit
vulnerabilities to increase their privileges and gain
unauthorized control over the system, potentially leading
to data breaches or system compromise [23].

Probe: Probe attacks involve attackers scanning a
network to gather necessary things about potential
vulnerabilities and system configurations. These attacks
are reconnaissance activities aimed at identifying
weaknesses that could be exploited in subsequent
attacks [24].

E.  Relevance of Works

Active network attacks involve attackers actively
launching attacks against target servers, where the attacker
attempts to change the data on the target. These attacks can
include unauthorized changes to the system, such as the
alteration of transmitting data and stored as well, the
fabrication of data, masquerade attacks, messages replays,
messages modifications, including service denial
attacks [25]. These network components need to be
reliable and secured through advanced deep learning
technologies to detect and mitigate anomalies provided a
comprehensive survey of Intrusion Detection Systems
(IDSs) tailored for Wireless Sensor Networks
(WSNs) [26]. Their work classified IDS based on
detection approaches and deployment strategies and laid a
foundational framework for understanding the landscape
of intrusion.

Building upon this taxonomy, presented a review
focused on machine learning techniques for network
intrusion detection. By synthesizing advancements in
machine learning algorithms and their application to
intrusion detection, the authors highlight the potential of
these techniques in enhancing the accuracy and efficiency
of network defense mechanisms.

A comprehensive study of deep learning techniques for
anomaly detection was carried out. Deep learning
techniques have emerged as potential approaches for
anomaly detection in network traffic [27]. Demonstrating
the effectiveness of neural network architectures in
capturing complicated patterns indicative of malicious
activities. In a similar investigated the application of deep
learning approaches specifically for network intrusion
detection [28]. Their review offers insights into the design
and evaluation of deep learning models, emphasizing their
scalability and adaptability to evolving threat landscapes.

Furthermore, Tun et al. [29] offer an overview of
network anomaly detection techniques, emphasizing the
importance of a comprehensive classification to categorize
detection methods based on their objectives and
methodologies. Their work provides a holistic perspective
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on the diverse range of approaches employed in the
detection and classification of network attacks.

Several studies [30—32] have highlighted the limitations
of traditional misuse detection methods, such as signature-
based Intrusion Detection Systems (IDSs). These methods
rely on known attack signatures and struggle to detect
novel or zero-day attacks, leading to increased
vulnerability to emerging threats [33]. Hsu ef al. [34] have
emphasized the potential benefits of hybrid approaches
that combine multiple detection methods to improve
detection accuracy and resilience against evolving threats.
By integrating misuse and anomaly detection methods
using deep learning, it is possible to leverage the
complementary strengths of both approaches and achieve
more robust and accurate detection outcomes.
Collectively, these studies contribute to advancing the
state of the art in active network attack detection and
classification. By synthesizing insights from various
domains, including wireless sensor networks, machine
learning, deep learning, security, researchers and
practitioners are empowered to develop more resilient and
adaptive intrusion detection systems capable of mitigating
emerging threats in dynamic network environments.

Therefore, deep learning techniques can offer a data-
driven and adaptive approach to active attack detection
and classification, enabling the development of more
accurate, efficient, and robust security systems capable of
defending against evolving cyber threats in complex
network environments. A novel approach to intelligent
intrusion detection using auto encoder-driven intelligence
and statistical analysis was developed by researchers,
which achieved 87% accuracy for malt classification and
84.21% accuracy for binary classification using NSL-
KDD [9]. Even though the work is appreciated, it still
needs more improvement. Other studies have also
explored the use of Long Short-Term Memory (LSTM)-
based convolutional neural networks to detect network
intrusions. They emphasize the growing relevance of
network security as the internet becomes more widely
used. Researchers have suggested two deep learning
models, LSTM-only and CNN-LSTM, to increase the
performance of intrusion detection systems, with the NSL-
KDD dataset serving as a benchmark. This work aimed to
solve the constraints of existing machine learning
algorithms in intrusion detection, and it achieved 94.12%
and 88.95% accuracy for binary classification and multi-
classification, respectively [35].

Judith et al. [10] has performed work to detect cyber-
security threats, with a particular focus on man-in-the-
middle attacks that occur within the Internet of Medical
Things (IoMT) communication network. Principle
Component Analysis (PCA) has been utilized for feature
reduction and employs a multilayer perceptron to classify
unforeseen cyber-attack IoT-based healthcare devices.
The study results indicated that the multilayer perceptron
outperforms the other tested classifiers, achieving an
accuracy of 96.39% while also improving the performance
by reducing the time complexity. Even if the accuracy is
significant, it is particularly focused on only man-in-the-
middle attacks. Sharafaldin et al. [36] has also performed
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work to identify IoT attacks using machine learning
algorithms, namely, Support Vector Machines (SVMs),
Gradient Boosted Decision Trees (GBDTs), and Random
Forests (RFs), with RF-based supervised machine learning
algorithms achieving an accuracy of 85.34%. The study
scores low accuracy in the context of a secure network.

Compared intrusion detection systems, specifically
examining Apriority, which use data mining association
rule techniques, and Support Vector Machine, which
utilizes machine learning methodologies [37]. We
evaluate the two systems using the UNSW-NBI15 and
NSL-KDD datasets, which were developed by the
University of New South Wales for research in Knowledge
Discovery and Data Mining. The Scientific and Technical
Network (STN) sector used several machine learning
methods to pre-empt suspect traffic. Employing Support
Vector Machine (SVM) based Kernel Principal
Component Analysis (KPCA), the dimensionality of
feature vectors was reduced, and Genetic Algorithms
(GA) were used to optimize different SVM parameters. An
enhanced kernel function (N-RBF) was used to mitigate
noise resulting from feature discrepancies. The
experimental results indicated that the model surpassed a
singular SVM regarding generalization and classification
accuracy.

F.  Analysis of Dataset Axioms

CICIDS2017 Dataset: Modern Attack Scenarios:
CICIDS2017 includes a wide range of modern attack
scenarios, such as DoS, DDoS, Brute Force, and Web
attacks, making it more representative of current cyber
threats.

Realistic Network Traffic: The dataset contains realistic
network traffic, including both normal and malicious
activities, which helps in training more effective intrusion
detection models.

Labeled Data: CICIDS2017 is labeled, making it
suitable for supervised learning approaches.

UNSW-NBI15 Dataset: Comprehensive  Attack
Coverage: UNSW-NBIS5 includes a comprehensive set of
attack types, such as Fuzzers, Analysis, Backdoors, and
Exploits, providing a more realistic representation of
modern cyber threats. Real-World Network Traffic: The
dataset is generated from real-world network traffic,
making it more relevant for training intrusion detection
models. Hybrid Attack Scenarios: UNSW-NBI5 includes
hybrid attack scenarios, which are more challenging to
detect and require more sophisticated detection models.

G. Relevance to Deep Learning

Complex Patterns: Both CICIDS2017 and UNSW-
NB15 datasets contain complex patterns and relationships,
making them suitable for deep learning-based approaches.
Large-Scale Data: These datasets are large-scale, which is
essential for training deep learning models that require
significant amounts of data to learn effectively. In
summary, the CICIDS2017 and UNSW-NB15 datasets are
more relevant and modern, providing a more accurate
representation of current cyber threats and realistic
network traffic. They are well-suited for training deep
learning-based intrusion detection models.
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The RNN achieved an accuracy of 99% in binary
categorization. The objective of the deep learning model
created by Yang et al. [6] was to detect malicious traffic
inside an encrypted network. The proposed model
originated from a Residual Neural Network (ResNet). The
adversarial sample of encrypted traffic was produced with
Deep Convolution Generative Adversarial Networks
(DCGAN) and Deep Q-Network (DQN) reinforcement
learning. The problem of uneven and inadequate samples
was solved. The accuracy of the model was 99.94%.
indicating exceptional performance. To achieving a False
Acceptance Rate (FAR) of 2.94%) and a False Rejection
Rate (FRR) of 2.28%.) A technique for the early
identification of distributed Denial-of-Service (DDoS)
assaults executed via a botnet integrates real network data
with deep Convolutional Neural Networks (CNNs) [9].

To execute a coordinated distributed Denial-of-Service
(DDoS) attack inside a cell that might impair CPS
operations, the puppet device oscillates between quiet
calls, Simple Mail Services (SMS) spamming, or a
combination of these tactics aimed at disrupting calls,
Internet access, SMS, signaling, or a blend of primarily
focused on an intrusion detection system using a hybrid
placement strategy that integrates multi-agent systems,
blockchain technology, and deep learning algorithms [7].

Collectively, these studies contribute to advancing the
state of the art in active network attack detection and
classification. By synthesizing insights from various
domains, including, machine learning, deep learning,
security, researchers and practitioners are empowered to
develop more resilient and adaptive intrusion detection
systems capable of mitigating emerging threats in dynamic
network environments.

Therefore, deep learning techniques can offer a data-
driven and adaptive approach to active attack detection

and classification, enabling the development of more
accurate, efficient, and robust security systems capable of
defending against evolving cyber threats in complex
network environments.

A novel approach to intelligent intrusion detection
using auto encoder-driven intelligence and statistical
analysis was developed by researchers, which achieved
87% accuracy for malt classification and 84.21% accuracy
for binary classification using NSL-KDD [9]. Even though
the work is appreciated, it still needs more improvement.
Other studies have also explored the use of Long Short-
Term Memory (LSTM)-based convolutional neural
networks to detect network intrusions.

They emphasize the growing relevance of network
security as the internet becomes more widely used [35].
Researchers have suggested two deep learning models,
LSTM-only and CNN-LSTM, to increase the performance
of intrusion detection systems, with the NSL-KDD dataset
serving as a benchmark. This work aimed to solve the
constraints of existing machine learning algorithms in
intrusion detection, and it achieved 94.12% and 88.95%
accuracy for binary classification and multi-classification,
respectively [38].

A study entitled Efficient Deep Learning-Based Cyber-
Attack Detection for internet of Medical Things Device
has also been performed to detect cyber-security
threats [10]. PCA has been utilized for feature reduction
and employs a multilayer perceptron to classify
unforeseen cyber-attack healthcare devices.

This study results indicated that the multilayer
perceptron, achieving an accuracy of 96.39%
complexity [10]. Even if the accuracy is significant, it is
particularly focused on only man-in-the-middle attacks.
The summary of related works as shown in the Table I.

TABLE I. SUMMARY OF RELATED WORKS

S/No  Ref. Title Technique Accuracy Gaps
0, 0, 1

(LSTM)-based CNN to detect Deep 94.12% fmd 8.8'95 Vo for bl'nary - Compares only two models

1 [19] . . . classification and multi- . .
network intrusions Learning . . . - Accuracy needs to be improved in both case
classification, respectively.
1et1 1 0, 0,
A Novel Statistical Anfilys1s 84'.21 8 anfi 87%. For - Done for both Binary classification and Multi-
and Auto encoder Driven Deep Binary (0’s and 1°s) . .

2 [21] . . . . . R . classification however,

Intelligent Intrusion Detection ~ Learning classification and Multi-

. . . - Low Accuracy for both case
Approach classification, respectively

Efficient Deep Learning-Based Dee

3 [25] Cyber-Attack Detection for P 96.39% - Focused on only man-in-the- middle attack
. Learning
IoMT devices.
- . . - Low accuracy

4 [9] Attacl‘< Detecthn in oT using Mach}ne 85.34% - Used traditional machine learning which cannot

Machine Learning algorithms Learning

detect novel anomalies without manually upgraded

III. RESEARCH METHODOLOGY AND DESIGN

A. Introduction

The methodology is a method for systematically and
scientifically solving a research problem. The most
popular techniques are experimentation, observation,
surveys, interviews, focus groups, and archival research.
Data collection and analysis procedures are known as
research methods. Surveys, experiments, interviews, and
observations are examples of common

methodologies [39]. Consequently, to conduct this
research, we used an experimental research methodology.

Because, experimental research provides a quantitative
basis for evaluating the performance of detection systems
in terms of accuracy, detection rate, false positive rate,
response time, and other relevant metrics. This allows
researchers to compare different approaches and identify
the most effective solutions for detecting and justifying
specific types of network attacks. This section describes
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and explains the critical research methods for detecting
and classifying active network attacks.

B. Dataset Used

The availability of effective data set is a requirement for
an improvement of intelligent attack detection system. An
attack detection system can only benefit training and
testing with a dataset which contains a lot of high quality
data and simulates a crucial time. In the recent field of
computer network attack detection, the NSL-KDD dataset
is a commonly recognized benchmark dataset. This dataset
is a carefully designed addressing the shortcomings of the
original NSL-KDD Cup 99 dataset, offering an improved
and more accurate version of the latter. The NSL KDD
dataset contains a wide range of network traffic data,
including both normal and various types of attack activity.
It thus becomes a precious tool for the assessment and
development of network attack detection systems. Its
capacity to accurately simulate real-world network traffic
conditions increases its applicability, making it a top
option for practitioners and researchers looking to
systematically evaluate and improve their network attack
detection algorithms [40].

They stated that researchers can access this publicly
available data source, which offers the following benefits

over the original KDD data set: It does not include
redundant records in the train set, so the classifiers will not
be biased towards more frequent records. There are no
duplicate records in the proposed test sets; therefore, the
performance of the learners is not biased by the methods
which have better detection rates on the frequent records.
The number of selected records from each difficulty level
group is inversely proportional to the percentage of
records in the original KDD data set. As a result, the
classification rates of distinct machine learning methods
vary in a wider range, which makes it more efficient to
have an accurate evaluation of different learning
techniques.

Furthermore, the number of records in the train and test
sets is reasonable, which makes it affordable to run the
experiments on the complete set without the need to
randomly select a small portion. Consequently, evaluation
results of different research works will be consistent and
comparable [41].

All the above stated points are why we selected the
dataset for this study. The dataset each record contains 41
attributes that describe different aspects of the flow and are
categorized as either an attack type or normal. Table II
include information about the qualities, including their
name, descriptions, and sample data.

TABLE II. FEATURES PROVIDED BY NSL-KDD

No Name of feature Description Type
1. Duration Connection duration (TCP, UDP, ICMP and the like) in seconds Numeric
2. Protocal type Connection protocol Nominal
3. Service Dst port mapped to service (HTTP, FTP, etc.) Nominal
4. Flag Normal or error status flag of connection Nominal
5. Src_bytes Number of data bytes from src to dst Numeric
6. Dst_bytes Bytes from dst to src Numeric
7. Land 1 if connection is from /to the same host/port: else 0 Binary
8. Wrong fragment Number of ‘wrong’ fragment (e.g., 0,1,3) Numeric
9. Urgent Number of urgent packets Numeric
10. Hot Number of ‘hot” indicators (bio-ids feature) Numeric
11. Num_failed_login Number of failed login attempts Numeric
12. Logged in lif successfully logged in; else 0 Binary
13. Num_compromized Number of ‘compromised’ conditions Numeric
14. Root shell 1 if root shell is obtained; else 0 Binary
15. Su_attemped 1 if ‘su root’ command attempted; else 0 Binary
16. Num_root Number of root access Numeric
17. Num file creation Number of file creation operation Numeric
18. Num_shells Number of shell prompts Numeric
19. Num_access_{files Number of operations on access control files Numeric

20. Num_outbound cmds Numbers of outbound commands in an FTP session Numeric

21. Is_host_login 1 if login belongs to ‘hot’ list (e.g., Root, admin; else 0 Binary

22. Is_guest_login 1 if login ‘guest’ login (e.g., guest, anonymous); else 0 Binary

23. Count Number of connections to the same host as a current connection in the past two seconds Numeric

24. Srv_count Number of connections to the same service as a current connection in the past two seconds ~ Numeric

25. Serror_rate % of connections that have ‘SYN’ Errors Numeric

26. Srv_serror rate % of connections that have ‘SYN” Errors Numeric

27. Rerror_rate The connection that has ‘REJ’ Errors Numeric

28. Srv_serror_rate The connection that has ‘REJ’ Errors Numeric

29. Same srv_rate Connections that have the same services Numeric

30. Diff srv_rate Connections to different services Numeric
31 Srv_diff host_rate Connections to different hosts Numeric

32. Dst_host count Count of connections having the same dst host Numeric

33. Dst_host_srv_count Count of connections having the same host and using the same service Numeric

34. Dst_host_same_srv_rate Connections having the same host dst and using the same service Numeric

35. Dst host diff srv_rate Different services on current host Numeric

36. Dst _host same srv_port rate Connections to current host having same srv port Numeric

37.  Dst_host srv_diff host rate Connection to same service coming from different hosts Number

38. Dst_host serror rate Connections to the current host that have an S0 error Numeric

39. Dst _host _srv_serror_rate Connections to current host and specified service that have an SO error Numeric

40. Dst_host_rerror_rate Connections to current host that have an RST error Numeric

41. Dst host srv rerror rate Connections to the current host and specified services that have an RST error Numeric
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C. Data Preprocessing

Once the dataset is collected, it needs to be
preprocessed. The data should be cleaned, displayed, and
subjected to feature engineering. This could involve tasks
such as normalization, dealing with missing values,
feature selection and analysis of the data.

The data preprocessing is crucial in our analysis, as
redundant features can lead to confusion in the training
process of machine learning models. This redundancy can
negatively impact the performance of these models,
particularly when optimized using techniques like
Bayesian Optimization for hyperparameter tuning. By
removing redundant features and handling missing values
appropriately, we can improve the efficiency and accuracy
of our models.

1) Data cleaning

The practice of eliminating duplicate, erroneous,
improperly formatted, malformed, or corrupt data from a
dataset is known as data cleaning. There is a great chance
that data will be mislabeled or duplicated when it is
combined from many sources. Inaccurate data can produce
untrustworthy conclusions and algorithms, even in cases
where the data is accurate. Because the techniques will
differ based on the dataset, there is no one-size-fits-all way
to prescribe the exact stages of the data cleaning process.

2) String indexing

Nominal, numeric, and binary feature data as included
in the dataset that was used to create the suggested
anomaly detection and classification model. Because of
this, we need to convert the data from classification to
numeric or from a text to the correct format before we can
run a model on it. The String Indexer transformer is used
to convert categorical text data into numerical data that can
be modeled. Based on how frequently a category value
appears in the input columns of a data frame, the String
Indexer turns it into an index. The input column will be
converted from numeric to string before counting if it is
numeric. While the label indicates whether a sample is
normal or an attack, the feature in this case is the entire
row that is assigned to columns or fields.

D. Performance Measurement Methods

1) Loss function

It is an approach to assess how effectively our machine
learning algorithm predicts the data set. In other words,
loss functions are a measure can predict the desired result.
For this study, we used Binary Cross-Entropy and
Categorical cross entropy loss functions.

2) Binary cross-entropy

Binary Cross-Entropy (BCE) is a loss function
commonly used in binary classification tasks, where the
goal is to classify data into one of two possible categories
(e.g., attack or no attack in Network Attack Detection
model) [42].

The formula for Binary Cross-Entropy is:

N
1
BCE = == > [yi log(y"i) + (1 = y) log(1 = y*D)]

i=1

where:
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>
>

yi is the actual label (0 or 1).
y~i is the predicted probability for the positive
class (i.e., 1).

» N is the number of samples.

The Binary Cross-Entropy loss penalizes wrong
predictions, especially when the predicted probability is
far from the actual label. A model that minimizes this loss
will produce predictions that closely match the true labels.
It’s particularly well-suited for tasks where the output is a
probability between 0 and 1 (such as when using a sigmoid
activation function in the output layer of a neural network).
But, for multi classification we used categorical cross
entropy.

E. Model Performance Evaluation

Model’s performance on test dataset indicates at what
extent it will perform in the real world. The performance
of the models in this study is evaluated using five
evaluation metrics based on the literature review:
confusions matrix, accuracy, precisions, recalls, and F1-
score.

F. Evaluation Techniques

The next step after the model has been trained is to
access the model effectiveness and success rate using
various metrics. The fundamental performance indicators
we utilized for the network attack detection and
classification model are listed below: recall, Fl-score,
confusion matrix, precision, accuracy.

G. Model Architectural
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>

Data
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Model
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Fig. 2. Architecture evaluation model.

The proposed deep learning models used for active
network attack detection and classification were trained
and tested using NSL-KDD dataset for both binary and
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multi classifications. Because, forty-one characteristics,
including connection duration, protocol type, service type,
and amount of bytes transferred, are included in the NSL-
KDD dataset and describe different aspects of network
traffic. By balancing the data, the majority class is less
biased and models are trained more successfully. For
scientific research, the NSL-KDD dataset is easily
accessible. This shows all of the processing steps seen in
Fig. 2.

H. Description of the Model

Five hidden layers make up the Deep Neural Network
(DNN), and each layer has 128, 64, 32, 16, and 8 neurons.
All hidden layers employ the Rectified Linear Unit
(ReLU) activation function. To enhance generalization
and reduce overfitting, a dropout layer with a rate of 0.2
follows each hidden layer. The Methods of
Regularization: Adam optimizer with a learning rate of
0.001 and L2 regularization with a penalty term of 0.01.

Three convolutional layers with 32, 64, and 128 filters
in each layer make up a Convolutional Neural Network
(CNN). Each convolutional layer uses the ReLU
activation function. After every convolutional and dropout
layer, a max-pooling operation with a pool size of 2x2 is
applied. Following the pooling layers, two fully connected
layers with 128 and 64 neurons, respectively, are used,
each followed by a dropout layer with a dropout rate of
0.2. The network is optimized using the Adam optimizer
with a learning rate of 0.001.

Network of Long Short-Term Memory (LSTM): There
are two LSTM layers and 128—64 units in each layer. The
hyperbolic tangent (tanh) activation function is used for
both the dropout and LSTM layers. A dropout rate of 0.2
is applied after each LSTM layer to prevent overfitting. L2
regularization is employed during training, using the
Adam optimizer with a learning rate of 0.001 and a
regularization penalty term of 0.01.

There are two Bi-LSTM layers and 128—64 units in each
layer. The hyperbolic tangent (tanh) activation function is
employed for both the dropout and Bi-LSTM layers. A
dropout rate of 0.2 is applied after each Bi-LSTM layer to
prevent overfitting. The Methods of Regularization: L2
regularization using the Adam optimizer with a learning
rate of 0.001 and a penalty term of 0.01.

There are two GRU layers, and each layer contains 128,
64 units. The hyperbolic tangent (tanh) and sigmoid
activation functions are employed in the dropout and GRU
layers. A dropout rate of 0.2 is applied after each GRU
layer to prevent overfitting. The Methods of
Regularization: L2 regularization using the Adam
optimizer with a learning rate of 0.001 and a penalty term
of 0.01. By changing the number of layers, units, and
hyperparameter functions, they can be customized to fit
certain issues and datasets.

IV. RESULTS AND DISCUSSIONS

A.  Overviews

The experiment conducted to assess the effectiveness of
the suggested models is covered in this chapter. In this
process's different tools utilized such as libraries, datasets,

implementation specifics, and performance evaluation
outcomes of models utilizing various evaluation criteria
are all addressed.

B. Dataset Used

In this study, we utilized NSL-KDD dataset which is
refined version of predecessor KDD99. Because, it
addresses issue of redundant record in that found in its
predecessor dataset. As stated above in Section III, the
original dataset contained many duplicate records, which
could lead to biased training results. NSL-KDD eliminates
this redundancy.

The NSL-KDD dataset also includes a wide variety of
attack types, categorized into four major classes which are
DoS: Attempts to make a machine or network resource
unavailable to its intended users. Probe: Attempts to gather
information about a network or system, often as a
precursor to an attack. R2L: Attempts to gain unauthorized
access to a machine over a network. U2R: Attempts to gain
unauthorized root privileges on a machine. This diversity
makes the dataset suitable for training models that can
detect and classify different types of network attacks.

Total Label Distribution In Binary
77054

goooo 71463
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-
-
3 40000 |
(8]
20000 -
Normal Attack

Fig. 3. Binary classification in training set and test set.

TABLE III. BINARY CLASSIFICATION IN TRAIN AND TEST

Category Train Test Total
Normal 61,643 15,411 77,054
Dos 42,708 10,677 53,385
R2L 2999 750 3749
U2R 202 50 252
Probe 11,261 2816 14,077
Total 118,813 29,704 148,517
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Note: Set using 80% and 20% dataset split.
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Fig. 4. Binary classification label distribution for test dataset.

As shown in Fig. 3 and Table III, in the binary
classification results from the total dataset, 77,054
instances were classified as normal, whereas 71,463
instances were classified as attack. From these, 15,411
normal and 14,293 attack samples were used for testing,
as illustrated in Fig. 4.
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C. Implementation Details

In this study we were explained how the
implementation is going on. The first steps are acquiring
the datasets and the data is preprocessed then string
indexer is applied to in both train dataset and test datasets
which convert the string data to the numeric which are 0
for normal and 1 for attack.

1) Network attack in terms of binary classification

The NSL-KDD dataset which was used in this
experiment classified into train set and test set. The
training set is used to train the classification algorithm,
while the test set consists of new instances that are not
present in the training data and are used to evaluate the
model’s performance.

The total number of data which incorporated in this
experiment is 148,517 records the dataset utilized were
divided into normal and attack categories. In this study,
80% of data dataset is used for the training and 20% of
data for testing. With this dataset binary classification and
multi-class classification were trained and tested.

2) Network Attack in terms of multi classification

NSL-KDD was used in experiments which dived into
two categories. It is train category and test category. We
used 80% and 20% of total dataset for training and testing
respectively, while test data is used make up of create new
instance which is not found in the train data and use to
create a model. The number of data used in NSL-KDD
train and NSL-KDD test were shown in Table IV below.

TABLE IV. MULTI CLASSIFICATION IN TRAIN AND TEST USING 80 %
AND 20% DATASET SPLIT

Category Train Test Total
Normal 61,643 15,411 77,054
Attack 57,170 14,293 71,463
Total 118,813 29,704 148,517

The total number of data used in these experiments was
148,517 with train accounting for 80% and test accounting
for 20%. There are 118,813 instances in the train data.
(Normal is 61,643, Dos attack 42,708, R2L attack is 2999,
U2R attack is 202, and Probe attack is 11,261) where as
there are 29,704 instances in test data which are (Normal
15,411, Dos attack 10,677, R2L attack 750, U2R attack 50
attack Probe attack 2816) in test dataset split.

Normal and Dos have large instance across datasets
used for testing and training. As indicated in the Table IV,
next to probe, R2L and U2R have small instances in both
train and test dataset. From the dataset we split into five
labels which means normal labels 77,054 Dos 53,385,
Probe 14,077, R2L 3749 and U2R 252 network is more
affected by Dos and Probe respectively. From these we
used for test 15,411, 10,677, 2816, 750, 50 normal, DoS
Probe, R2L, U2R as it is shown on the following Figs. 5
and 6.

The following are the class or category that attacks in
train and test instances mapped to:

DOS: Appache, back, land, mail, bomb, netpune, pod,
processtable, smurf, teardrop, udpstorm.

R2L: ftp-write, Guess password, Internet Message
Access Protocol (IMAP), mult hop, named, phf, send mail,

Snmpget attack, Snmp guess, spy, warez, client, warez
master, worm, X lock, X snoop.

U2R: Buffer overflow, laodmodule, perl, rootkit,
httptunnel, ps, sqlattack and xterm.

Probe: IP sweep, Mscan, Namp, Port sweep, saint.
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Fig. 5. Total distribution of normal and attack types.
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Fig. 6. Distribution of normal and attack types for test.

D. Hyper Parameters Used for all Models in this
Research

An epoch is one complete pass of the training dataset in
the algorithm. This epoch number is important hyper
parameters for the algorithm. It shows how many full
iterations or the whole set of training data undergoing
during the algorithm training or processing. Training will
come to conclusion at the time number of iterations
surpasses number of epochs. When trained by minimum
error, with the maximum number of iterations. Batch size
is the number of samples that pass through to the network
at one time. Table V illustrates that 50 epochs were used
for binary classification and 100 epochs for multi-class
classification, both with a batch size of 512 and optimized
using a Bayesian optimization algorithm.

TABLE V. HYPER PARAMETERS USED IN BOTH BINARY AND MULTI

CLASSIFICATION
Epochs

Models For binary For multi B;tch

. . . . ize
classification classification

DNN 50 100 512
CNN 50 100 512
LSTM 50 100 512
Bi-LSTM 50 100 512
GRU 50 100 512
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Fig. 7 shows the classification report of the performance
classification outcome for DNN utilizing the binary
classes’ a confusion matrix the counts of TP, TN, FP, and
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TN for each class are displayed in the above classification
confusion matrix normal (0) and attack (1). For each class
the model produced results which are true positive and true
negative out of the normal test samples (15,411), 15,292
are correctly categorized as normal, 119 normal samples
are mistakenly categorized as attack and from 14,293
attack samples, 14,135 are correctly classified as attack
whereas 158 instances incorrectly classified as normal.

Confusion Matrix for DNN
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Fig. 7. Confusion matrix in DNN for binary classification.
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Fig. 8. Confusion matrix in LSTM for binary classification.

TABLE VI. CLASSIFICATION REPORT FOR ALL MODELS

Models Classification Precision Recall F1-Score Support
0 0.99 0.99 0.99 15,411
1 0.99 0.99 0.99 14,293
DNN Accuracy - - 0.99 29,704
Macro avg 0.99 0.99 0.99 29,704
Weighted avg 0.99 0.99 0.99 29,704
0 0.99 0.99 0.99 15,411
1 0.99 0.99 0.99 14,293
CNN Accuracy - - 0.99 29,704
Macro avg 0.99 0.99 0.99 29,704
Weighted avg 0.99 0.99 0.99 29,704
0 0.99 0.99 0.99 15,411
1 0.99 0.99 0.99 14,293
Bi-LSTM Accuracy - - 0.99 29,704
Macro avg 0.99 0.99 0.99 29,704
Weighted avg 0.99 0.99 0.99 29,704
0 0.99 0.99 0.99 15,411
1 0.99 0.99 0.99 14,293
GRU Accuracy - - 0.99 29,704
Macro avg 0.99 0.99 0.99 29,704
Weighted avg 0.99 0.99 0.99 29,704

As shown in Fig. 8, the performance report of the LSTM
model for binary classification is illustrated using
confusion matrices, which display the counts of true
positives (TP), true negatives (TN), false positives (FP),
and false negatives (FN) for the normal (0) and attack (1)
classes. Out of 15,411 normal test samples, 15,261 were
correctly classified as normal, while 150 were
misclassified as attacks. Similarly, among 14,293 attack
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samples, 14,127 were correctly identified as attacks,
whereas 166 were incorrectly classified as normal.

Table VI shows the performance classification report
outcome for all models (DNN, CNN, Bi-LSTM, GRU)
utilizing the binary classes’ confusion matrices the counts
of TP, TN, FP, and TN for every class normal (0) and
attack (1).

E.  Classification Report and Confusion Matrix in CNN
for Binary Classification

As shown in Fig. 9, the performance of the CNN model
for binary classification is presented using confusion
matrices, which display the counts of true positives (TP),
true negatives (TN), false positives (FP), and false
negatives (FN) for the normal (0) and attack (1) classes.
Out of 15,411 normal test samples, 15,200 were correctly
classified as normal, while 211 were misclassified as
attacks. Similarly, among 14,293 attack samples, 14,180
were correctly identified as attacks, whereas 113 were
incorrectly classified as normal.

For each class the model produced results which are
true positive and true negative out of the normal test
samples (15,411), 15,278 are correctly categorized as
normal, 133 normal samples are mistakenly categorized as
attack and from 14,293 attack samples, 14,173 are
correctly classified as attack whereas 120 instances
incorrectly classified as normal as in shown in Fig. 10.
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Fig. 9. Confusion matrix for CNN classification.
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Fig. 10. Confusion matrix in Bi-LSTM in terms of binary classification.
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Fig. 11. Confusion matrix in GRU for binary classification.
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As shown in Fig. 11, the model produced the following
binary classification results: out of 15,411 normal test
samples, 15,294 were correctly classified as normal, while
117 were misclassified as attacks. Similarly, among
14,293 attack samples, 14,136 were correctly identified as
attacks, whereas 157 were incorrectly classified as normal.

Among models used in this study, Bi-LSTM scored
99.23% validation accuracy during training while LSTM,
GRU, DNN and CNN scored 99.21%, 99.17%, 99.16%,
and 99.07% respectively for binary classification as shown
in Fig. 12.

Max Validation Accuracy in Binary For Each Model
0.9921 0.9907 0.9916 0.9923 0.9917

o

o

© © 9 o &
> o

Max Validation Accuracy
N

LSTM CNN DNN

Model

BiLSTM  GRU
Fig. 12. Max validation accuracy in binary for each model.

F. Classification Report and Confusion Matrix in DNN
for Multi Classification

TABLE VII. CLASSIFICATION REPORT FOR ALL MODELS

Models Classification Precision Recall F1-Score Support
DoS 1.00 1.00 1.00 10,677
Probe 0.99 0.97 0.98 2816
R2L 0.88 0.93 0.90 750
U2R 0.90 0.70 0.79 50
DNN Normal 0.99 0.99 0.99 15,411
Accuracy - - 0.99 29,704
Macro avg 0.95 0.92 0.93 29,704
Weighted avg 0.99 0.99 0.99 29,704
DoS 0.99 1.00 1.00 10,677
Probe 0.99 0.96 0.97 2816
R2L 0.90 0.74 0.81 750
U2R 0.78 0.62 0.69 50
CNN Normal 0.98 0.99 0.99 15,411
Accuracy - - 0.98 29,704
Macro avg 0.93 0.86 0.89 29,704
Weighted avg 0.98 0.98 0.98 29,704
DoS 1.00 1.00 1.00 10,677
Probe 0.98 0.98 0.98 2816
R2L 0.87 0.89 0.88 750
U2R 0.88 0.74 0.80 50
LST™M Normal 0.99 0.99 0.99 15,411
Accuracy - - 0.99 29,704
Macro avg 0.95 0.92 0.93 29,704
Weighted avg 0.99 0.99 0.99 29,704
DoS 1.00 1.00 1.00 10,677
Probe 0.98 0.99 0.99 2816
R2L 0.90 091 091 750
U2R 0.78 0.72 0.75 50
BI-LSTM Normal 0.99 0.99 0.99 15,411
Accuracy - - 0.99 29,704
Macro avg 0.93 0.92 0.93 29,704
Weighted avg 0.99 0.99 0.99 29,704
DoS 1.00 1.00 1.00 10,677
Probe 0.99 0.98 0.99 2816
R2L 0.90 0.92 091 750
U2R 0.84 0.74 0.79 50
GRU Normal 0.99 0.99 0.99 15,411
Accuracy - - 0.99 29,704
Macro avg 0.94 0.93 0.93 29,704
Weighted avg 0.99 0.99 0.99 29,704

The performance classification outcome for DNN
utilizing the five classes’ confusion matrices the TP, TN,
FP, and TN counts for each class (Dos, probe, R2L, U2R,
and normal) can be found in Table VII. For each class the
model produced results which are true positive and true
negative. Out of the DoS test samples (10,677), 10,651 are
correctly classified as DoS whereas none (0), 5, 0, 21 of
DoS samples are incorrectly classified as probe, R2L,
U2R, and normal, respectively.

Among the total 2,816 Probe samples, 2,744 were
correctly classified as Probe, while 4, 1, 1, and 66 Probe
samples were incorrectly classified as DoS, R2L, U2R,
and Normal, respectively. For the R2L class, out of 750
test samples, 697 were correctly identified as R2L,
whereas 1, 0, 2, and 50 samples were misclassified as DoS,
Probe, U2R, and Normal, respectively.

Among the total U2R (50) sample, 35 samples are
correctly classified as U2R whereas 0, 0, 3, 12 U2R
sample are incorrectly classified as Dos, Probe, R2L, and
normal, respectively. In the normal class from test sample
(15,411), 15,291 sample are correctly classified as normal
whereas 6, 27, 86, 1 of normal sample are incorrectly
classified as Dos, Probe, R2L, and U2R, respectively.
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Fig. 13. Confusion matrix in CNN for Multi classification.
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Table VII shows the performance classification
conclusion for using the five classes’ confusion matrices
for each class (Dos, probe, R2L, U2R, and normal).

For each class the model produced results which are
true positive and true negative. Out of the DoS test
samples (10,677), 10,652 are correctly classified as DoS
whereas 3, none (0), 2, 20 of DoS samples are incorrectly
classified as probe, R2L, U2R, and normal, respectively.

Among the total 2,816 Probe samples, 2,707 were
correctly classified as Probe, whereas 15, 1, 1, 92 Probe
sample are incorrectly classified as Dos, R2L, U2R, and
normal, respectively. In the R2L class from test sample
(750), 555 sample correctly classified as R2L whereas 1,
0, 1, 193 samples of R2L wrongly classified as DoS,
Probe, U2R, and normal, respectively.

Among the total 50 U2R samples, 31 were correctly
classified as U2R. whereas 2, 0, 3, 14 U2R sample are
incorrectly classified as Dos, Probe, R2L, and normal,
respectively. In the normal class from test sample
(15,411), 15,275 sample are correctly classified as normal
whereas 38, 37, 56, 5 of normal sample are incorrectly
classified as Dos, Probe, R2L, and U2R, respectively, as
shown in the Fig. 13.
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Confusion Matrix for CNN
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Fig. 14. Confusion matrix in LSTM for multi classification.

For each class the model produced results which are
true positive and true negative. Out of the DoS test
samples (10,677), 10,651 are correctly classified as DoS
whereas 1, 3, none (0), 22 of DoS samples are incorrectly
classified as probe, R2L, U2R, and normal, respectively.

Among the total Probe (2816) sample, 2763 sample are
correctly classified as Probe whereas 7, 2, 0, 44 Probe
sample are incorrectly classified as Dos, R2L, U2R, and
normal, respectively. In the R2L class from test sample
(750), 666 sample correctly classified as R2L whereas 0,
0, 3, 81 samples of R2L wrongly classified as DoS, Probe,
U2R, and normal, respectively.

Among the total U2R (50) sample, 37 sample are
correctly classified as U2R whereas 2, 0, 3, 8 U2R sample
are incorrectly classified as Dos, Probe, R2L, and normal,
respectively. In the normal class from test sample
(15,411), 15,266 sample are correctly classified as normal
whereas 13, 42, 88, 2 of normal sample are incorrectly
classified as Dos, Probe, R2L, and U2R, respectively, as
shown in the Fig. 14.

Confusion Matrix for BiLSTM
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Fig. 15. Confusion matrix in Bi-LSTM for multi classification.

The performance classification outcome for Bi-LSTM
utilizing the five classes’ confusion matrices the TP, TN,
FP, and TN counts for each class (Dos, probe, R2L, U2R,
and normal) are shown in Table VII. For each class the
model produced results which are true positive and true
negative. Out of the DoS test samples (10,677), 10,663 are
correctly classified as DoS whereas 1, 0, 0, 13 of DoS
samples are incorrectly classified as probe, R2L, U2R, and
normal, respectively.

Among the total Probe (2816) sample, 2788 sample are
correctly classified as Probe whereas 0, 1, 0, 26 Probe
sample are incorrectly classified as Dos, R2L, U2R, and
normal, respectively. In the R2L class from test sample
(750), 686 sample correctly classified as R2L whereas 1,

1552

3,1, 59 samples of R2L wrongly classified as DoS, Probe,
U2R, and normal, respectively.

Among the total U2R (50) sample, 36 sample are
correctly classified as U2R whereas 0, 1, 3, 10 U2R
sample are incorrectly classified as Dos, Probe, R2L, and
normal, respectively. In the normal class from test sample
(15,411), 15,271 sample are correctly classified as normal
whereas 19, 44, 69, 8 of normal sample are incorrectly
classified as Dos, Probe, R2L, and U2R, respectively, as
shown in the Fig. 15.

Confusion Matrix for GRU
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Fig. 16. Confusion matrix in GRU for multi classification.

Finally, the performance classification outcome for
GRU utilizing the five classes’ confusion matrices the TP,
TN, FP, and TN counts for each class (Dos, probe, R2L,
U2R, and normal) can be seen in Table VII. For each class
the model produced results which are true positive and true
negative. Out of the DoS test samples (10,677), 10,658 are
correctly classified as DoS whereas 0, 0, 0, 19 of DoS
samples are incorrectly classified as probe, R2L, U2R, and
normal, respectively.

Among the total Probe (2816) sample, 2772 sample are
correctly classified as Probe whereas 3, 0, 1, 40 Probe
sample are incorrectly classified as Dos, R2L, U2R, and
normal, respectively.

In the R2L class from test sample (750), 689 sample
correctly classified as R2L whereas 4, 2, 3, 52 samples of
R2L wrongly classified as DoS, Probe, U2R, and normal,
respectively.

Among the total U2R (50) sample, 37 sample are
correctly classified as U2R whereas 2, 1, 2, 8 U2R sample
are incorrectly classified as Dos, Probe, R2L, and normal,
respectively. In the normal class from test sample
(15,411), 15,277 sample are correctly classified as normal
whereas 23, 30, 78, 3 of normal sample are incorrectly
classified as Dos, Probe, R2L, and U2R, respectively, as
shown in the Fig. 16.

Among models used in this study, DNN scored 99.16%
validation accuracy during training while Bi-LSTM,
GRU, LSTM and CNN scored 99.15%, 99.11%, 99.11%,
and 98.54%, respectively, for binary and multi
classification. In this case, the Deep Neural Network
(DNN) model demonstrated superior performance
compared to all other models.

As shown in Fig. 17, which illustrates the training and
validation progress of the proposed DNN model, the
training accuracy starts at approximately 94%, while the
validation accuracy begins at around 97%.
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Max Validation Accuracy For Each Model
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Fig. 17. Max validation accuracy for each model in multi classification.

The validation accuracy value rapidly increases until
the 50th epoch, surpassing the values of the training
accuracy line as it began to climb with decreases and
increase until the final epoch. When it both reach 99.23%
and around 99.14% during the 50th epoch, there is 0.005%
gaps between training accuracy and validation accuracy.

The training and validation loss curves start at 0.15 and
0.09, respectively. Thereafter, the validation loss increases
almost linearly, and the training loss shows a
corresponding upward trend.

DNN Model Accuracy versus Epoch
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Fig. 18. Accuracy versus loss with their corresponding epochs for
binary classification using DNN.

According to Fig. 18, which shows the train and
validation progress of the suggested DNN model, the
training accuracy value line begins nearly 93% while the
validation accuracy value begins at nearly 95.5%.

The validation accuracy value rapidly increases until
the 50th epoch, surpassing and overlapping the values of
the training accuracy line as it began to climb with
decreases and increase until the final epoch.

When it both reach 99.07% and around 99.01% during
the 50th epoch, there is 0.003% gaps between training
accuracy and validation accuracy.

The start point of training and validation loss curves are
mentioned as 0.20 and 0.13, respectively. The validation
loss value goes down then experience nearly straight
decrease and training loss value also decrease.
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Fig. 19(a) and (b) illustrate the train and validation
progress of the proposed CNN model. The training
accuracy value line starts at around 91%, while the
validation accuracy value starts at approximately 96%.
The training accuracy line started to climb with reductions
and increase until the final epoch, and the validation
accuracy value occasionally surpassed and fell below the
values of the training accuracy line as it rapidly increased
and decreased until the 50th epoch.

CNN Model Accuracy versus Epoch
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Fig. 19. Accuracy versus loss with their corresponding epochs for
binary classification using CNN.

When it both reach 99.27% and around 99.08% during
the 50th epoch, there is 0.008% gaps between training
accuracy and validation accuracy. The start point of
training and validation loss curves are shown in Fig. 19 as
0.21 and 0.10, respectively.

The validation loss value goes down then experience
nearly straight increase and training loss value also
increase.

As Fig. 20 shows, the train and validation progress of
the suggested LSTM model, the training accuracy value
line begins nearly 92% while the validation accuracy value
begins at nearly 97%. The validation accuracy value
rapidly increases until the 50th epoch, surpassing the
values of the training accuracy line as it began to climb
with decreases and increase until the final epoch.
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LSTM Loss versus Epoch
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Fig. 20. Accuracy versus loss with their corresponding epochs for
binary classification using LSTM.

When it both reach 99.31% and around 99.21% during
the 50th epoch, there is 0.006% gaps between training
accuracy and validation accuracy. The start point of
training and validation loss curves are shown in Fig. 20 as
0.20 and 0.10, respectively. The validation loss value goes
down then experience nearly straight decrease and training
loss value also decrease.

According to Fig. 21(a) and (b) shows which the train
and validation progress of the suggested Bi-LSTM model,
the training accuracy value line begins nearly 91% while
the validation accuracy value begins at nearly 96%. The
validation accuracy value rapidly increases until the 50th
epoch, surpassing the values of the training accuracy line
as it began to climb with decreases and increase until the
final epoch.

CNN Loss versus Epoch
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Fig. 21. Accuracy versus loss with their corresponding epochs for
binary classification using Bi-LSTM.

When it both reach 99.24% and around 99.10% during
the 50th epoch, there is 0.006% gaps between training
accuracy and validation accuracy. The start point of
training and validation loss curves are shown in Fig. 21
(right) as 0.20 and 0.10, respectively. The validation loss
value goes down then experience nearly straight decrease
and training loss value also decrease.
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When we sum up these above analyses according to the
following, DNN and GRU training accuracy is above and
its validation loss is below all other models, respectively.

According to Fig. 22(a) and (b) which shows the train
and validation progress of the suggested GRU model, the
training accuracy value line begins nearly 85% while the
validation accuracy value begins at nearly 90%. The
validation accuracy value rapidly increases then when
reaches above 99.38% it decreases until some epochs and
again increases and finally increased but below training
accuracy until the final epoch.

GRU Model Accuracy versus Epoch
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Fig. 22. Accuracy versus loss with their corresponding epochs for
binary classification using GRU.

When it both reach 99.38% and around 99.02% during
the 1000th epoch, there is 0.002% gaps between training
accuracy and validation accuracy. The start point of
training and validation loss curves are shown in Fig. 22
(right) as 0.5 and 0.23, respectively. The validation loss
value goes down then experience goes up increase again
decrease and training loss value also in the same way.

According to Fig. 23(a) and (b) shows which the train
and validation progress of the suggested DNN model, the
training accuracy value line begins nearly 92% while the
validation accuracy value begins at nearly 96%. The
validation accuracy value rapidly increases then when
reaches above 98% decreases until 100th epoch, being
below the values of the training accuracy line until the
final epoch.

When it both reach 99.37% and around 98.98% during
the 100th epoch, there is 0.002% gaps between training
accuracy and validation accuracy. The start point of
training and validation loss curves are shown in Fig. 23 is
0.3 and 0.1, respectively. The validation loss value then
goes down experience nearly straight increase and training
loss value also increases again decrease.
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Accuracy vs. Epochs for all above Models
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Fig. 23. Loss versus epochs for all above models using binary
classification.
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As shown in Fig. 24(a) and (b), which the train and
validation progress of the suggested DNN model, the
training accuracy value line begins nearly 80% while the
validation accuracy value begins at nearly 90%. The
validation accuracy value rapidly increases then when
reaches above 98% almost it continues as straight line until
100th epoch, showing nearly same values of the training
accuracy line until the final epoch.
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Fig. 24. Accuracy versus loss with their corresponding epochs for multi
classification using DNN.
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When it both reach 98.49% and around 98.25% during
the 100th epoch, there is 0.004% gaps between training
accuracy and validation accuracy. The start point of
training and validation loss curves are shown in Fig. 24 as
0.7 and 0.2, respectively. The validation loss value goes
down then experience nearly straight decrease and training
loss value also decrease.

According to Fig. 25(a) and (b) which shows the train
and validation progress of the suggested model, the
training accuracy value line begins nearly 80% while the
validation accuracy value begins at nearly 92%. The
validation accuracy value rapidly increases then when
reaches above 98% almost it continues as straight line until
100th epoch, showing nearly same values of the training
accuracy line until the final epoch. When it both reach
99.31% and around 98.88% during the 100th epoch, there
is 0.002 % gaps between training accuracy and validation
accuracy.
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Fig. 25. Accuracy versus loss with their corresponding epochs for multi
classification using CNN.

The start point of training and validation loss curves are
shown in Fig. 25 as 0.5 and 0.2, respectively. The
validation loss value goes down then experience nearly up
and down and training loss value also in same way.

According to Fig. 26(a) and (b) shows, which the train
and validation progress of the suggested Bi-LSTM model,
the training accuracy value line begins nearly 80% while
the validation accuracy value begins at nearly 93%. The
validation accuracy value rapidly increases then when
reaches above 99% almost it continues as straight line but
below training accuracy until 100th epoch.

When it both reach 99.34% and around 99.12% during
the 100th epoch, there’s 0.002% gaps between training
accuracy and validation accuracy. The start point of
training and validation loss curves are shown in Fig. 26 as
0.4 and 0.2, respectively. The validation loss value goes
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down then experience nearly straight decrease and training
loss value also decrease.

LSTM Accuracy versus Epoch
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Fig. 26. Accuracy versus loss with their corresponding epochs for multi
classification using LSTM.

According to Fig. 27(a) and (b) which shows the train
and validation progress of the suggested GRU model, the
training accuracy value line begins nearly 85% while the
validation accuracy value begins at nearly 90%. The
validation accuracy value rapidly increases then when
reaches above 99.34% it decreases until some epochs and
again increases and finally increased but below training
accuracy until the final epoch.

BiLSTM Accuracy versus Epoch
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Fig. 27. Accuracy versus loss with their corresponding epochs for multi
classification using Bi-LSTM.

When it both reach 99.34% and around 99.12% during
the 100th epoch, there is 0.002% gaps between training
accuracy and validation accuracy. The start point of
training and validation loss curves are shown in Fig. 27 as
0.5 and 0.23, respectively. The validation loss value goes
down then experience goes up increase again decrease and
training loss value also in the same way.

According to Fig. 28(a) and (b) shows the train and
validation progress of the suggested GRU model, the
training accuracy value line begins nearly 85% while the
validation accuracy value begins at nearly 90%. When it
both reach 99.38% and around 99.02% during the 1000th
epoch, there is 0.002% gaps between training accuracy and
validation accuracy. The start point of training and
validation loss curves as 0.5 and 0.23, respectively. The
validation loss value goes down then experience goes up
increase again decrease and training loss value also in the
same way.

GRU Accuracy versus Epoch

1.00+
@
O 0.95
-
— Train Accuracy: 0.9938
0901 || — Val Accuracy: 0.9902
0 25 50 75 100
Epochs
(a
GRU Loss versus Epoch
—— Train Loss: 0.0172
044 —— Val Loss: 0.3371

0.0+

T T T

0 25 50 75 100
Epochs
(b)

Fig. 28. Accuracy versus loss with their corresponding epochs for multi
classification using GRU.

Extending the above analyses to the multi-class
classification scenario, as illustrated in Figs. 29 and 30, the
GRU and DNN models demonstrate superior
performance, exhibiting higher training accuracy and
lower validation loss than the other models, similar to their
behavior observed in the binary classification case.

Accuracy vs. Epochs for all above Models
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Loss vs. Epochs for all above Models
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Fig. 30. Loss versus epochs for all above models using multi
classification.

G. Test Results

The model is trained on 118,813 and tested on 29,704
for both binary and multi classification. The proposed
model evaluated by using accuracy score in our study. As
per the performance assessed Bi-LSTM could be the best
model for both binary and multi classification of network
attack. The following Table VIII, Figs. 31 and 32 which
shows the test result of each model.

TABLE VIII. ACCURACY, RECALL, PRECISION AND F1-SCORE FOR
BINARY CLASSIFICATION

Models  Accuracy  Recall Precision F1-Score
DNN 99.07%  99.16%  99.17% 99.03%
CNN 98.91%  98.53%  98.53% 98.87%
LST™M 98.94% 99% 98.95% 98.89%
Bi-LSTM  99.15%  99.07%  99.07% 99.12%
GRU 99.08%  99.17%  99.18% 99.04%

As shown in Table VIII, among all models used in this
study, the Bi-LSTM achieved the best performance in
binary classification, obtaining 99.15% Precision, 99.07%
Accuracy, 99.07% Recall, and 99.12% F1-Score.

As Fig. 31 also shows, Bi-LSTM is the best model for
multi classification when it comes to test accuracy among
all the models we utilized for our investigation scoring
accuracy of 99.12%.

Test Accuracy on testing dataset for Each Model
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Fig. 31. Test accuracy on testing dataset sample for binary
classification.

Table IX shows the model scored best accuracy for both
binary and multi classification which is 99.15% and
99.12% respectively. Therefore, this shows that Bi-LSTM
is the best performing model from all models used in this
study experiments even though all of them outperformed
the related works stated in chapter two of this paper.
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Fig. 32. Test accuracy on testing dataset sample for multi classification.

TABLE IX. TEST ACCURACY FOR BOTH BINARY AND MULTI-

CLASSIFICATION
Accuracy

Models For binary classification  For multi classification
DNN 99.07% 99.04%
CNN 98.91% 98.37%
LSTM 98.94% 98.92%
Bi-LSTM 99.15% 99.12%
GRU 99.08% 99.09%

As we have seen under classification reports accuracy
value, recall, precision value and F1-Score is 99% for
models in binary classification for both classes (normal
and attack). However, as the above table shows the test
results for all models used in the study, Bi-LSTM
outperformed other models.

Even though, in multi classification, recall, precision
and F1-score is 1 for class DoS through all models whereas
classification report shows accuracy of 99% for models
except CNN which is scored 98%. All models in the multi
classification report scored recall, precision and F1-Score
of 99% for the normal class again except CNN which
scored 98% precision and 99% recall as well as F1-Score.

In the multi classification for R2L. and U2R most of
models scored differently evaluation metrics result. As a
result, in order to differentiate the models, we enforced to
use test accuracy provided in Table VI. Based on the
result, in the table we conclude that Bi-LSTM model is
best performing model which is scored test accuracy of
99.12% for multi classification.

V. CONCLUSION

Computer networks have great impacts on public
services, economic growth, healthcare, education, social
development, and innovation are all significantly impacted
by computer networks. Networks are essential to the

general progress and well-being of people and
communities  because  they enable efficient
communication, information accessibility, and the

seamless operation of many sectors.

However, networks are seriously threatened by a
number of assaults, such as DoS, Probe, R2L, and U2R,
which can result in large-scale data and financial losses.
For prompt intervention and control actions to safeguard
network security, the ability to identify and diagnose these
assaults is crucial.

Four distinct types of network attacks—DoS, Probe,
R2L, and U2R—were included in the 148,517 network
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records used in this study. The dataset was obtained from
a publicly accessible source. The required data
preprocessing methods, including cleaning,
standardization, train-test split, label-encoding, and one-
hot-encoding, are then carried out this research works.

Deep learning methods were adopted for this study. To
minimize training time and enhance computational
efficiency, the models were trained using a Graphics
Processing Unit (GPU) provided by the Google Colab
environment.

The primary goal of this study is to construct a model
that identify and classify active network attacks using deep
learning techniques. Additionally, the study sought to
determine which of the five models—DNN, CNN, LSTM,
Bi-LSTM, and GRU—performed best in identifying and
categorizing current network attacks. In order to
accomplish this, we adhered to the particular goals and
study questions outlined in this paper.

The study found that Bi-LSTM outperformed the other
models, achieving high accuracy to detect and classify
active network attacks for binary and multi classification.

The proposed model attained high Fl-score, recall
value, precision, and accuracy value, making it suitable for
practical application in detecting and classifying active
network attacks.

Therefore, the study selected Bi-LSTM model as a
proposed model. This is because Bi-LSTM has a well-
designed architecture and can operate in both forward and
backward direction which improves its ability to
accurately detect network attack and classify it.

As a contribution, we could experiment with five deep
learning models after standardizing the data as needed to
see which one can detect and classify active network
attacks with a high detection rate or recall of 99.07%, low
false positive rates of 0.9% and false negative rates of
0.8%, and high accuracy of 99.15% and 99.12% for binary
and multi classification, respectively. Overall, this study
demonstrates that the deep learning approach fared better
than the earlier research listed under related works in
detecting and classifying active network assault.
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