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Abstract—Forensic crime investigation in Cloud Computing
Environments (CCE) includes meticulously examining
digital evidence within cloud infrastructures in order to
recognize and reduce cyber risks and criminal activity. The
rising reliance on cloud technology exposes enterprises to
advanced cybercrime, necessitating the need for and
significance of forensic investigation in CCE. Existing
approaches to forensic crime investigation frequently
encounter scalability, efficiency, and adaptability issues due
to the dynamic nature of cloud infrastructures. These
constraints impede reliable and timely detection of cyber
threats, stressing the need for novel techniques. To overcome
these issues, this study provides a unique approach for
forensic evidence recognition and classification in CCE using
a hybrid Recurrent Neural Network (RNN) and Extreme
Learning Machine (ELM). The methodology includes pre-
processing based on Z-Score Normalization, data collecting,
and cloud forensics evidence detection. A hybrid RNN-ELM
model is put into practice, specifically designed for sequence
modelling in cloud-based cybercrime data. By optimizing
feature selection and boosting overall efficiency, Grey Wolf
Optimization (GWO) helps to even more enhance the model’s
performance. The practical usefulness of the proposed
approach was demonstrated by the implementation of the
study’s results in Python software. The proposed RNN-ELM
method exhibits an average accuracy increase of 3.18%
compared to existing methods, surpassing Deep Neural
Network-Shuffled Frog Leap Optimization (DNN-SFLO)
and Deep Learning Modified Neural Network (DLMNN)
with accuracy percentages of 99.4%, 99.09%, and 96.25%,
respectively. The created model offers a viable option for
tackling the changing issues in cybercrime investigations
within cloud environments. It demonstrates improved
scalability, efficiency, and precision in managing forensic
evidence within cloud computing scenarios.
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I. INTRODUCTION

Cloud computing environments use remote servers for
web-based application execution, service delivery, and
data storage and management. This resource access
minimizes the need for on-site infrastructure for users.
This technology has cost-effectiveness, scalability, and
adaptability [1, 2]. Cloud computing facilitates the
optimization of operations, improvement of cooperation,
and global deployment of applications for enterprises
through characteristics like virtualization and on-demand
access [3]. Data protection is ensured by security
mechanisms including authentication and encryption.
Cloud computing, a key component of contemporary IT,
allows companies to  outsource infrastructure
administration to reputable cloud service providers,
freeing them up to concentrate on innovation. Cloud
computing environments are important for forensic
cybercrime investigations. These platforms offer scalable
storage, processing power, and cooperative tools to make
digital evidence analysis easier [4, 5]. Experts in forensics
use cloud computing to examine large-scale data sets, track
down online threats, and identify trends in illicit activity.
Cloud-based forensic technologies facilitate real-time
cooperation between investigators regardless of their
geographical location and increase the efficiency of
processing evidence [6]. Digital evidence integrity is
protected in these environments by security measures
including access controls and encryption [7]. A dynamic
and resource-efficient method of identifying and thwarting
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digital threats is made possible by forensic cybercrime
investigations that make use of the cloud.

In forensic cybercrime investigations, cloud computing
environments are essential because they solve major issues
and improve the effectiveness of digital forensics
procedures. In this particular scenario, cloud computing
becomes necessary due to the increasing intricacy of
cyberattacks and the rapid accumulation of digital
evidence [8, 9]. Large volumes of data are frequently
involved in forensic investigations, necessitating a high
level of processing power and storage capacity. Because
cloud computing offers scalable resources, scientists are
not limited by local infrastructure constraints while
handling massive datasets and conducting studies. When
handling dispersed or international cybercrime cases, this
scalability is extremely important. Cloud-based
collaboration solutions make it easier for geographically
separated institutions and investigators to share
information easily [10]. When several specialists
collaborate in real-time, they may analyze evidence and
exchange thoughts at the same time, which speeds up
reaction times overall. This increases the speed and
effectiveness  of  investigations. In  cybercrime
investigations, security is a top priority. Trustworthy cloud
service suppliers put strong security measures in place,
such as encryption, access controls, and compliance
certifications [11]. These safeguards protect sensitive
digital evidence’s secrecy and reliability. An additional
significant consideration is how affordable cloud
computing is. Since cloud services provide a cost-effective
paradigm that lets investigators use resources only when
needed, forensic investigations frequently necessitate
temporary access to large computational resources. This
reduces the expense of maintaining specialized equipment.

Conventional approaches to forensic cybercrime
investigations frequently depend on tools and equipment
that are located on-site, which has major drawbacks when
used to cloud computing settings [12]. Traditional methods
require the manual collection and examination of digital
evidence from physical devices, a procedure that is not
feasible in the dynamic and dispersed environment of the
cloud [13, 14]. Large datasets scalability requirements in
cloud environments can be too much for conventional
forensic tools to handle, which can cause delays and make
investigations harder to complete on time [15, 16].
Traditional setups’ lack of real-time collaboration
capabilities makes it more difficult for investigators spread
across different geographical regions to share information,
which impedes their ability to react quickly to cyber
threats. Security issues also surface because traditional
approaches’ capacity to guarantee the integrity and
confidentiality of digital evidence is hampered by the
decentralized nature of cloud settings [17]. Compared to
cloud computing’s scalable and cost-effective model,
procuring and maintaining on-premises equipment for
addressing the compute and storage demands of forensic
investigations is more expensive up front [18, 19]. The
shortcomings of conventional techniques essentially
highlight the need for cloud-based strategies, which
provide improved scalability, real-time collaboration,
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security guarantees, and cost-effectiveness in handling the
complexity of cybercrime investigations in cloud
environments.

This study introduces a novel method for forensic crime
investigation in cloud computing environments by
combining RNNs with Extreme Learning Machines
(ELMSs). The main goal is to find evidence, and to do so,
this study use RNNs’ sequence modelling ability to
identify complex patterns and temporal relationships
included in fraud data. To enhance the depth of analysis,
ELMs are also used because of how well they handle high-
dimensional data. Increasing the sophistication of forensic
investigations is the aim of the synergy between these
models, particularly in cases of cybercrimes involving
cloud computing. Understanding the special difficulties
brought about by the dynamic and distributed character of
these settings, this study explores the complex terrain of
cloud computing. The main objective is to offer a
sophisticated analytical framework that helps to develop
forensic techniques that are suited to the complexity of
contemporary cloud infrastructures while also identifying
cyber threats. Key contributions of this study are given
below:

e Establishes uniform and similar features in the
dataset by using a strong pre-processing method
using Z-Score normalization. This technique helps
to improve the overall dependability of the
forensic evidence detection system by readying the
data for further analysis.

After the pre-processing, a novel hybrid model that
is specifically intended for forensic evidence
detection and categorization in cloud computing
environments. It combines Recurrent Neural
Networks (RNNs) with Extreme Learning
Machines (ELM). This novel combination
leverages the effectiveness of ELMs in processing
high-dimensional data and the sequence modelling
powers of RNNs to provide a comprehensive
answer to the intricate problems of cloud-based
cybercrime investigation.

The strategic improvement of the forensic
evidence detecting model known as Grey Wolf
Optimization. The study attempts to optimize
feature selection by utilizing this bio-inspired
method, which will raise the system’s accuracy
and overall performance. The complexity of
cyberthreats in cloud computing is tackled in this
contribution, which shows a dedication to
improving forensic methodologies’ efficacy via
creative optimization strategies.

To ensure unity and understanding, the study’s
succeeding sections are arranged as follows. A
comprehensive review of earlier studies on various
optimization techniques for handling the project
scheduling problem is given in Section Il. The problem
statement is thoroughly analysed and explored in Section
I1l. The details of the suggested method are covered in
detail in Section IV. Section V presents the setup for the
study, the outcomes, and a thorough explanation of the
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findings. Section VI concludes the paper with some final
views.

Il.  RELATED WORKS

Sulthana and Pawar [20] addressed the growing security
issues in cloud computing, even if it holds a prominent
position in the computing industry. Cloud computing, with
its roots in virtualization techniques and significant
features like scalability and availability, has become
essential for many businesses. But as cloud services
become more widely used, criminal activity has also
increased, calling for strong security measures. Cloud
systems can still be compromised even with secure
deployment methods, which emphasizes the value of cloud
forensics in identifying and resolving security-related
problems. Within the field of cyber forensics, cloud
forensics is a vital area to gather digital proof of crimes
perpetrated within cloud settings. Since hackers never stop
coming up with new ways to attack vulnerabilities, there
will always be a need for reliable forensic investigation
help in cloud computing. In order to streamline the data
collecting process and make forensic jobs easier, this
article presents a prototype concept with implementation.
The suggested strategy seeks to improve cloud forensics
efficiency by giving investigators a more efficient way to
gather, store, and present digital evidence. This analysis of
the literature highlights how important these innovations
are to effectively fighting cybercrimes in cloud systems
and how ongoing evolution is necessary to address new
security concerns. The constraints encompass possible
difficulties in adjusting to heterogeneous cloud settings,
intricate legal matters, and guaranteeing prompt
responsiveness in  ever-changing systems  while
conducting forensic examinations.

Hemdan and Manjaiah [21] addressed the growing
security issues that private clouds encounter, which is
essential for big businesses using cloud computing.
Internally created private clouds use Infrastructure as a
Service (laaS), Platform as a Service (PaaS), and Software
as a Service (SaaS) to save money and time. Nonetheless,
a methodical forensic methodology is required for
cybercrime investigations due to the increase in serious
cyberattacks targeting private clouds. In order to provide a
controlled experimental environment, this article
emphasizes the use of virtualization technology solutions
from VMware as part of an approach to digital forensics
specifically designed for private cloud environments. The
suggested method, which centres on virtual computers as
essential components of virtualized cloud systems,
attempts to make it easier for practitioners and digital
investigators to get and gather digital evidence efficiently.
Through the use of VMware’s virtualization solutions, the
study strengthens the security environment in the cloud
computing industry by improving the forensic skills that
are essential for countering cyber-attacks in private cloud
infrastructures. Limitations include the possibility of
difficulties adjusting virtualization technology to various
private cloud setups and the need for adequate forensic
skills to handle increasing cyber threats.
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Brandao [22] discussed the principles of virtualization
and cloud computing, clarifying cloud deployment types
and how they affect user obligations. It broadens its scope
to include the use of cloud-based digital criminal
investigation, underscoring the significant difficulties that
forensic sciences have in this digital environment.
Specifically, the study examines how virtualization affects
forensic science and criminal investigation in the context
of cloud computing, highlighting the paradigmatic
example of nested virtualization as a barrier. Conventional
investigation techniques, such as shutting down equipment
and cloning disks, are not feasible in the cloud because of
storage limitations, complicated legal issues, and dispersed
locations. The limitations include difficulties with data
gathering and control, which made it necessary to
restructure forensic computing into cloud forensics and
provide fresh methods and approaches. The advent of
Forensic as a Service (FaaS) is examined as a focused
method for resolving security issues inherent to cloud
environments. The dynamic field of cloud forensics is
highlighted by this analysis of the literature, which shows
how forensic techniques and solutions have evolved to
successfully address security concerns in cloud
computing. The cloud’s features, which make typical
forensic procedures unworkable, include vast storage
capacities, complex legal frameworks, and physical access
restrictions that make it difficult to obtain information for
investigations.

Umar and Emmanuel [23] proposed a solution to the
growing number of businesses, academic institutions, and
organizations that are adopting cloud computing. When
evaluating Cloud Service Providers (CSPs), customers
give priority to aspects like capacity, security, and
availability of resources. The need to connect several
clouds has emerged to improve resource sharing and
interoperability due to the realization that individual CSPs
are not able to satisfy all resource demands. However,
there are possible security flaws and attacks introduced by
this link. The paper develops a digital forensic framework
that may identify intrusions in heterogeneous
interconnected clouds using architectural modelling. on
order to handle security issues on connected, differently
configured CSP platforms, the framework integrates an
algorithm created to control the complexity of inter-cloud
resource management. In order to advance digital forensic
skills in the rapidly changing cloud computing landscape,
this research advances the discipline by developing a
comprehensive framework and algorithm that makes it
possible to detect and locate digital crimes throughout
interconnected cloud settings. One of the limitations is the
possible difficulty of managing disparate, networked
clouds with different designs and characteristics, which
makes it difficult to share resources in an efficient manner.
The degree of inter-cloud heterogeneity may determine
how effective the framework is, and resolving security
flaws in various configurations necessitates constant
adjustment to new threats and changes in cloud service
provider dynamics.

James [24] examined the dual nature of cloud
computing, examining its  benefits—like  cost-
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effectiveness and on-demand resources—in addition to its
inherent drawbacks. The study draws attention to the
instability of data and decentralized storage,
acknowledging the lack of standards and the proprietary
nature of some cloud services. It also compares cloud
vulnerabilities to those found on the Internet. The
complicated issues of data ownership, multi-tenancy, legal
complications, and regulatory compliance confront
forensic investigations in cloud systems. The literature
study delves into the intricacies of cloud forensics by
scrutinizing extant research and clarifying the
consequences of carrying out forensic investigations in
cloud computing. After that, the study takes a more hands-
on approach by actively testing a cloud platform for
penetrations with the goal of obtaining forensic evidence.
This novel approach aims to examine the evidence that has
been found, determine its significance, and assess its
legality. It offers important new perspectives on the
difficulties and efficacy of forensic investigations in the
ever-changing cloud computing environment. The
shortage of standardized cloud installations, the
proprietary nature of cloud services, and the inherent
volatility of data storage are some of the limitations. The
efficiency of forensic investigations in cloud computing
settings is impacted by difficulties in managing legal
intricacies, multi-tenancy challenges, and jurisdictional
complications. The research may encounter limitations
about data ownership and adherence to various regulatory
requirements.

Pourvahab and Ekbatanifard [25] addressed the
drawbacks of centralized evidence collecting in digital
forensics and attempts to prevent cybercrimes by
introducing an enhanced approach to cloud forensics.
Using Software-Defined Networking (SDN) and
Blockchain technology in the context of Infrastructure-as-
a-Service (laaS) cloud environments, this literature review
highlights the innovation brought about by the new digital
forensic architecture. The decentralized blockchain
utilized by the suggested design enhances the
dependability of digital evidence by revolutionizing the
gathering and maintenance of evidence among several
peers. The various security measures included in the
suggested strategy are highlighted in the literature. The
cloud environment is strengthened through the best
possible secret key generation via the Harmony Search
Optimization (HSO) method, and the Secure Ring
Verification based Authentication (SRVA) technique
protects against unwanted access. The algorithm known as
Sensitivity Aware-Deep Elliptic Curve Cryptography (SA-
DECC) guarantees encryption according to the sensitivity
levels of the data. One noteworthy strength is the
connection of SDN and blockchain, which results in a
traceable and safe data storage system. Users can track
their data with Fuzzy based Smart Contracts (FCS),
increasing transparency. A number of performance
parameters, such as response time, evidence insertion and
verification time, communication overhead, hash
computation time, key generation time, encryption and
decryption time, and overall change rate, show
encouraging results for this suggested forensic design. As
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a thorough and effective way to improve the security and
dependability of digital evidence in laaS cloud systems,
the suggested method stands out as a clever development
in cloud forensics. Limitations include possible difficulties
with scalability and adaptation in the real world, which call
for careful thought in realistic implementation
circumstances.

Fakiha [26] developed a strategy for investigating the
integration of machine learning and Artificial Intelligence
(Al) in cyber forensic investigations in response to the
increasing frequency and complexity of cyber-attacks. The
study gained insights regarding the use of Al and machine
learning in threat detection and classification through case
studies, observations, and surveys with forensic
investigators and cybersecurity experts. The study
highlights the potential benefits of applying Al and
machine learning into cyber forensics, such as faster
analysis methods and improved threat detection
capabilities. Organizations that use this technology can
respond quickly to cyber threats, lowering total risk
exposure. The successful integration of Al and machine
learning promises to bring in a new era of proactive threat
identification, hence  strengthening  cybersecurity
processes in an ever-changing landscape. Challenges
include the need for substantial computer resources,
potential algorithm biases, interpretability concerns, and
the need for continual updating to counter emerging cyber
threats. Dependence on past data may limit the ability to
detect novel assaults. Ethical considerations about privacy
and data protection arise, as does the potential of
adversarial assaults exploiting flaws in Al systems.
Addressing these constraints would necessitate ongoing
research, robust validation methodologies, and ethical
concerns to enable the appropriate and effective use of Al
in cyber forensics.

Dunsin et al. [27] developed a strategy for investigating
the integration of Artificial Intelligence (Al) and Machine
Learning (ML) in digital forensics, recognizing their
transformative potential. At its early stage, the study
undertakes a thorough analysis that goes beyond standard
survey and review methods. It investigates the use of Al
and machine learning techniques in numerous digital
forensics fields, such as data recovery, cybercrime
timeline reconstruction, analysis of big data, and
recognizing patterns. The study examines contributions,
limits, and research gaps, emphasizing the importance of
ongoing improvement to address developing criminal
techniques and larger database sizes. Strategic planning
and collaborative research are recommended to fully
realize Al’s potential in digital forensics and incident
response, emphasizing the importance and broader
implications of Al and machine learning integration in
addressing modern cyber threats. The limitations of
integrating Al and ML in digital forensics include issues
with interpretability of Al-driven outcomes, potential
biases in algorithms, and the necessity for large training
datasets. To stay effective, Al models must be
continuously updated due to the ever-changing nature of
cyber threats. Ethical considerations about privacy, data
protection, and the possible misuse of Al systems present
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important challenges. Resource constraints, such as
computer power and experience, may limit widespread
use. To overcome these constraints, coordinated efforts in
algorithm refinement, ethical considerations, and robust
validation procedures are required to improve the
reliability and efficacy of Al and ML in digital forensics.

Khan et al. [28] addressed the growing difficulties in
multimodal investigations, which are caused by a rise in
data sharing and worldwide connectivity. This literature
review emphasizes the creative application of blockchain
technology for safe digital forensic investigations,
acknowledging the complex life cycle of multimedia
material and the critical necessity for integrity and
dependability for investigations. The Blockchain
Hyperledger Sawtooth-based proposed architecture, MF-
Ledger, sticks out as a creative and effective fix. By having
stakeholders build a private network for exchanging and
deciding on investigation activities, which are then
recorded on the blockchain ledger, it creates a transparent
and safe investigative process. The development of digital
contracts, or “smart contracts”, through sequence diagram
implementation, is emphasized in this review as a means
of enabling safe stakeholder interactions during
investigations. The suggested structural approach
permanently and irrevocably stores evidence (chain of
custody) in a private permissioned encrypted blockchain
ledger, guaranteeing strong information integrity,
prevention, and preservation measures. This methodology
fills a significant vacuum in the field of multimedia
investigations by utilizing blockchain technology in a
novel way to improve the security and reliability of digital
forensic procedures in the face of constantly changing
cybersecurity risks. Potential difficulties in real-world
application, scalability issues, and adjusting to various
multimedia inquiry circumstances are among the
challenges.

Recent advances in Artificial Intelligence (Al) have
transformed geoscience and Remote Sensing (RS)
research, with deep learning techniques being commonly
used [29]. These algorithms cover a wide range of Earth-
Observation (EO) activities, from improving low-level
vision tasks like super resolution and denoising to higher-
level tasks like scene categorization and semantic
segmentation. Despite its benefits for improving Earth
observation, Al models’ vulnerability and uncertainty
create concerns, particularly in safety-critical geoscience
and RS applications. This review article thoroughly
investigates Al security in this domain, including
adversarial and backdoor threats, Federated Learning (FL),
uncertainty, and explainability. It provides information on
current advancements, potential prospects, and future
research trends. As the first thorough assessment in this
field, it provides essential resources including as code and
datasets to help drive further developments in Al security
for geoscience and RS.

Gupta et al. [30] explored the integration of current and
emerging technologies, particularly Artificial Intelligence
(Al), to enhance and expand forensic science
methodologies across various domains. It discusses the
present and anticipated future applications of Al in
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forensic science, including but not limited to blood pattern
recognition and analysis, crime scene reconstruction,
digital forensics, image processing, and satellite
monitoring. Al demonstrates significant potential in
improving the precision and efficiency of forensic
investigations, from initial crime scene analysis to final
legal proceedings. By leveraging Al’s capabilities,
forensic science can benefit from advanced techniques that
enhance accuracy and reliability, ultimately contributing
to more effective criminal justice outcomes.

Numerous aspects of cloud forensics are examined in
the literature reviews. A model for looking at cybercrimes
in cloud computing is introduced in one. One more
challenge security issues and suggests a prototype to
expedite the data collection procedure. A review of how
virtualization affects cloud-based forensic science reveals
issues including layered virtualization. We describe an
interconnected cloud-based digital forensic framework
that is flexible enough to function with a variety of setups.
In-depth research on cloud computing’s dual nature
highlights difficulties for forensic investigators. An
innovative method for cloud forensics for Infrastructure-
as-a-Service (laaS) is suggested, utilizing blockchain and
Software-Defined Networking (SDN). An additional one
highlights the potential benefits of blockchain-based
technologies for safe multimedia investigations.

The suggested RNN-ELM method provides a novel
strategy, combining Recurrent Neural Networks (RNN)
and Extreme Learning Machines (ELM) to improve
performance in the study’s environment. With previous
methods, which could depend primarily on one type of
algorithm or lack to mix multiple techniques, the
suggested method combines RNN’s sequential learning
capabilities with ELM’s rapid and efficient training. This
integration has several advantages, including improved
temporal modelling, greater feature learning, and
potentially higher prediction or classification accuracy.
The suggested strategy is anticipated to solve problems
identified in existing approaches, such as vanishing
gradients in classic RNNs or overfitting in complicated
models. By combining the features of RNN and ELM, the
suggested technique attempts to give a more resilient and
effective solution for the specific problem at hand, perhaps
surpassing or enhancing existing methods in the study’s
field.

Above literature evaluations indicate to the necessity for
all-encompassing solutions by highlighting the difficulties
and gaps in cloud forensics. The lack of standardized cloud
installations, the proprietary nature of services, and data
instability are typical issues. Fog for forensic
investigations is the complication brought forth by cloud
features like multi-tenancy, decentralized storage, and
legal complexities. One persistent problem is the
incapacity of present forensic procedures to adjust to
changing cloud environments and new security issues. In
private clouds, nested virtualization poses special
difficulties that necessitate reorganizing forensic
methodologies [22, 28]. Efficient frameworks are

PROBLEM STATEMENT
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necessary for interconnected clouds to securely manage
various configurations. There is no set structure for
investigating cybercrimes in multimedia, thus creative
solutions are required. The suggested frameworks and
models prioritize security, adaptability, and transparency
in an effort to address these issues. The primary focus of
the issue statement is improving the efficiency of forensic
investigations inside the ever-changing and intricate realm
of cloud computing.

IVV. PRoPOSED RNN-ELM MODEL FOR FORENSIC
EVIDENCE DETECTION AND CLASSIFICATION IN
CLouD COMPUTING ENVIRONMENTS

Beginning with collecting information, the research
technique in the framework takes a multifaceted approach.
Then, Z-Score normalization is used to ensure that the
characteristics in the dataset are consistent and
standardized throughout pre-processing.

Overall process of the proposed model is given in Fig. 1.
In the next section, a new hybrid Recurrent Neural
Network (RNN) and Extreme Learning Machine (ELM)
model is shown, which is designed explicitly for cloud
computing environments and forensic  evidence
identification and categorization. With this hybridized
architecture, the high-dimensional data processing
expertise of ELMSs and the sequence modelling capabilities
of RNNs are combined. The model performs better
because to the introduction of further optimization using
Grey Wolf Optimization. Relying on the importance of
each feature within the framework of forensic cybercrime
investigation, the Grey Wolf Optimization algorithm is
strategically utilized to optimize the feature selection
process. In order to create a solid basis for advanced
evidence identification and classification in the ever-
changing world of cloud computing settings, this thorough
methodology incorporates a variety of methodologies,
from data pre-processing to hybrid model implementation
and optimization.

Pre-Processing

Z-Score
Normalization

|

Forensic Evidence Detection
and Classification

|

v
Enhancing the Model

Input Data

» Attack

RNN ELM

bets Nommal

Grey Wolf Optimization
Fig. 1. Block diagram of the proposed framework.

A. Data Collection

A private cloud architecture was used to create an
extensive dataset for cloud forensics. An Intel® Core TM
i5-4590 Processor, 12 GB of RAM, and a 1 TB HDD were
included in the system configuration. A realistic cloud
environment was recreated by using Open Nebula (version
5.12) as the cloud management platform in conjunction
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with a KVM type-1 hypervisor. A controlled artificial
workload was set up on cloud-based virtual machines to
mimic cyberattacks. This task involved a planned
cyberattack scenario. The dataset carefully labels every
instance for each individual Virtual Machine (VM) with
the known condition of either an attack or regular
behaviour. Following RFC 3227, the data collecting
process places a strong emphasis on the identification of
evidence and the proper triage necessary for successful
cloud forensic investigations [31]. Table I shows the
sample of dataset.

TABLE I. SAMPLE DATASET

LAST_ POLL VMID DOM  Time user slope Status
1.6E+09 7 one-33 0.0739 Normal
1.6E+09 7 one-33 0.0593 Normal
1.6E+09 7 one-33 0.0554 Normal
1.6E+09 7 one-33 0.0637 Normal
1.6E+09 7 one-33 0.1109 Normal
1.6E+09 7 one-33 0.0212 Normal
1.6E+09 7 one-33 0.1146 Normal
1.6E+09 7 one-33 0.0212 Normal
1.6E+09 7 one-33 0.0347 Normal
1.6E+09 7 one-33 0.1528 Normal

B.  Z-Score Normalization Based Pre-Processing

Strong preprocessing is essential for precise evidence
detection in the field of cloud forensics. One important
method for guaranteeing consistency and relevance in the
dataset is Z-Score normalization. With the help of this
technique, each feature is normalized to have a mean (u)
of 0 and a standard deviation (¢") of 1. It works especially
well with different types of data patterns and fluctuating
cloud resource usage. For each feature (X) in the dataset,
the Z-Score normalization is calculated using Eq. (1):

Xf—;t
Znormalize -

@

Here, the original data value is denoted by X, the
standardized value is represented by Z,,;maiize » the
feature mean is denoted by u, and the standard deviation is
represented by ¢'. By ensuring that the data retains its
relative  location  within  the  distribution, this
transformation makes it suitable for comparison.

Z-Score normalization helps uncover anomalies in
cloud forensics by measuring departures from expected
behaviour. As departures from the norm become more
noticeable, elevated Z-Scores may be a sign of possible
cyberthreats or attacks. Preprocessing improves the
efficacy of later evidence identification algorithms and
establishes a consistent basis for careful forensic
investigation in cloud environments.

C. Hybrid RNN-ELM Based Forensic Evidence
Detection and Classification in Cloud Computing
Environments

A Hybrid Recurrent Neural Network (RNN) and

Extreme Learning Machine (ELM) model is presented to

ar
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advance forensic evidence identification in cloud
computing systems. By using the advantages of both
architectures, this hybrid approach builds on the pre-
processed dataset using Z-Score normalization and
improves the precision and effectiveness of forensic
investigations. In the cloud context, the RNN component
is particularly good at identifying behavioural anomalies,
evaluating sequential patterns, and capturing temporal
dependencies. Effective management of high-dimensional
data is the ELM component’s complementary goal.
Extending the RNN-ELM model’s expression, it leverages
the standardized features acquired by Z-Score
normalization. Fig. 2 refers the architecture diagram of
Hybrid RNN-ELM. RNN-ELM activation function is
given below:

The RNN layer consists of one level of nodes connected
in sequence and labelled with “hg”, “h1”, “h,”, and so on to
indicate different time steps. Each node in the RNN layer
is connected to a node called “N” and gets input from
nodes designated “Xg”, “X1”, “X2”, and so on, which
represent input data at different time steps. The ELM layer
consists of an Input Layer, a Hidden Layer, and an Output
Layer. Nodes in the RNN layer are connected to nodes in
the ELM Input layer identified as “Yo”, “Y1”, “Y32”. The
activation function nC (x) for the C** cluster is given in
Eq. (2).

bc G

————+ =%
2p.(n—1) (A4 +x) b,

nC(x) =

J bZ~4pc(n-1) Az +X)n(AE ~re=A7 —x)

2pc(n-1) (A +x) )
Here, x is given in Eq. (3),
X = ZE:l W_uc%uc (3)

ELM output weight w® is defined by the hidden layer
output (h) and the desired output matrix (y), given in

Eqg. (4).

w®=h+y (4)

The iterative updating rule utilizes the negative log-
likelihood function at the cost function to alter Y based on
the output O given in Eq. (5).

Given the output o(d, m), the partial derivative of the
cost function is given in Eq. (6):

eo(dld)

fu=—In (G=am (5)

%ZZ’:1(eo(d'k,) - 19k’,laz) -1 ifk=1Ud
1 !
;Zf’ﬂ(eo(d'k ) = 911a)

The iterative update rule for adjusting Y is given by
Eq. (7). In Eq. (7), 0@ represents the output after the it
iteration based on Y and s > 0 is the step size chosen by
the user.

fa  _
do(d,k)

6
if k #1d ©

ofa

(i+1) =0® -
Y&, k) = 0%(d, 1) = s 3om s

()
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Based on pre-processed data, this hybridized framework
provides a strong instrument for cloud computing forensic
evidence detection, effectively addressing the difficulties
presented by cyberattacks coming from cloud servers.

Hidden Layer
Input Layer ‘. Output Layer
hy Iy h; h, 4 Yo “
% 3 3 f [/ \
\Va =. A —
\ “‘ ‘r [
N — — N > N W— Y, ) )

\ By’ 2ATN
Vy, ¢ A\
A 4

ELM Layer

v
Xo

RNN Layer

Fig. 2. Architecture diagram of hybrid RNN-ELM.

D. Enhancing the Model Performance Using Grey Wolf
Optimization

To further improve the detection of forensic evidence, a
new modification is presented that makes use of Grey Wolf
Optimization (GWO) in cloud computing settings. In order
to perform enhanced analysis in forensic cybercrime
investigations, this enhancement relies upon the
foundation of Extreme Learning Machines (ELM) and
Recurrent Neural Networks (RNNSs). The alteration that is
being suggested, known as the Modified Grey Wolf
Optimization (MGWO) algorithm, concentrates on the
initialization stage and makes use of a clever method that
is based on filter-based data. This method accelerates the
convergence of the algorithm by intelligently forming the
starting population through the consultation of feature
significance. The first population is formed based on the
Information Gain (i,) value, which determines whether a
feature is included or not. The following formula can be
used to calculate i, for a given feature (t):

(§(©) == ) p () logp () +

Cir

logp(5)

(®)

In Eq. (8), ¢ is a group of features, and i is the quantity
of class labels. p (c;) is the probability of the i*" class.
Class probabilities are denoted by the values p(t) and
p(t"), whereas conditional probabilities of a class are
represented by the values p (%) and p(%) in the event that
the characteristic (t) is present.

The population of the MGWO is split into two halves:
the remaining population is initialized randomly, and the
injection ratio is based on feature significance. The
Crossover Error Rate (CER) is the fitness function used in
the cybersecurity domain for evaluation. According to the
iy values, the injected population is initialized as follows

by Eqg. (9):

p(i) = {

p®2p(%)10gp (%) +p)Zp (L)

tr

1,if rand < normaized i, (i)
0,if rand = normalized i4(i)

©)
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Algorithm 1: Modified grey wolf optimization
algorithm

Input:
-Population size (N)
-Maximum iterations (Max. Iter)
-Number of features (D)
- Number of hidden neurons in ELM (K)
-Training dataset (Xirains Xtrain)
-Testing dataset (Xiests Yeest)
-Convergence criterion
-Alpha, Beta, and Delta weights (Wyipha> Whetas Waelta)
- Lower Bound (LB) and Upper Bound (UB) for search
space
Output:
-Optimal solution (alpha position)
- Fitness value
- ELM weights and biases
Step 1: Generate an initial population of N grey wolves
randomly within the search space.
Step 2: Initialize the weights and biases of the ELM
randomly.
Step 3: Evaluate the fitness values of the grey wolves
using the ELM with the training dataset.
Step 4: Identify the grey wolf with the best fitness value
as the alpha wolf, the one with the second-best fitness
as the beta wolf, and the one with the third-best fitness
as the delta wolf.
Set the current iteration counter Iter = 1
While Iteration< max iterations
Step 6: For each grey wolf in the population:
-Update the position of the grey wolf using the
following equation:
Position 41y = Position ) + rl - Alphaggition
— Currentyggiion + 12
’ (BEtaposition - Currerltposition)
+r3
' (DEItaposition - Currentposition)
Step 7: Evaluate the fitness values of the updated grey
wolves using the ELM with the training dataset
Step 8: For each grey wolf in the population:
-Check for convergence using a predefined criterion
-Increase the iteration counter: Iter = Iter + 1.
Step 9: Return the optimal solution (alpha position), the
corresponding fitness value, and the ELM weights and
biases.
End

The second part represents the rest of the population (1-
injection ratio), which is initialized randomly, as shown in
Eqg. (10).

~ _(Lifrand > 0.5
p() = {O, if rand < 0.5

The formula for calculating the fitness value is given in
Eq. (11):

(10)

7|

In|

where, @ and B are parameters between zero and one,
representing the weight of each objective, with g = 1-a.
|| denotes the number of chosen features, and (|n]) is the
overall number of features. Enhanced model using GWO,

fitness = a - (|fpr — fnr)) + 8- (11)
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emphasizing an efficient initialization technique, and
adopts the ELM as a base classifier [32]. Fig. 3 shows the
flow diagram of GWO algorithm.

< Initialize the Population )

Calculate the Fitness Values

o

Set Alpha, Beta, Delta Positions

>

Fitness Value and ELM

Return to Alpha Position,
Weights and Biases

/ If
~lterations < max Iteration;
e

e

S YES

Update the Wolf’s Positions

}

Find Best Solutions

Fig. 3. Flow diagram of GWO algorithm.

)

¢

V. RESULTS AND DISCUSSION

The results demonstrate a significant improvement in
the forensic evidence detection model’s performance by
using Grey Wolf Optimization and the suggested hybrid
RNN-ELM architecture. The hybrid model illustrates the
effectiveness of integrating model sequences and high-
dimensional data handling by showing increased accuracy
in spotting cyber risks within cloud systems. For
improving model performance in cloud computing
systems, the application of Grey Wolf Optimization
(GWO) is investigated. The objective of this project is to
optimize model parameters through GWO to increase
accuracy and efficiency in cloud-based forensic
investigations. Recurrent Neural Networks (RNNs) and
Extreme Learning Machines (ELM) are utilized for
advanced analysis in forensic investigation scenarios. The
outcomes validate the methodology’s efficacy in tackling
the obstacles associated with cybercrime inquiry in cloud
environments. The significance of these findings is
discussed, along with how they might affect the
development of forensic techniques that are more suited to
the complex nature of modern cloud infrastructures.

A. Evidence Insertion Time

Fig. 4 shows how the quantity of users and the amount
of time needed for evidence insertion in the RNN-ELM
model relate to each other. The evidence insertion time
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shows a clear rising trend as the user count rises from 10
to 100. The model’s insertion time gradually increases
with the growing user base, as shown by the graph’s
typically linear trend. This discovery offers valuable
insights into the RNN-ELM model’s scalability and
performance characteristics with regard to evidence
insertion. The graph’s increasing trend indicates that the
model needs more processing time to incorporate evidence
effectively as user load increases. In situations where user
loads change, this knowledge is essential for maximizing
system resources and guaranteeing effective forensic
evidence handling.

60
50

_40
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E30
[«B]
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No. of Users
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Evidence Insertion

Fig. 4. Evidence insertion time of proposed RNN-ELM.

B.  Evidence Verification Time

The relationship between the quantity of users and the
amount of time needed for the RNN-ELM model’s
evidence verification is shown in Fig. 5. When the number
of users increases from 10 to 100, the verification time
increases steadily and gradually, according to the data
analysis. The graph shows a comparatively linear and
stable growth, suggesting that the verification process
responds to the increase in user numbers in a predictable
manner. This empirical finding highlights the significance
of resource management for smooth forensic evidence
verification and is essential to comprehending the model’s
effectiveness under different user loads. The graph
contributes to the overall improvement of forensic
cybercrime investigation procedures by giving a
guantitative assessment of the model’s scalability as well
as useful information for maximizing the verification
process in situations with varying user interaction.
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Fig. 5. Evidence verification time of proposed RNN-ELM.

C. Response Time of RNN-ELM

The response times of the suggested RNN-ELM,
SVM [33] and the DNN-SFLO [34] approaches are
contrasted in Fig. 6 for varied sample counts. Remarkably,
in terms of reaction time, the suggested RNN-ELM
constantly beats DNN-SFLO. SVM’s performance
declines progressively, with error rates rising to 0.31 at 180
samples. The reaction time for DNN-SFLO grows from
0.034 to 0.24 s as the number of samples increases from
20 to 180, whereas the response time for the suggested
RNN-ELM s significantly faster, ranging from 0.024 to
0.19 s. Compared to the current DNN-SFLO technique,
this empirical evidence reveals that the suggested RNN-
ELM model offers a more responsive and efficient
solution, demonstrating its potential for faster processing
in forensic cybercrime investigation scenarios.

0.3
0.25
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0.15
0.1
0.05

Response Time (s)

0 50 100 150 200
No. of Samples

—0—SVM DNN-SFLO Proposed RNN-ELM
Fig. 6. Response time of proposed RNN-ELM.

D. Performance Evaluation

Accuracy, F1-Score, precision, and recall were the four
assessment measures used to evaluate the models. These
parameters are given in Egs. (12)—(15):

1) Accuracy: Measuring the ratio of accurately
predicted instances to total instances, accuracy metrics
assess how accurate a model is in predicting events.

TP+TN
TP+TN+FP+FN

Accuracy = (12)

2) Recall: A performance parameter called recall,
sometimes referred to as sensitivity or true positive rate,
assesses a model’s capacity to accurately locate and
capture every relevant instance of a given class in a dataset.

TP
TP+FN

Recall = (13)

3) Precision: By calculating the ratio of accurately
predicted positive occurrences to all instances anticipated
as positive, precision metrics are used in machine learning
to evaluate the accuracy of positive predictions.

TP
TP+FP

Precision = (14)

4) FI-Score: A model’s precision and recall are
combined to provide the F1-Score, which offers a fair
assessment of the model’s performance.

F1 — Score = 2RecaltPre (15)

Recall+pre
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Table Il shows a comparison of the accuracy, precision,
recall, and F1-Score of three different methods: DNN-
SFLO, DLMNN, and the suggested RNN-ELM. With a
respectable accuracy of 99.09%, the DNN-SFLO [35]
approach shows strong performance in accurately
identifying occurrences. On the other hand, the suggested
RNN-ELM model outperforms with the maximum
accuracy of 99.4%, suggesting better overall prediction
ability.

TABLE II. COMPARISON OF THE PERFORMANCE METRICS WITH OTHER

METHODS
Accuracy Precision Recall F1-Score
Methods %) %) (%) (%)
DNN-SFLO [34] 99.09 97.2 98.59 95.89
DLMNN [35] 96.25 95.65 96.12 92.11
Proposed RNN-ELM 99.41 99.12  99.21 98.22

The error rates of the DNN-SFLO and the suggested
RNN-ELM are shown in Table Ill. With an error rate of
90%, DNN-SFLO shows a comparatively low chance of
misclassification. On the other hand, the suggested RNN-
ELM approach outperforms with a reduced error rate of
56%, suggesting increased error detection precision. In
comparison to the DNN-SFLO approach and SVM, these
results highlight the RNN-ELM model’s superior
performance in mitigating classification mistakes and
demonstrate its effectiveness in precisely identifying and
minimizing incorrect predictions.

TABLE I1l. COMPARISON OF ERROR DETECTION PROBABILITY

Methods Error Detection Probability Rate (%)
DNN-SFLO 90
SVM 75
Proposed RNN-ELM 56

The suggested RNN-ELM approach’s improved
accuracy and robustness are consistent with its lower
mistake rate, highlighting the approach’s potential as a
more dependable solution in forensic cybercrime
investigation settings.

From Fig. 7, the optimization performance clearly
shows a trend of continual improvement when looking at
the x-axis, which represents iterations from 0 to 100, and
the y-axis, which shows fitness values from 0.1 to 1. The
algorithm methodically improves its solutions as the
iterations go on, convergent towards the best fitness
values. The early iterations’ fast convergence is indicated
by the steep initial decline, which highlights GWOQO’s
capacity to recognize viable solutions fast. After that, the
graph shows a more consistent, steady improvement,
which indicates that the algorithm is becoming more
refined as it moves through the search space. The steady
decrease in fitness values highlights GWO’s ability to
perform global optimization and highlights how well it can
iteratively refine solutions.
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Fig. 7. Fitness improvement graph for GWO.

E. Discussion

Examining the suggested RNN-ELM model’s
performance metrics in comparison to the DNN-
SFLO [34] and DLMNN [35] approaches yields some
interesting findings. When it comes to evidence insertion
time, the RNN-ELM model shows a pattern that gets
longer as the number of users increases, suggesting that
higher user loads require longer processing times. The data
indicates a consistent increase in evidence verification
time as the number of users increases, highlighting the
critical role that resource management plays in the
efficient verification of forensic evidence. With noticeably
quicker response times over a range of sample counts, the
RNN-ELM model outperforms the DNN-SFLO in terms
of response time.

The suggested RNN-ELM model’s stability is
highlighted by the performance measures. It shows greater
overall prediction performance with an accuracy of 99.4%,
outperforming  DNN-SFLO (99.09%) and DLMNN
(96.25%). Metrics such as precision, recall, and F1-Score
consistently point to the RNN-ELM model (99.1%, 99.2%,
and 98.2%, respectively). This highlights the suggested
model’s balanced and very effective categorization ability
in comparison to alternative techniques. The RNN-ELM
model outperforms the DNN-SFLO in error detection,
with a lower error rate of 0.56%, demonstrating better
accuracy in identifying and reducing classification errors.
This underscores the model’s error detection capabilities.
The efficiency of the Grey Wolf Optimization algorithm in
iteratively improving overall optimization solutions is
demonstrated by the algorithm’s ability to continuously
and quickly enhance fitness values over 100 iterations. In
cases including the management of forensic evidence and
cybercrime investigation, the suggested RNN-ELM model
exhibits superior scalability, efficiency, and precision. Its
continuously improved performance on a variety of
criteria establishes it as a dependable and advanced
technology, demonstrating its potential for integration into
actual forensic procedures.
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The proposed RNN-ELM method introduces a novel
approach to forensic crime investigation by combining
Recurrent Neural Networks (RNN) with Extreme Learning
Machines (ELM). Unlike existing methods such as DNN-
SFLO and DLMNN, which rely on deep neural network
architectures or multi-modal neural networks, the
proposed method leverages the temporal dynamics
captured by RNNs along with the one-shot learning
capability of ELM. This unique combination enables the
model to effectively capture both static and temporal
features from the input data, leading to superior
classification performance. Additionally, the proposed
method employs a distinct training strategy that integrates
the training of RNNs and ELMs, potentially enhancing the
model’s ability to generalize to unseen data.

VI. CONCLUSION AND FUTURE WORK

This research employed an integrated method to further
forensic crime investigation in cloud computing
environments. Initially extensive collection of data was
conducted using Evidence Detection in Cloud Forensics
dataset. The next step was pre-processing using Z-Score
normalization, which ensured consistent and similar
features that are necessary for reliable analysis. This work
is innovative because it presents a hybrid Recurrent Neural
Network (RNN) and Extreme Learning Machine (ELM)
model specifically designed for forensic evidence
detection and categorization in the ever-changing cloud
computing environment. The hybrid architecture provides
a comprehensive response to the complex problems of
cybercrime investigation in the cloud by combining the
sequence modelling strengths of RNNs with ELM’s
expertise in processing high-dimensional data. By
precisely involving Grey Wolf Optimization, the model’s
performance was improved. This improved feature
selection raised the forensic investigation system’s overall
accuracy and effectiveness. When Z-Score normalization,
hybrid RNN-ELM modelling, and Grey Wolf
Optimization are combined, a thorough and efficient
framework  for  sophisticated forensic  evidence
identification in cloud computing environments is
produced. The outcomes highlight the scalability,
precision, and efficiency of the system and give forensic
investigators a strong platform on which to work as they
negotiate the intricacies of contemporary cyber threats in
cloud infrastructures. In addition to adding to the field of
digital forensics, this research represents a paradigm
change in the use of artificial intelligence and optimization
techniques for more proactive and trustworthy methods of
investigating crimes in cloud computing scenarios. In
order to improve the accuracy and efficiency of the
suggested model, future research should focus on adjusting
hyperparameters and investigating new optimization
algorithms. Furthermore, incorporating real-world datasets
and taking into account various cloud computing
architectures will yield a more thorough assessment of the
model’s performance. Research should be done
continuously to ensure that the framework remains
applicable in changing cyber threat environments by
adjusting it to new technologies like edge computing and
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distributed cloud systems. Working together with industry
partners and forensic practitioners will make it easier to
apply and validate the model in real-world investigative
settings, which will increase its applicability and impact.

Future research could focus on different methods for
improving forensic crime investigation in Cloud
Computing Environments (CCE). To begin, incorporating
further advanced techniques, such as reinforcement
learning or meta-learning, may improve the model’s
adaptability to evolving cyber threats. Extensive real-
world testing and validation of the suggested approach
across various cloud infrastructures and datasets would be
useful in determining its resilience and generalizability.
Investigating the suggested method’s applicability to real-
time or streaming data scenarios may provide insights into
its effectiveness in dynamic cybercrime environments.
Consider the ethical and legal ramifications of using Al-
driven forensic investigation tools in CCE to ensure
responsible  and  accountable  digital  forensic
investigations.
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