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Abstract—The escalating dependence on information 

technology for daily activities ensures that cybercrime cases 

continue unabated. Consequently, the role of cyber forensics 

investigators is becoming increasingly crucial in addressing 

the surge of cybercrime incidents. Live forensics 

investigation, a challenging facet of digital evidence 

investigation, confronts several limitations. This study 

focuses on the complexities associated with retrieving digital 

evidence from volatile memory during live forensics 

investigations, explicitly comparing the efficacy of 

extracting digital evidence from DDR2 and DDR3 Random 

Access Memory (RAM). This study aims to analyze and 

compare potential variations in evidence acquisition 

outcomes between the two RAM types by applying three 

distinct scenarios: identifying registry and network activities, 

catching malicious codes, and obtaining login passwords on 

Social Media. The results demonstrate that DDR2 RAM 

exhibits a lower propensity for concealing digital evidence 

during live forensics investigations compared to DDR3 

RAM. The implications of these findings are discussed, 

along with suggestions for potential ramifications and 

avenues for future research.   

 

Keywords—computer forensics, random access memory, 
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I. INTRODUCTION 

Two distinct types of cyber forensics investigation are 

employed for digital evidence extraction: static forensics 

and live forensics. A static forensics investigation is a 

conventional approach wherein the forensic analysis is 

conducted on systems at rest, typically referring to 

shutdown systems. Conversely, live forensics focuses on 

investigating volatile memory in a running system, as 

valuable evidence would be lost once the system is 

powered off [1, 2], and this evidence is stored temporarily 

in Random Access Memory (RAM). RAM is a volatile 

memory that temporarily stores data while the computer 

runs. As soon as the power is turned off, the data in RAM 

is lost. In digital forensics, volatile memory is a vital 

source of information, as it can capture critical data about 

system activity [2] that might be lost after the system is 
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powered off. Consequently, the transient data residing in 

RAM holds substantial relevance for forensics, as it 

captures a comprehensive record of all system 

activities [3, 4]. 

Recovering digital evidence from volatile memory 

poses a significant challenge in cyber forensics 

investigations due to the ephemeral nature of the 

evidence upon system shutdown [1, 3, 4]. Live forensics 

methodologies are designed to extract potential crime-

related evidence and other pertinent data residing in 

memory [3, 5]. Unlike traditional forensic techniques that 

exclusively operate on offline systems, live forensics 

enables the acquisition of hidden digital evidence while 

the system remains operational, including memory 

activities, network processes, swap files, running system 

processes, and system information [3–5]. In certain 

instances, critical evidence pertaining to cyber-attacks is 

solely found within system memory, such as network 

connections and account credentials, necessitating live 

forensics approaches. The use of RAM in digital 

forensics investigations is rapidly growing due to the 

need to capture and analyze volatile data. Nonetheless, 

the rapid development of computer technology has 

increased the complexity of RAM architecture, making 

acquiring and analyzing data from RAM more 

challenging. Therefore, it is essential to continue research 

in digital forensics to develop new techniques and tools to 

extract and analyze volatile data from RAM effectively. 

The efficacy of live forensics heavily relies on the 

active state of the computer, as it relies on the data stored 

in Random Access Memory (RAM). RAM data, also 

known as volatile or temporary data, is accessible only 

when the computer is powered on, and any loss of power 

results in the immediate loss of this data. This volatile 

data encompasses crucial information such as usernames, 

passwords, accessed files, modified files, utilized 

applications, and search keywords [1]. In live forensics 

analysis, both evidence gathering and analysis occur 

concurrently. Consequently, when multiple computers are 

involved in an attack, and investigators seek to discern 

the state of each system, live forensics emerges as the 

most suitable option [6], as demonstrated by Rahman and 

Khan’s proposed direct analysis method [7].  
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Recent studies have examined live forensics on the 

latest RAM types [8–11], while limited attention has been 

given to earlier generations, such as DDR2 and DDR3. 

One notable exception is the work by Lindenlauf et 

al. [12], who conducted cold boot attacks on both 

memory types. Given the continued prevalence and usage 

of DDR2 and DDR3, a research gap exists regarding the 

comparative analysis of live memory forensics on these 

memory types within the current literature. Therefore, the 

primary objective of this study is to investigate whether 

additional digital evidence can be obtained from DDR2 

and DDR3 through live forensics analysis. 

The following are novelties proposed through the study: 

(1) Live memory forensics analysis is conducted in 

virtualization mode using open-source and free 

forensics applications. 

(2) Three scenarios are designed to assess further 

potential volatile digital evidence from both RAM 

types.  

(3) The results would have practical implications on 

any potential digital evidence losses in RAM. 

This paper is organized as follows. Section II describes 

the materials and methods used in the study. Section III 

introduces several scenarios for the investigation, 

followed by analysis and discussion in Section IV. 

Finally, we conclude the study in the last section.  

II. RESEARCH METHODOLOGY 

The research methodology for conducting the live 

forensics analysis comparison between DDR2 RAM and 

DDR3 RAM is illustrated in Fig. 1. The flowchart is used 

to enhance understanding and provide a clear overview of 

the stages involved. The following sections explain each 

stage of the research process. 

 

Figure 1. Research method. 

A. Literature Study 

The initial stage of this research involves conducting 

an in-depth study of prior research in the field of memory 

forensics. By examining existing literature, a solid 

theoretical foundation will be established, and any gaps 

left by previous studies will be identified, providing the 

motivation for this current research.  

Memory forensics has gained significant attention 

from both academics and professionals since the 2005 

Digital Forensics Workshop (DFRWS) forensics 

challenge [13]. With the increased memory size and the 

abundance of volatile digital evidence, forensic 

examiners face mounting challenges in extracting valid 

and accurate evidence [14]. Therefore, there is a growing 

interest in understanding and advancing the field of 

memory forensics. For this purpose, virtualization 

techniques are commonly employed in digital forensics 

studies [15]. This approach involves creating a duplicate 

copy of the target hard drive on a virtual machine after 

obtaining the memory image, boot disk, or other relevant 

system components. By utilizing virtualization, 

researchers can safely conduct experiments and 

investigations. 

While previous studies in memory forensics have 

focused on various applications or operating systems, 

there is a notable gap in the literature regarding 

comparing different memory types. For instance, Salamh 

et al. [16] conducted a forensic simulation to recover 

deleted evidence from chat applications on the Android 

system, but their analysis did not include a comparative 

study. Similarly, Kazim et al. [17] examined digital 

evidence extracted from a memory dump of Google 

Hangout in a Windows operating system environment 

without comparing it to other applications or different 

memory types. 

Although there have been studies that compared instant 

messaging applications or different operating 

systems [18], a comparative analysis of forensics analysis 

was introduced by Thantilage et al. [19]. They examined 

several instant messaging applications to identify 

potential digital evidence stored in memory. Their 

comprehensive framework effectively extracted volatile 

digital evidence and presented it in a legally admissible 

report. Another study focused on a Linux-based memory 

forensics examination compared Discord and Slack 

(Linux-based instant messaging) as a case study [20]. The 

researchers successfully extracted and presented digital 

evidence from memory.  

Recent studies also focused on new technologies. 

Holmes and Buchanan [21] conducted live forensic 

techniques and dictionary attacks to ensure 

cryptocurrency wallet security. While video streaming is 

gaining popularity, Murias et al. [22] evaluate some tools 

to retrieve evidence in Android OS. Azzam et al. [23] 

empirically investigated the forensic readiness of 

Industrial Control Systems (ICS) toward cyberattacks. 

The studies mentioned earlier clearly show that they 

mainly compared the memory forensics analysis by 

varying the applications, such as instant messaging, or 

running the same scenario on different operating systems 
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(Windows and Linux), the specific focus on memory 

types, such as DDR2 and DDR3, remains largely 

unexplored in the existing literature. To the best of the 

authors’ knowledge, the only research comparing DDR2 

and DDR3 memories was presented in [12]. Since the 

study only dealt with cold boot attacks, many open 

research questions might be raised. By investigating the 

potential variations in evidence extraction capabilities 

between DDR2 and DDR3 memories, this research 

intends to shed light on the importance of considering 

memory types in forensic investigations. The findings of 

this study will contribute to the broader understanding of 

memory forensics and inform the development of more 

effective and accurate forensic techniques. 

A comprehensive methodology will be employed to 

accomplish this research objective, encompassing live 

forensics analysis of DDR2 and DDR3 memories. The 

research will systematically compare the evidence 

extraction results from these two memory types by 

conducting parallel investigations under similar scenarios. 

This rigorous analysis will provide empirical evidence to 

ascertain whether the choice of memory type significantly 

impacts forensic analysis outcomes. Through this 

comparative analysis, the research aims to fill the existing 

gap in the literature by highlighting the importance of 

considering memory types in memory forensics. The 

insights gained from this study will advance the field and 

contribute to developing more robust forensic techniques 

and methodologies. By bridging this research gap, this 

study seeks to enhance the effectiveness and accuracy of 

memory forensics investigations, ultimately assisting 

forensic examiners in pursuing digital evidence. 

B. Hardware and Software Setup 

The study requires specific hardware and software 

components to facilitate the comparative analysis of 

DDR2 and DDR3 RAM in live forensics analysis. The 

hardware requirements encompass two PCs equipped 

with AMD A6-6310 processors, each with 4 GB of 

DDR2 and DDR3 RAM, respectively. Both systems share 

a Seagate 500 GB hard drive and utilize the same internet 

connection. On the software front, Windows 7 Ultimate 

Operating System serves as the common platform for 

both PCs. 

In order to conduct the memory forensics analysis, it is 

essential to utilize various software tools that enable the 

extraction and analysis of digital evidence from the 

volatile memory of the systems under investigation. The 

following software applications are indispensable: 

Volatility-2.4 Standalone, Belkasoft Live RAM Capturer 

v1.0 32bit, DumpIt v1.3.2, Volatility Framework v2.4, 

and VMware v10.0.7. These tools provide the necessary 

functionalities and capabilities to effectively examine and 

analyze the digital artifacts in the volatile memory of the 

systems being examined. 

DDR2 RAM is a widely adopted memory technology 

known for its prevalence in computers utilizing Pentium 

4 processors or later iterations. Introduced in 2005, 

DDR2 RAM operates at a voltage of 1.8 volts, thereby 

offering a balance between power efficiency and 

performance [24]. Its specifications encompass transfer 

frequencies ranging from 400MHz to 1066MHz, denoted 

by standard names such as DDR2-400, DDR2-533, 

DDR2-677, DDR2-800, and DDR2-1066. 

Furthermore, DDR3 RAM was introduced by Intel in 

late 2007 and represented a further advancement in-

memory technology. Operating at a reduced voltage of 

1.5 volts, DDR3 RAM exhibits notable improvements in 

reading speeds compared to its predecessors [24]. Its 

specifications encompass transfer frequencies of up to 

2133 MHz, rendering it more efficient than DDR2 RAM. 

However, it should be noted that DDR3 RAM tends to be 

relatively more expensive and boasts superior latency. 

Apart from differences in specifications in DDR2 RAM 

and DDR3 RAM, the hardware or shape is also different, 

as presented in Fig. 2. Moreover, it excels in transferring 

I/O data, exhibiting a remarkable eight-fold increase in 

data rate per memory cell.  

By employing the hardware mentioned earlier and 

software configurations, this study explores the digital 

evidence extraction capabilities of DDR2 and DDR3 

RAM through live forensics analysis. These RAM types 

have been deliberately chosen due to their widespread 

adoption in modern computing systems.  

  

 

Figure 2. Physical look of DDR2 and DDR3 [21]. 

The physical differences between DDR2 and DDR3 

RAM are essential in this study. As shown in Fig. 2, the 

two types of RAM differ in several ways [24]. The DDR2 

notch is located slightly toward the right side, while the 

DDR3 notch is located slightly more toward the center of 

the memory module board. Additionally, the latest DDR3 

notch is located slightly to the left, opposite the location 

of the first DDR notch. DDR2 and DDR3 have smaller, 

denser pins with 240 pins (120 pins on each side).  

This study used two PCs with different mainboards: 

one supporting DDR2 and the other supporting DDR3. 

DDR3 RAM has several advantages over DDR2 RAM, 

including the ability to transfer I/O data at eight times the 

data rate contained in the memory cell. This benefit 

allows for a higher bus price and a higher price than 

previous peak memory technology. The DDR3 RAM 

standard also allows for a chip capacity of 512 megabits 

up to eight gigabits, which enables a maximum memory 

module size of 16 gigabytes.  

Another advantage of DDR3 RAM is its reduced 

power consumption of more than 30% compared to 
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DDR2 and DDR1 RAM modules due to the RAM’s 

supply voltage of less than 1.5 V. This contrasts with 

DDR2 and DDR1, which have supply voltages of 1.8 V 

or 2.5 V. This supply voltage works well with the 90-

nanometer technology used in DDR3 RAM [24]. These 

differences between DDR2 and DDR3 RAM are essential 

in analyzing digital evidence from volatile memory. 

In this study, open-source and freely available tools for 

forensic memory analysis are utilized. These tools have 

been widely employed in fundamental forensic analysis 

to acquire and analyze digital evidence [4, 7, 8]. Two 

commonly used memory forensics applications, DumpIt 

and BelkaSoft RamCapture, are employed in this research. 

DumpIt is a tool that combines the functionality of 

win32dd and win64dd into a single executable. By 

double-clicking the DumpIt executable, the tool is 

executed, and it captures a snapshot of the physical 

memory, storing it in the same folder as the DumpIt 

execution [25]. 

DumpIt provides a user-friendly approach to obtaining 

memory images from Windows systems, even in cases 

where the investigator is not physically present at the 

target computer. Its ease of use makes it accessible even 

to non-technical users. However, it may not be suitable 

for all scenarios, but it simplifies memory retrieval in 

many situations [25]. Fig. 3 illustrates an example of the 

DumpIt display.  

 

 

Figure 3. DumpIt. 

Similarly, Belkasoft RamCapture has established itself 

as a powerful tool for acquiring memory in Windows 

operating systems since the era of Windows XP [26]. It 

offers many outstanding features for effectively 

managing the system’s memory, including robust anti-

debugging and anti-memory dumping capabilities. The 

64-bit live RAM capturer is meticulously crafted by 

combining two essential files, namely RamCapture64.exe 

and RamCaptureDriver64.sys, to acquire and extract 

memory data [26] seamlessly as seen in Fig. 4. 

 

 

Figure 4. Belkasoft RamCapture. 

C. Scenario Design 

At this stage, the step taken is to design a trial scenario 

designed in such a way as to resemble conditions that 

might occur in the field. The scenario is then presented to 

Random Access Memory for later data extraction 

examinations in these conditions. This study proposes 

three scenarios to perform live memory forensics on 

DDR2 and DDR3 memories. 

1) Scenario 1: Registry and network activity check  

Fig. 5 presents the structure of the first scenario. In this 

scenario, we used two computers with DDR2 and DDR3 

RAM. We examined two pieces of evidence: the number 

of registry handles and network activities stored in both 

volatile memories. To analyze the first scenario, we 

followed the steps outlined below: 

• The user boots each computer and executes the 

Windows operating system without launching any 

startup applications. Then, we acquire volatile 

data in RAM using the DumpIt and Belkasoft 

RamCapture tools. 

• We run the first application, specifically the 

Winrar application, and proceed to acquire 

volatile data in RAM using the DumpIt and 

Belkasoft RamCapture tools. 

• We execute the second application, resulting in 

the presence of two running applications: Winrar 

and Media Player Classic. We then acquire RAM 

data using the DumpIt and Belkasoft RamCapture 

tools. 

• We launch the third application, which leads to 

three running applications: Winrar, Media Player 

Classic, and AIMP Player. We acquire RAM data 

using the DumpIt and Belkasoft RamCapture 

tools. 

• The fourth application is run, resulting in four 

running applications: Winrar, Media Player 

Classic, AIMP Player, and Foxit Reader. We 

acquire RAM data using the DumpIt and 

Belkasoft RamCapture tools. 

• We proceed to execute the fifth application, 

leading to five running applications: Winrar, 

Media Player Classic, AIMP Player, Foxit Reader, 

and Google Chrome. We acquire RAM data using 

the DumpIt and Belkasoft RamCapture tools. 

• Lastly, we run the sixth application, resulting in 

six running applications: Winrar, Media Player 

Classic, AIMP Player, Foxit Reader, Google 

Chrome, and Mozilla Firefox. We acquire RAM 

data using the DumpIt and Belkasoft RamCapture 

tools.  

Critical parameters in the first scenario are digital 

evidence regarding registry and network activities during 

the applications’ running. 

2) Scenario 2: Catching malicious codes 

Fig. 6 shows the structure of the second scenario. 

There are two types of malicious codes applied in this 

scenario. They are Malware Explorer [27] and Zeus 

Malware [28]. Considering the high risk of the second 

scenario, all processes are carried out using VMware 
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virtualization to prevent unwanted errors from 

occurring [15, 29].  

After running the malware, the volatile data in DDR2 

and DDDR3 RAM are acquired using DumpIt and 

Belkasoft RamCapture and saved as images. Furthermore, 

malware analysis is conducted on the image memory 

using the Volatility memory forensics tool [30]. Critical 

parameters in the second scenario are digital evidence 

identifying signatures of two malicious codes. 

3) Scenario 3: Obtaining password login social 

media 

In the last scenario (see Fig. 7), two popular browsers 

(Google Chrome and Mozilla Firefox) are used to 

perform login on several social media websites. The 

process concludes by logging out from both social media 

platforms. The aim is to find out digital evidence in 

memory related to user credentials in social media 

applications. Similarly, volatile data in RAM is acquired 

using DumpIt and Belkasoft tools. 

After collecting all digital evidence from DDR2 

memory for the three scenarios using the first computer, 

we applied the same procedures to the second computer 

with DDR3 memory. We then analyzed the data from 

both DDR2 and DDR3 in the next section. 

Critical parameters in the last scene are digital 

evidence that shows the username and password of both 

social media users. 

D. Comparative Analysis 

At this stage, we compare the volatile digital evidence 

obtained from DDR2 and DDR3 in the first scenario. We 

also conduct a comprehensive comparative analysis in the 

second and third scenarios, examining the differences and 

similarities between DDR2 and DDR3 memory. 

E. Study Implication  

We present the study implications based on our 

previous stage analysis. These implications highlight the 

significance of our findings and provide insights into the 

practical implications, theoretical contributions, and 

potential future research directions in memory forensics. 

 

 

Figure 5. Scenario 1 (flowchart and pseudocode). 

 

Figure 6. Scenario 2 (flowchart and pseudocode). 
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Figure 7. Scenario 3 (flowchart and pseudocode). 

III. RESULTS AND DISCUSSION 

This section presents the results and analysis from all 

three scenarios conducted on DDR2 and DDR3 memories.  

A. Registry and Network Activity Check 

In this scenario, both computers equipped with DDR2 

RAM and DDR3 RAM sequentially run multiple 

applications. DumpIt and Belkasoft RamCapture tools 

were deployed to capture and store the associated running 

process in the memory. The first scenario aims to capture 

two volatile primary pieces of evidence: the number of 

registry handles and network activities, which are 

analyzed from the perspectives of DumpIt and Belkasoft 

RamCapture. 

Fig. 8 illustrates an example of registry handles 

captured in RAM, including offset, PID, handle, access 

type, and details. The results for the number of registry 

handles obtained from DumpIt and Belkasoft 

RamCapture are presented in Fig. 9 (DumpIt) and Fig. 10 

(Belkasoft RamCapture). Generally, the number of 

registry handles increases with the growing number of 

running applications for DDR2 and DDR3. However, it is 

noteworthy that DDR3 consistently exhibits a higher 

number of registry handles compared to DDR2, as 

observed in both DumpIt and Belkasoft RamCapture 

results. For instance, when running five applications, 

DumpIt detected 13,024 registry handles on DDR2 and 

13,136 on DDR3 (Fig. 9). Similarly, Belkasoft 

RamCapture identified 12,438 registry handles on DDR2 

and 13,425 DDR3 (Fig. 10). 

 

 

Figure 8. Registry handles. 
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Figure 9. Registry handles by DumpIt. 

 

Figure 10. Registry handles by BelkaSoft. 

Additionally, network activity is another crucial data to 

be examined in the first scenario. An example of network 

activity captured in RAM is depicted in Fig. 11, 

providing information about established network 

connections between the PC and external networks. This 

feature includes offset, PID, handle, access type, and 

details. 

Figs. 12 and 13 show the patterns of network activity 

observed through DumpIt and Belkasoft RamCapture. No 

significant network activity was detected in DDR2 and 

DDR3 in up to four running applications. However, a 

substantial increase in network activity is observed when 

the fifth application is executed, followed by the sixth 

application. DDR3 exhibits a slightly higher number of 

network activities compared to DDR2, as reported by 

both DumpIt and Belkasoft RamCapture. 

 

 
Figure 11. Network activity example. 

Journal of Advances in Information Technology, Vol. 14, No. 5, 2023

956



  

Figure 12. Network activity by DumpIt. 

 

Figure 13. Network activity by BelkaSoft. 

B. Catching Malicious Codes 

After acquiring data in the form of raw images of both 

DDR2 and DDR3 through VMware, the data is then 

analyzed with Volatility Framework, a specific forensics 

tool to identify the existence of malware artifacts (see Fig. 

14). 

 

Figure 14. Volatility framework forensics tool. 

Based on the analysis, Explorer and Zeus malware 

could be correctly identified in DDR2 and DDR3 raw 

images previously obtained using DumpIt and BelkaSoft. 

Table I shows the result of the second scenario for both 

DDR2 and DDR3. 

TABLE I. THE RESULTS OF THE SECOND SCENARIO 

 Memory 
Explorer 

Malware 

Zeus 

Malware 

DumpIt 
DDR2 RAM √ √ 

DDR3 RAM √ √ 

BelkaSoft 
DDR2 RAM √ √ 

DDR3 RAM √ √ 

  

The test indicated that both malware was successfully 

identified in the volatile memory using DumpIt and 

BelkaSoft.   

C. Showing Password Login Social Media  

Table II shows the results of the last scenario. DumpIt 

and BelkaSoft acquired raw digital evidence related to 

social media platforms on both PCs. Later, WinHex is 

applied to search for passwords within the raw digital 

evidence and successfully obtain the passwords properly 

(see Fig. 15). 
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TABLE II. THE RESULTS OF THE THIRD SCENARIO 

 Memory 
Facebook 

Account 

Twitter 

Account 

DumpIt 
DDR2 RAM √ √ 

DDR3 RAM √ √ 

BelkaSoft 
DDR2 RAM √ √ 

DDR3 RAM √ √ 

 

 

Figure 15. Winhex tool. 

Based on the findings obtained from the three 

scenarios, the following key observations can be made: 

• DDR2 captures a smaller amount of digital 

evidence compared to DDR3 in terms of running 

applications. 

• DDR2 and DDR3 exhibit similar patterns of 

evidence capture when dealing with existing 

malware. 

• DDR2 and DDR3 demonstrate comparable 

evidence capture regarding password login on 

social media websites. 

However, it is essential to acknowledge the limitations 

of this research. Firstly, the comparison is focused solely 

on volatile digital evidence between DDR2 and DDR3. 

Secondly, the analysis relies on DumpIt and BelkaSoft, 

open-source software tools, for conducting the three 

scenarios. 

In future studies, it would be beneficial to explore the 

following avenues of research. Firstly, investigating other 

types of RAM to assess potential differences in the 

obtained digital evidence. Secondly, comparing the 

capabilities of open-source and proprietary software in 

extracting volatile digital evidence. Thirdly, exploring 

various attack scenarios such as email threats, 

ransomware, and other applications. Future studies can 

provide further insights and enhance the understanding of 

volatile memory forensics analysis by addressing these 

avenues. 

IV. CONCLUSION 

This paper shows live forensics investigation to 

examine whether DDR2 RAM and DDR3 RAM identify 

volatile digital evidence differently through three life 

forensics scenarios. The first scenario is RAM 

examination while the application is running, the second 

is malicious codes, and the third is password login social 

media. All scenarios are forensically examined using two 

open-source memory forensics, DumpIt, and BelkaSoft 

RamCapture tools. 

While the results of scenarios two and three show that 

both DDR2 RAM and DDR3 RAM identify similar 

findings, both types of memories reveal slightly different 

results in the first scenario. In the first scenario, DDR2 

RAM conceals lesser digital evidence related to registry 

handles and network activities during live forensics 

investigation than DDR3 RAM. 

The findings in the first scenario indicate that using old 

version memory such as DDR2 may prevent computer 

forensics tools from revealing complete digital evidence, 

which is considered a severe issue by computer forensics 

examiners. Further investigations by incorporating 

different approaches and tools are required to assess the 

findings of this study. 
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