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Abstract—The Internet of Things (loT) has been widely
utilized in many fields, including healthcare, manufacturing,
and intelligent transportation. 10T has many advantages,
including the ease of collecting, accessing, and editing data
remotely. Unfortunately, 10T has also given rise to many risks
due to its lack of security features. Authentication protocols
for 10T environments have been proposed using Physical
Unclonable Functions (PUFs) to resolve security problems in
10T environments. However, we have found that these
protocols have weaknesses, where the attacker steals the 10T
device, obtains data from the communication channel, and
has the ability to program for activating PUF, hence the
attacker gets the challenge and generates a response.
Therefore, we propose a new authentication protocol that
resolves the issues with the existing protocol to safeguard
against the attack mentioned above with PUF and masking
method. We present the results of the Real or Random model
(RoR model), which shows that our protocol is secure. The
programming model (Scyther tool) also shows that our
protocol is safe and can withstand attacks. Finally, our
protocol has a low computational time.

Keywords—adversary  model, internet of  things,
authentication protocol, Physical Unclonable Function (PUF),
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I. INTRODUCTION

Internet of Things (IoT) has changed the daily lives of
humans, individuals can work from home and collect and
process data remotely using their devices. 10T has also
introduced new technologies such as intelligent
transportation systems, robotic healthcare systems, and
intelligent drones. The security aspect is imperative in 10T
systems. Furthermore, the public key cryptosystem is
unsuitable for 10T applications because the 10T device is
tiny with limited resources.

Aman et al. [1] proposed mutual authentication using
Physical Unclonable Function (PUF) in 10T systems. PUF
is an alternative cryptography for tiny devices. Gope and
Sikdar [2] also proposed a protocol utilizing PUF and a
hash function in 10T environments. However, the authors
found that Aman et al.’s scheme cannot achieve Perfect
Forward and Backward Secrecy (PFBS), anonymity, and
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untrace ability, and cannot resist impersonation and
Denial-of-Service (DoS) attacks. Additionally, Gope and
Sikdar’s protocol cannot achieve PFBS and untraceability.
Other research has also utilized PUFs for authentication
protocols [3-6]. However, their schemes have similar
loopholes to the schemes proposed in [1, 2]. If the attacker
can program the activation of PUF, they can obtain the
secret and conduct dangerous attacks such as
impersonation attacks. On the other hand, if the attacker
obtains the challenge-response pattern using a machine
learning attack, they can clone the device.

Recently, Lee et al. [7] proposed secure sensing
utilizing PUFs. Unfortunately, it has been found that the
authentication protocol fails to achieve an unclonable
sensor when the attacker steals the sensor and activates
PUFs. Hence, the attacker has the ability to obtain the
challenge response pattern. to get pattern the challenge
response.

This article proposes an authentication protocol that
resolves authentication problems in 10T environments
using PUFs. In addition, our protocol is generic and can
also address other security issues in 10T environments.

The remainder of this manuscript is organized as
follows: Section 1l presents related work and our
contributions, while Section Il provides materials and
methods. Our proposed authentication protocol is
presented in Section IV, followed by informal analysis in
Section V, mathematical model (Real or Random (RoR)
model) in Section VI, programming model in Section VII,
competencies and complexity comparison in Section VIII,
and finally, Section 1X concludes the paper.

Il. LITERATURE REVIEW

There have been many kinds of research in 10T systems,
such as [8-10]. However, their papers only present a
survey of the threats and challenges in 10T systems. Hence,
their articles need to provide solutions to resolve the
security issues. Security features, including mutual
authentication, anonymity, untrace ability, resolution of
desynchronization issues, and secure session keys, are
imperative for an authentication protocol in an loT
environment. In addition, the protocol must withstand
well-known attacks, such as impersonation, DoS, physical
attacks, etc.
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Many fields apply the 10T system, including healthcare,
industrial, intelligent transportation systems, and the
military. The devices can communicate through wireless
systems. The fact is that wireless is a public channel where
adversaries may eavesdrop on all transmitted messages.
Additionally, an attacker with solid capability can conduct
fatal attacks such as impersonation, tracking, and cloning
attacks.

The tracking attack is a crucial issue where the
adversary can track users of devices based on their identity
if the authentication protocol does not provide anonymity.
This can endanger the patient’s life, especially if the
patient is a public figure, such as a president or artist, who
requires anonymity while receiving treatment [11-15].

PUF is introduced as an alternative cryptography
algorithm that is utilized for a tiny device [16-18]. The
PUF has a simple operation R = PUF(C), that is, the PUF
generates a response from a challenge. Most researchers
utilize the PUF for generating the key [19]. However, now
several researchers have extended the usage to encrypt and
decrypt processes [20-22].

Gope et al. [23] proposed an authentication protocol in
Industrial Wireless Sensor Networks. However, Nurkifli
and Hwang [24] showed that the protocol proposed by
Gope et al. [23] and Gope and Sikdar [25] do not achieve
anonymity and Perfect Forward and Backward Secrecy
(PFBS). In another research, Serkan [26] proposed an
authentication protocol using PUF in RFID environments,
claiming that their protocol can achieve anonymity.
However, Kardas pointed out that the protocol proposed
by Serkan [26] is susceptible to the cold boot attack. After
the attacker conducts a cold boot attack, they can obtain
the credential data, allowing them to impersonate the tag
and trace the RFID tag’s past and future messages [27].

Aman et al. [1] and Gope [2] proposed authentication
protocols using PUF, claiming to have achieved security
features such as mutual authentication, anonymity,
untraceability, and the ability to withstand impersonation
and tracking attacks. Other researchers have also utilized
PUF in their schemes, such as [3-6]. However, their
schemes are vulnerable to modified DY adversary attacks.
Furthermore, Lee et al. [7] utilized PUF to provide secure
sensing in 10T systems, but their protocol fails to achieve
the required security competencies. Therefore, this article
proposes an authentication protocol using PUF with the
following contributions:

Proposing an adversary model that adopts the
Dolev-Yao (DY) structure by adding the powerful
capability to attack the PUF-based authentication.
The authors propose a new authentication protocol
to resolve authentication protocol using PUF

issues and generic 10T environment security issues.

The authors conducted a mathematical model
analysis to confirm that our authentication protocol
is secure under the RoR model.

The authors conducted a programming model
(Scyther tool) to confirm that our authentication
protocol is secure and can resist attacks.
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e Demonstrating the computational complexity
demonstrates that our authentication protocol is

suitable for 10T systems.

I1l. MATERIALS AND METHODS

This section will briefly explain adversary capabilities,
PUFs, secure PUFs, hash functions, security of hash
functions, and masking methods.

A. Adversary’s Capabilities

The authors propose an adversary model that adopts the
Dolev-Yao (DY) structure [28, 29], which has the
following capabilities:

C1: The adversary can eavesdrop and intercept all data
transmitted in the public channel.

C2: The adversary can alter, delete, modify, and replay
data.

C3: The adversary can steal the 10T device.

C4:. The adversary can extract data from the loT
device’s memory using a side-channel attack [30, 31].

In addition, the authors also modify the DY adversary
model by adding the following capabilities:

C5: The adversary can operate the PUF by
programming it without separating the PUF from the
onboard unit.

C6: The adversary can operate the Fuzzy Extractor (FE)
without separating it from the Onboard Unit (OBU).

B. Physical Unclonable Function (PUF)

PUF is a fabrication product that utilizes a function to
map a challenge to a response [19, 32], formulated as R =
PUF(C). However, in reality, the response R may contain
noise or the PUF yields unstable response R. To obtain a
stable output, a Fuzzy Extractor (FE) can be applied to the
PUF [33, 34]. However, the usage of FE can increase
computational complexity. Nowadays, several
researchers [35-38] offer stable PUFs, and they produce a
stable response R. Therefore, in this article, the authors use
a stable PUF.

The PUF is secure if C1 insert into PUF1 produces R1
and C2 insert into PUF1 has R2. In addition, C1 insert into
PUF1 yields R1, and C1 insert into PUF2 gains R2.
Furthermore, the authors obtain the formulations

Pr[HD(PUF,(C,), PUF,(C))) > d; | =1—
&, Pr[HD(PUF,(C,), PUF,(Cy)) > d, | =1—¢;

Pr denotes the Probability of yielding the different
outputs of PUF, HD represents Hamming distance, d,
denotes the variety of challenges, d, denotes the variety of
PUF, and € marks negligible with low value.

C. Hash Function

The function maps the arbitrary input to the fixed-length
output. The formulais h: {0,1}* — {0,1}". The advantages
of adversary breaking the hash function and getting
collision based on bits x; and X, in particular time t.
Adviash () = Pr[(xy, x3) €Ex A: X1 # X3, h(x1) = h(x3)].
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D. Masking Method

The masking method is a countermeasure for side-
channel attacks, where the method eliminates the
relationship between confidential data and leakage
information. There are two types of masking methods:
Boolean masking and Arithmetic masking. Boolean
masking uses the XOR operation, while arithmetic
masking uses arithmetic operations. The formulation of

device registers with the Server. In the registration phase,
each party stores the secret which will be used in the next
phase. The second phase conducts mutual authentication
between the device and Server to establish a session key.
Based on the possession of the key, each party can
authenticate mutually and make the secure communication.
In this architecture, the 10T device could be a smartphone,
tablet, personal computer, wearable sensor, implantable
sensor for patients, smart drone, smartwatch, or smart card.

each masking is as follows: Boolean masking: x' = x @ r,
Arithmetic masking: A = x — x,. mod 2¥. Our protocol
utilizes a masking method to safeguard against side-
channel attacks [39, 40].

loT Device

The system architecture is shown in Fig. 1.

Server

el

R

E. Security Requirements

The authentication protocol must achieve security

requirements under the DY model treatment.

e Anonymity: the capability of authentication to hide
the actual identity of the user. Even if the attacker
obtains all data from the communication channel,
they cannot get the actual identity of the user.

e Untraceability and unlinkability: The capability of
an authentication protocol to update secrets in
every session, hence safeguarding against attackers

1

2. Mutual Authentication and
Established Session Key

Figure 1. System architecture.

In addition, the authors use the cryptography notations
in Table I throughout our proposed protocol.

TABLE I. THE NOTATIONS OF PROPOSED SCHEME

tracing the location of the user and utilizing the data Notation

Descriptions

obtained from the public channel to link and guess D,

The 10T Device Identity

the owner of the message.

Secret key to communication between server
and loT Device

The device is equipped with a Physically
unclonable function

Concatenation Operation

Challenge—Response Pairs

Pseudo Identity

e Perfect Forward and Backward Secrecy (PFBS): Fos
The capability of an authentication protocol to PUF,
ensure that even if an attacker steals the device, T
they cannot obtain past or future secret data. Co Ry

e Resolve Desynchronization and Withstand DoS 1D
Attack: The capability of the authentication h(;’s

Hash function

protocol to withstand DoS attacks, even if the o

Exclusive-OR operation

attacker attempts to flood the communication

Pseudo identity of synchronization is used if
occur loss of synchronization where
PIDg,, = {pid,, ...,pid,}

Key of synchronization is used if occur loss
of  synchronization  where

{pkll ey pkn}

KSyn =

channel with fake data to make it stop. However, PIDsyy,
the authentication must handle it to ensure that the
communication can still operate.
e Unclonable device and withstanding Cloning Ksyn
Attack: the capability of the authentication protocol
to achieve an unclonable device and withstand
CsynJRSyn

cloning attacks. Even if the attacker obtains the data,

Challenges-response
synchronization, where
Csyn = {c1, 3, s cn} and

synchronization of

RSyn = {rsynlfrsyn ’ ""rsynn}

they cannot clone the device.

e Machine Learning attack: The machine learning Execute(m?, m°)

The adversary can intercept all message

attack is an attacker that collects challenge- Send (¢, m)

The adversary can alter, delete, and reply
message

response pairs to create a pattern of challenge

responses and create a clone of PUF. The capability CorruptDevice(n®)

The adversary steals device A and extract the
credential using side channel attack.

of the protocol is to withstand machine learning Programming (r%)

The adversary operates the PUF and FE by
programming without them from OBU

attacks by updating the challenge response in every
session. In addition, the challenges are protected in
every communication, hence the attacker cannot
get challenge-response pairs.

Test(n?, %)

The adversary operates testing oracle is like
the flips of the coin. The attacker guests the
C, and if the C=C’, the adversary is the
winner. Otherwise, the adversary is lost.

3 Oracle of device
S
IV. OUR PROPOSED AUTHENTICAION PROTOCOL u Oracle of Server
m message
This section details our protocol, starting with the dn Query of hash
system structure and cryptography notations, followed by ) Query 0]1: Puz_
the assumptions and our proposed authentication protocol. s Query of sending message
I Bits of biometric
A. System Structure and Cryptography Notations L Bits of Identity
. . . |Hash| Range Space of Hash Function
The system architecture consists of two parties: the \PUF]| Range Space of PUF

user/device of loT and the Server. Firstly, the user/loT
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B. The Assumptions

Our protocol has the following assumptions:

The 10T device is equipped with a PUF.

The masking method is implemented to safeguard
against side-channel attacks.

The loT device has limited resources.

The server has unlimited resources.

IoT
Device

& B o

IDD‘ Regreq

C. The Authentication Protocol

Our protocol has two steps: Registration and Mutual
Authentication between the 10T device and Server.

1) Registration

This subsection presents the registration phase, where
the registration is done via a secure channel. The authors
also present the registration phase in Fig. 2.

The
server

S NN W)
@ - e oo

Pofoe

B o

o
I

Btsiey

Cp, Kps, PIDps,Csyn

Generates: Cp, Kps, PIDps, Csyn =

&
<

Compute: pid; = PUF'(PIDps)
pk; = PUF'(Kps)

RD: PIDSyn: KSyn' RSyn

{evcarsnd

Where: PIDs,, = {pid;, pid,, ..., pidy,}
Ksyn = {pk1,pkz, .., Pkn}

Compute:

Rp = PUF(Cp)

RSyn = PUF(CSyn)

Store: PIDpg, Kps, pidy, pky

v

Store Cp R Rp )
IDp, PIDps, Kps, (PIDsyn, Ksyn) »  Csyn ,
RSyn

Figure 2. The registration between 10T device and server.
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Select: : PIDps

TIoT
J Device

The
server

M;y: {PIDps, N}

5

Generate: N,

M,: {CJ" PIDEC, Vo}

|

Verify: PIDpg

le
Decrypts: Cp = CE™®h(Kps||N,)
Rp = PUF,(Cp)

verify V;

3™ = h(Cp|IRp)

RE®Y = PUF, (CH®Y)

My: {VAthSKEnC}

Read the CRP (Cp,Rp)
Encrypts: CE™ = Cp ®h(Kps||Ng)
Encrypts: PIDSEC = PIDEEY@h(IDp||Rp)

Vo = h(Rp|lIDp||Na||CE™||PIDER)

S

N; = h(Rp||Kps) BRp*"

Generates: SK

Encrypts: SKE" = SK®h(Rp)

Va = h(IDp |ICEe 1| RES |INy || SKE7)
Kps" = h(Kps||Rp)

Decrypts: PIDjSY
PIDE@®h(IDp||Rp)

StoreKps" ,PIDpEY

>

Compute R3¢ = h(Rp||Kps)® Ny
% = h(Cp||Rp)
Verify V,

Decrypts: SK = SKE™@®h(Rp)
Kps" = h(Kps|IRp)
Store KBSY, PIDRSY, (CHe™, RReW)

Figure 3. Mutual authentication and establishing session key between 10T device and server.

Step 1: Initially, the user inputs their identity, and sends
the identity along with the registration request
{IDp, Reg,.q} to the Server

Step 2: The Server generates the challenge, shared key,
pseudo identity, and synchronization of challenge
Cp, Kps, PIDps, Cyn = {C1, C3, ..., Cn}. The server sends
{Cp, Kps, PIDps,Csyn} to the 10T device.

Step 3: The 10T device generates synchronization of
{Pseudo identity and Key} using PUF, where PIDs,, =
{pidy,pid,, ...,pid,} and  Ks,, = {pky,pk,, ..., k,}
pid; = PUF'(PIDpg) and pk; = PUF!(Kps). In addition,
IoT device generates response and synchronization
response R, = PUF(Cp) and Rs,,, = PUF(Cs,,). The loT
device sends the response and synchronization {Pseudo
identity, key, and response} Ry, PIDsyp, Ky, Rsyn tO the

921

Server—finally, the loT device Stores:
PIDpg, Kps, pidy, pk;.

Step 4: After the server receives Ry, PIDsyy, Ky, and
Rsy, , the server storess C, , R,
IDp, PIDps, Kps, (PIDsyn, Ksyn), Csyn, aNd Rgyp.

2) Mutual authentication

This subsection presents the mutual authentication
phase between the 10T device and the server, as well as the
established session key. The authors also show the
authentication phase in Fig. 3. The mutual authentication
phase proceeds as follows.

Step 1: loT device selects pseudo identity PIDyg,
generates Nonce N,, and sends them to the server

Step 2: The server receive M;: {PID,s, N,}, and then,

the server verifies PID,s in database and located
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challenge-response pairs (Cp, Rp). The server protected
challenge by a secret key and Nonce where the formulation
Encrypts: CE™ = C,@®h(Kps||N,) . The server also
updated the pseudo-identity and protected it by secret
identity and private response; the formulation is Encrypts:
PIDERC = PID}EY®h(IDp||Rp) The server create
authentication code V, = h(Ry||IDp||N,|ICE™||PIDEEC).
The server sends M,: {CE" PIDE?,V,} to the 10T device

Step 3: The 10T device receives M,: {CE™¢,PIDE?C,V,},
and then the device of 10T decrypts C5™ to obtain the
actual  challenge, the decryption formula s
Decrypts: Cp = CE™@®h(Kps||N,). The 10T generates a
response using PUF R, = PUF,(Cp). The loT device
verifies V;, to ensure the data is from the legitimate server;
the communication will be terminated if the verification
process is invalid. Otherwise, The 10T device updates the
challenge-response Ch?” = h(CplIRp), R}ev
PUF,(Che™) and protected new response by secret {key
and response} N, = h(Rp||Kps)®RE™ and also N; as a
nonce to ensure the freshness. The 10T device generated
session key SK and protected it by private response
SKE" = SK@®h(Rp,) . The loT device computes the
verification code V, = h(ID,|ICF™||RE™|IN,||SKEe)
updates the new secret key KJ§¥ = h(Kps||Rp) and obtain
new pseudo identity by decrypting PIDjEY =
PIDE®®h(IDp||Rp) The 10T device sends
M;:{V,, N;, SKE"} and stores new {pseudo identity and
secret key} Kpé¥ PID;EY.

Step 4: The Server received M;: {V,, N;, SKE™}. The
server obtains new response by decrypting Rpe¥ =
h(Rp||Kps)® N, and compute the new challenge Cj¢¥ =
h(Cp|IRp). The server verifies V,to ensure the message is
from a legitimate user/loT device. The server will be
terminated communication if the verification is invalid.
Otherwise, the server obtains the session key by decrypting
Decrypts: SK = SKE"@®h(Rp) and computes a new
secret key KJEY = h(Kps||Rp). Finally, the server stores
K3§", PIDRS", (C5°, Rp™).

V. THE INFORMAL ANALYSIS

This section presents the analysis of the security
properties fulfilled by the proposed protocol. The analysis
follows the capability of the attacker in Section I11-A, and
the proposed protocol achieves the security requirements
in Section I11-E. The security properties are as follows:

A. The Proposed Protocol Achieves Mutual
Authentication

The Server authenticates the loT device based on
Pseudo Identity, actual ldentity, and Challenge-Response
{PIDys, IDp, (Cp, Rp)}. The 10T device authenticates the
Server based on real Identity, challenge-response {ID,,
(Cp, Rp)}. In addition, our protocol preserves freshness
based on the nonce. Therefore, the proposed protocol
achieves mutual authentication.

B. The Proposed Protocol Achieves Anonymity

Our authentication protocol uses pseudo-identity in
communication. Hence, the attacker cannot unveil the
user’s identity even if applying the DY adversary model
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provides the attacker with all the data from the
communication channel.

C. The Proposed Protocol Achieves Untraceability and
Unlinkability

The proposed protocol updates every data and sends
different data each session. Even if the attacker gets all
data from the communication channel, they cannot link the
past and future data. Hence, the proposed protocol
achieves unlikability. In addition, based on the DY
structure (in Section I11-A), if the challenge Cp, is made
public, the attacker may have an opportunity to trace the
user. The proposed protocol protects the challenge C,
using the secret key K5, and encrypts it as follows C5"¢ =
Cpr®h(Kps||N,). Furthermore, the proposed protocol is
equipped with masking to avoid side-channel attacks, so
the attacker cannot obtain the private key or a response.
Therefore, the proposed protocol achieves both untrace
ability and unlikability.

D. The Proposed Protocol Achieves PFBS

PFBS is achieved if the adversary cannot obtain past and
future secrets. Since the proposed authentication protocol
updates the private key, pseudo-identity, and challenge-
response in every session, the attacker cannot obtain the
confidential data even if they get access to all data from
the communication channel. If the adversary operates the
DY model adversary, they can obtain private data under a
side-channel attack. However, because the proposed
protocol uses masking, it is protected from side-channel
attacks, and the attacker cannot access confidential data
from the device’s memory. Therefore, the proposed
protocol achieves PFBS.

E. Our Protocol Resolves Desynchronization Issues

The proposed protocol offers synchronization of secret,
pseudo-identity, and challenge-response. If
desynchronization occurs, one of the parties initiates to
send the synchronization of secret, pseudo-identity, and
challenge-response to the other, and following the
authentication phase, the proposed protocol resolves the
desynchronization issues.

F. Resilience against Impersonation Attack

The proposed protocol uses pseudo-identity to
communicate between loT devices and servers. In addition,
the proposed protocol protects the challenge with the
secret key in every communication process. Even if the
attacker gets all data from the communication channel and
steals the loT device, it is difficult for the attacker to
impersonate the 10T device because the proposed protocol
uses a masking method to safeguard against side-channel
attacks, making it tricky to obtain confidential data. The
attacker cannot compute the response and obtain the actual
identity. Therefore, the proposed protocol resists
impersonation attacks.

G. Resilience against Dos Attack

The attacker floods the communication network with
fake data to make it seem like communication has stopped.
However, the proposed protocol uses synchronization of
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{Key, Challenge, Pseudo Identity}. If communication
stops or a loss of synchronization occurs, one of the parties
in the proposed protocol initiates sending synchronization
{Key, Challenge, Pseudo Identity}, and communication
continues. Therefore, the proposed protocol can resist a
Dos attack.

H. Resilience against Cloning Attack

The 10T device in the proposed protocol is equipped
with a PUF, which makes it resistant to cloning attacks.
Additionally, the proposed protocol updates the challenge-
response in every session and protects the challenge with
a secret key. Thus, the attacker cannot collect the
challenge-response from the communication channel.
Moreover, the protocol is designed to withstand a learning
attack aimed at cloning a device.

I. Resilience against Tracking Attack

The proposed protocol replaces the actual identity with
a pseudo-identity to enable communication between the
parties and the server. Even if the attacker obtains all the
data from the communication channel, they cannot track
the loT device. Therefore, the proposed protocol is
resistant to tracking attacks.

J. Resilience against Machine Learning Attack

The proposed protocol protects the challenge with a key
and utilizes the masking method to resist side-channel
attacks. Even if the attacker steals the loT device and
attempts to extract the secret from the memory device, the
attacker cannot obtain the private data. The proposed
protocol safeguards under DY model modification (as
shown in Section I11-A). The attacker cannot collect the
challenge response. Therefore, the proposed protocol
resists machine learning attacks.

V1. MATHEMATICAL MODEL USING ROR MODEL

The mathematical model was conducted to ensure that
our protocol using PUF is secure. In the RoR model [41,
42], the attacker’s capabilities are as described in [28], and
The authors modify the adversary model as detailed in
Section I11-A.

Theorem 1. In the proposed protocol, the identity and
response are kept secret, and the adversary operates the
oracle, which adopts the knowledge password of Zipf’s
law [43]. The adversary estimates the Session Key based
on a secret identity and response by guessing /; and I,. The
equation for the estimates mentioned above is as follows.

qi a3 qs s

AR D = Tiasiy * Tpury T2 % g0

Hash| |PUF| }

The proposed oracle has four game steps, denoted by G;
and i € (0,4) [23, 44]. If the adversary correctly guesses
C’=c in game G;, the adversary is successful. The game is
as follows.

G, Game 0 is the beginning of the game.

Adv{SE(t) = |2.Pr[SUCCESS,] — 1| 1)

G, : The adversary executes Execute(m® m*) and
obtains all the messages: M,:{PID,s , N,}

M,:{CF™ PIDER, Vo), and Ms:{V,, N,, SKE™}. In the
proposed protocol, the session key is protected by the
response: SKE"¢ = SK@®h(R,). It is impossible for the
adversary to obtain R,. In game one, the adversary does
not increase the probability of winning.

Pr[SUCCESS,] = Pr[SUCCESS,] )

G, : The adversary sends an oracle. Because the
proposed protocol does not have a collision of the hash
function (as shown in Section 111-C) [45], the relationship,
according to the birthday paradox, is as follows.

2
|Pr[SUCCESS,] — Pr[SUCCESS,]| < —2_ (3)

2|Hash|

G;: Similar to G5, the proposed protocol has secure
PUF; the definition of secure PUF in Section 111-B and the
equation follows.

2
|Pr[SUCCESS;] — Pr[SUCCESS,]| < —£_  (4)

2|PUF|

G, The adversary conducts the corrupt oracle and
attempts to extract confidential data from the device’s
memory. Unfortunately, the attacker cannot obtain private
data because the proposed protocol utilizes a masking
method. Additionally, the attacker conducts the oracle
model. However, in the proposed protocol, Challenge C is
encrypted by a secret key, hence the attacker cannot
generate the private response R, even if the attacker
conducts the programming oracle. The result of game four
is as follows.

|Pr[SUCCESS,] — Pr[SUCCESS;]| max {C’, q§ 7,7} (5)

Finally, the adversary conducts the test oracle by
flipping a coin and guessing ¢’.

PrSUCCESS,] =~ (6)
The combination of Egs. (1), (2), and (6).

2 AdvfiF (¢) = |PrSUCCESS,] — 2| = |PrsuccEss,] -
= |Pr[SUCCESS,] — Pr[SUCCESS,]| 7

By applying the triangle inequality to Egs. (3), (4), and
(5), the proposed protocol obtains:

|Pr[SUCCESS,] — Pr[SUCCESS,]| < |Pr[SUCCESS,] —
Pr[SUCCESS;]| + |Pr[SUCCESS,] — Pr[SUCCESS,]| <
|Pr[SUCCESS,] — Pr[SUCCESS,]| + |Pr[SUCCESS,] —
Pr[SUCCESS,]| + |Pr[SUCCESS,] — Pr[SUCCESS,]| <

qap a3 as  ds
+2max{C'.qS,=~, 8
|Hash| = |PUF| {¢".q5 T2l gl (8)

The resulting Eq. is obtained from Eqgs. (7) and (8).

2 2
dn qr , 9s 4s
2 c.gs, L 1
Hash] T 1pur] T 2 max (€05 550

The proposed protocol is secure under the RoR model.

AdviE() <

}

VIl. PROGRAMMING MODEL USING SCYTHER TOOL

The proposed programming model uses the Scyther
tool [46-48] with two steps to obtain verification results in
Scyther: Create Programming and Generate the Program.
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The program in Fig. 4 and the verification protocol shown
in Fig. 5 are used. The verification demonstrates that the

const CON:Function; const PUF:Function;
macro Cdenc=XOR(Cd,H(CON(Kds,Na)));

macro Rd=PUF(Cd);

macro Cdnew=H(CON(Cd,Rd));

macro Rdnew=PUF(Cdnew);

macro N1= XOR(Rdnew,H(CON(Rd,Kds)));
macro SKenc=XOR(SK,H(Rd));

protocol ideal-PUF-IoT(IoTDevice,Server){
role IoTDevice{

var Rdnew;
fresh N1, Na;

usertype String; hashfunction H; const XOR:Function;

macro PIDdsenc=XOR(PIDdsnew, H({CON(IDd,Rd)));
macro VO=H(CON(CON(CON(CON(Rd,IDd),Na),Cdenc),PIDdsenc));

macro VA=H(CON(CON(CON(CON(IDd,Cdnew),Rdnew),N1),SKenc));

secret PIDds, Rd, Cd, IDd, PIDdsnew, Rdnew,Kds, SK;

proposed protocol can withstand attacks.

role Server{

send_1(IoTDevice,Server,PIDds, Na);
recv_2(Server,IoTDevice,Cdenc,PIDdsenc,V0);
send_3(IoTDevice,Server,VA,N1,5Kenc);
claim(IoTDevice,Secret, Rdnew);
claim(IoTDevice,Secret,Rd);
claim(IoTDevice,Secret,SK);
claim(IoTDevice,Niagree);
claim(IoTDevice,Nisynch);
claim(IoTDevice,Alive);

claim(IoTDevice, Weakagree); }

secret PIDds, Rd, Cd, IDd, PIDdsnew, Rdnew,Kds, SK;
fresh N1,Na;

var PIDdsnew;

recv_1(IoTDevice,Server,PIDds, Na);
send_2(Server,loTDevice,Cdenc,PIDdsenc, VO0);
recv_3(IoTDevice,Server,VA,N1,SKenc);

claim(Server,Secret,SK);
claim(Server,Secret,Rd);
claim(Server,Niagree);
claim(Server,Nisynch);
claim(Server,Alive);
claim(Server,Weakagree); } }

Figure 4. Programming of our protocol in Scyther tool.

Claim

Server Ideal_PUF_loT,Serverl Secret SK

Status Comments

Ideal_PUF_loT loTDevice Ideal PUF_loT, loTDevicel Secret PUF(H{CON(Cd,PUF(Cd)))) Ok  No attacks within bound
|deal_PUF_loT,loTDevice2  Secret PUF(Cd) Ok  No attacks within bound
Ideal_PUF_loT,loTDevice3 Secret SK Ok  No attacks within bound
Ideal_PUF_loT,loTDeviced Niagree Ok  No attacks within bound
Ideal_PUF_loT,loTDevice5  Nisynch Ok No attacks within bound
Ideal_PUF_loT,loTDevice6  Alive Ok  No attacks within bound
Ideal_PUF_loT, loTDevice7 Weakagree Ok  No attacks within bound
Ok  No attacks within bound

Ideal_PUF_loT,Server2 Secret PUF(Cd) Ok  No attacks within bound
Ideal_PUF_loT,Server3 Niagree Ok  No attacks within bound
Ideal _PUF_loT,Serverd Nisynch Ok  No attacks within bound
Ideal_PUF_loT,Server5 Alive Ok No attacks within bound
Ideal_PUF_loT,Server6 Weakagree Ok  No attacks within bound

Figure 5. The verification results.
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VIIl.  COMPETENCIES AND TIME COMPLEXITY

COMPARISON

This section presents a comparison of the capabilities
and time complexity of authentication protocols, including
Aman et al. [1], Gope and Sikdar [2], Bian et al. [5], Gope

et al. [6], Lee et al. [7], and the proposed authentication
protocol.
A. Authentication Protocol 's Competencies

This subsection shows the comparison of authentication
protocol’ competencies as follows:

TABLE Il. SECURITY PROPERTIES COMPARISON

Security Gope and . Our Authentication
Properties Aman et al. [1] Sikdar [2] Bian et al. [5] Gope [6] Leeetal. [7] protocol
Mutual
Authentication M Y Y Y
Anonymity. N N Y Y Y Y
Untraceability and
Unlinkability N N Y N NIA Y
PFBS N N N/A N N Y
Resolving N Y N Y N/A Y
desynchronization
Resilience against
impersonation N Y Y N Y Y
attack
Resilience against
DosS attack N Y N Y N/A Y
Resilience against N v v v N v
cloning attack
Resilience against
tracking attack N N Y N N Y
Resilience against
Machine Learning N N N/A N N Y

attack

Note: Y denotes Yes, N denotes No, N/A denotes Not Available

Based on the DY adversary model (Section IlI-A),
Table Il indicates that Aman et al.’s [1] authentication
protocol only achieves mutual authentication. Gope and
Sikdar’s protocol performs mutual authentication, resolves
desynchronization issues, and resists impersonation and
DoS attacks. Bian et al. [5] protocol achieves mutual
authentication, anonymity, resilience against
impersonation, cloning, and tracking attacks. Gope’s [6]
protocol achieves mutual authentication, untraceability,
unlinkability, anonymity, resilience against DoS and
cloning attacks. Lee et al. [7] protocol achieves anonymity,
mutual  authentication, and  resilience  against
impersonation attack. However, only the proposed
authentication protocol fulfills all security properties in
Table 1I, such as mutual authentication, anonymity,
untraceability, unlinkability, resolving desynchronization
issues, PFBS, and withstanding impersonation, DoS,
cloning, tracking, and machine learning attacks.

B. Time Complexity Comparison

Using Java Cryptography Library [49], The authors
demonstrate various cryptography algorithms derived
from the protocols in (i.e., PUF, MAC, hash function, and
AES) and (i.e., PUF, hash function, and FE). The authors
use a virtual machine to demonstrate the actual
environment. The specification is processor RAM 32 G,
CPU: 5x5.0 GHz ARM Cortex-A45 for the 10T device,
Intel Core i7 CPU, RAM 8 GB for the server. The result of
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comparisons in time complexity in Fig. 6 shows that our
protocol is the lowest.

The notation of the Execution Time of each
cryptography algorithm, ET: Execution Time, ETy:
Execution Time of Hash Function, ET, - : EXecution
Time of Message Authentication Code, ETsg/sp:
Execution Time of Encryption and Decryption from
Symmetric Algorithm (AES CBC), ETgg gen: Execution
Time of Fuzzy Extraction Generator, ETgg go.: EXecution

Time of Fuzzy Extraction Reconstructor, ETpyp:
Execution Time of Physical Unclonable Function.
The execution time of each algorithm in IloT

devices, ETpyp: 0.410 s, ETy: 0.314 s, ETyac: 3.721 s,
ETsg/sp: 1.275 s, ETpg gen: 2.369 s. The execution time
of each algorithm in the server, ETy: 0.184 s, ETyc:
2.064 s, ETsg/sp: 0.931's, ETpg gec: 1471 s. The total
execution time of Aman et al.’s protocol is 4ETy, +
6ETyac + ETsp/se + 2ETpyr = 21.377s , Gope and
Sikdar’s protocol is 10ETy + ETpggen + ETrg Rec +
2ETpyr = 7.15 s, Bian et al. protocol is 2ETpg gen +
2ETpg gec + 14ET, + ETpyr = 12.667s Gope’s
protocol iS ETrggen + ETrg rec + 12ET, + 2ETpyp
7.648 s, Lee et al.’s protocol is 34ET;, + 2ETgg gen +
ETpyr = 13.744 s, and our protocol is 5ETy + 2ETpyr =
2 s. Our protocol has the lowest execution time, as shown
in Table 11l and Fig. 6.
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Time of Computational Complexity

30
21.377

20

Time (s)

10

B Aman et al Scheme

W. Bian et al.

H). Y. Leeetal

12.667

13.744

7.648
2
—

P. Gope and B. Sikdar scheme

P. Gope

B The proposed protocol

Figure 6. Comparison of computational complexity.

TABLE I1l. EXECUTION TIME COMPARISON

Authentication Protocol 10T Device The Server Total (second)
Aman et al. [1] 2ETy + 3ETy ¢ + ETsp + 2ETpyp 13.886 s 2ETy + 3ETyac + ETge 7.491s 21.377s
Gope and Sikdar [2] SETy + ETpggen + 2ETpyr 4.759 s SETy + ETrg gec 2.391s 7.15s
Bian et al. [5] 2ET;g6on + ETegrec + 7ETy + EToyg 9.908 s ETrg gec + 7ET}, 2.759's 12.667 s
Gope [6] ETrg gen + 6ETy + 2ETpyp 5.073s ETrg ree + 6ET), 2.575s 7.648's
Leeetal. [7] 18ET), + 2ETrg gen + ETpyr 10.8 s 16ET), 2.944 s 13.744 s
The proposed 2ETy, + 2ETpyr 1.448's 3ET, 0552 2s

authentication protocol

IX. CONCLUSION

In this manuscript, the authors initially proposed a
powerful adversary model by modifying the DY adversary
model. Then, they showed that the existing authentication
protocol is vulnerable to modifications in the DY model
analysis. The existing protocols fail to achieve PFBS,
anonymity, and untraceability, and are unable to resist
impersonation and machine learning attacks. Additionally,
the previous protocols fail to achieve untraceability and
PFBS. The authors propose an authentication protocol that
provides security properties, including PFBS, mutual
authentication, untraceability, anonymity, and
unlinkability. The proposed protocol also resists tracking,
impersonation, machine learning, and cloning attacks. The
mathematical model’s result (RoR model) shows that the
proposed protocol is secure. The programming model
(Scyther tool) also shows that the proposed protocol is safe
and can withstand attacks. Moreover, the comparison of
competencies and time complexity indicates that the
proposed protocol fulfills security properties and has the
lowest computational complexity with a computational
time of 2 s. Therefore, the proposed protocol resolves the
security issues of the authentication protocol using PUF
and can generally solve the security issues in the loT
environment.
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