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Abstract—Free Wi-Fi networks are widely implemented in 

public areas to provide benefits for the people. This paper 

focuses on the vulnerabilities around Wi-Fi networks that 

people are unaware of. Discussing the risks of using free 

internet is viable as public places in the Philippines have 

started implementing free Wi-Fi networks. Along with this, 

the Department of Information and Communication 

Technology (DICT) of the Philippines is expanding the 

number of free Wi-Fi to help the Filipinos adjust to the new 

normal caused by the pandemic. With the increase of 

internet access, Filipinos should be informed of the risks 

they may have. In this study, the security of free Wi-Fi has 

been exploited through various technical methods of Wi-Fi 

penetration testing. The study simulated penetration testing 

using the Kali Linux in a virtual environment from 

consented Wi-Fi owners. The overall result of the study 

shows that free Wi-Fi networks in public areas may not be 

safe. Free Wi-Fi users must be aware of the risk; hackers 

accessing their devices and inevitably stealing their private 

personal information.  
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I. INTRODUCTION

In today’s current situation, internet becomes an 

essential part of our lives. Different services in this 

infrastructure should reach if not all but at least most of 

the target users. Because of this need to stay connected, 

places in the Philippines, installed free public Wi-Fi 

connections in nearby areas. This effort, at least helps 

conusmers who cannot afford internet subscriptions at 

home, and a moving user still be able to access internet 

services he/she needs. PLDT and Smart, two of the 

biggest internet service providers in the country, helped 

on this project because they wanted to create a seamless 

and connected environment [1]. 

This paper talks about the topic of free public Wi-Fi 

spots, and it aims to explore the question of the safety of 

the massive rollout of public Wi-Fi connections to the 

public. 
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A. Background of the Study

Free Wi-Fi has long been implemented in some

commercial establishments in the Philippines. The 

purpose of providing free Wi-Fi in public areas is to give 

entertainment, which encourages customers to remain 

longer and attract customers. Now, the Philippines’ 

Department of Information and Communication 

Technology (DICT) is expanding the reach of free Wi-Fi. 

They announced to install 6,000 free Wi-Fi sites to public 

Wi-Fi in schools, government buildings, and other public 

places to help transition to remote work and education to 

the new normal caused by the global pandemic [1].  

However, issues arise, as free Wi-Fi may easily be 

exploited to disseminate harmful software, collect 

personal information, and hack into network-connected 

devices. This review paper tackles the security of Filipino 

users in using Free Wi-Fi, whether it is safe or not. Users 

are focused on the benefits of free Wi-Fi. Still, they are 

unaware of possible private credentials that public Wi-Fi 

networks can access through their devices. Users are 

more susceptible to such cyber-attacks when using public 

Wi-Fi [2]. It is an easy opportunity for cybercriminals to 

access target-sensitive data. Some Filipinos are unaware 

of the risks that come with the usage of free public Wi-Fi. 

The subject matter of the study will revolve around the 

vulnerabilities that come along with using public Wi-Fi 

through ethical hacking. 

B. Purpose of the Study

The purpose of the study is to determine the security

capabilities of free Wi-Fi. The study will coordinate with 

free Wi-Fi owners and local government units associated 

with the rollout of free Wi-Fi to conduct Wi-Fi Hacking 

and other penetration testing techniques. Upon successful 

penetration, the study will provide an in-depth discussion 

on the possible activities that attackers could perform. It 

would help identify the effect of using free public Wi-Fi 

and tackle data privacy, vulnerabilities, and keeping a 

secured online community.  

II. LITERATURE REVIEW

Free Wi-Fi networks offer a practical and cost-

effective way to access the internet in areas where wired 
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infrastructure is difficult to deploy. However, according 

to Zhang et al., using mobile devices in public settings is 

risky since attackers can access personal information like 

PINs, security codes, etc. When a user enters a password, 

an attacker can gain personal information by observing 

the user’s typing movement on a website’s state 

information [3]. Some wireless networks often do not 

have user authentication or identity required, allowing 

attackers or hackers to attack their victims. In the study 

of Maimon et al., he states that people who use a public 

Wi-Fi network should employ protective measures to 

secure their data from hostile actors on the same network 

and others who are literally and metaphorically snooping 

over their shoulders [4]. 

Lusekelo Kibona and Hassana Ganame visited 

different reviews and highlighted that there are still 

concerns in totally securing the network against attacks, 

threats, and vulnerabilities. Their study addressed the 

various security risks and ways of securing wireless 

networks by proposing network security solutions [5]. 

This study also tackles strategies for reducing current 

problems and ensuring security users’ privacy and 

security. Their study, Wireless Network Security 

Challengers, Threats, and Solutions A Critical Review, is 

the closest published work to what is conducted by the 

researchers because both papers delve deep into Wi-Fi 

technology pros and cons. The researchers in both 

publications also bring up the safety of this technology to 

its users. The difference between both works is that 

Kibona and Ganame’s work tackles the broader side of 

Wireless Network technology. In contrast, ours tackles 

the specific side of it, specifically Wi-Fi. 

A relevant study that is important to mention is a study 

by Choi et al.; Their study came to be with the dramatic 

increase of public Wi-Fi available in the last decade for 

the United States [6]. Despite widespread knowledge 

about vulnerabilities of using public Wi-Fi, most people 

connect without hesitation—this study investigates this 

phenomenon. Through 1313 respondents, the researchers 

found that factors such as avoidance motivation, risk 

averting propensity, and intrinsic & extrinsic motivations 

affect intention to use public Wi-Fi [6]. 

A. Potential Attacks on Free Wi-Fi Network 

Studies conducted by the Kaspersky Security Network 

and Admed Lofty discovered that Wi-Fi hotspots in 

public places are becoming increasingly popular across 

the world. They also learned that nearly a quarter of the 

world’s public Wi-Fi hotspots are not using encryption, 

and 60% of participants are unaware of the risks of 

utilizing an untrusted network and feel their personal 

information is secure, respectively. It is critical to ensure 

that the Wi-Fi network users connect to is encrypted for 

data safety. However, risks are still present even if a 

hotspot uses encryption [7, 8]. Using public free Wi-Fi in 

public areas can expose users’ sensitive information. 

Most people aren’t aware of the risks of using public Wi-

Fi. The following are some of the risks that a user could 

encounter: 

• Theft of Personal Information 

The hackers may obtain private information on users’ 

devices such as log-in credentials, pictures, financial 

information, and personal data. Once the hacker gets in, 

they can damage finances and damage the user’s 

reputation [9]. 

• Man in the Middle Attacks 

This attack occurs when impersonating a legitimate 

Wi-Fi service to trick the user into connecting to that 

specific Wi-Fi. Hackers unintentionally implement 

Secure Sockets Layer (SSL) to reroute all interaction into 

their channels to listen to transmitted network activity 

[10]. 

• Malware Distribution 

The hacker could implement malware on public Wi-Fi 

users’ devices. It can be trojan horses, worms, viruses, 

adware, and ransomware. If users connect to a public Wi-

Fi network, they may inject malware on the connected 

devices if it is not adequately protected. 

• Packet Sniffing 

Users on the same Wi-Fi network can use a packet 

sniffer tool to listen to what you send and receive. This 

tool may be used for both good and bad objectives. An 

organization could employ a packet sniffer to identify 

and address security flaws with its system. However, 

hackers can obtain users’ personal information, which is 

the disadvantage of packet sniffing [9], [10]. 

III. METHODOLOGY 

Fig. 1 shows the technical steps the researchers used to 

conduct the Wi-Fi penetration test. It compromises 

setting the wireless network card to monitor mode, 

scanning, gathering data from nearby networks, listening, 

and monitoring targeted network, Wi-Fi password 

cracking attacks, and simulated attacks on connected 

users to the network.  

 

Figure 1. Steps on Wi-Fi penetration test. 

A. Wi-Fi Dongle Set to Monitor Mode 

The Wi-Fi dongle is set to monitor mode to 

automatically look for Wi-Fi data networks. It is the 

preparation stage that scans all packets around it. The 

command airmon-ng start [interface] will be used to put 

the Wi-Fi dongle to monitor mode. This script is part of 

the aircrack suite that is typically used to test the network 

security of Wi-Fis. The following command is iwconfig 

to determine if the Wi-Fi card has been changed to 

monitor mode.  

B. Scanning and Gathering of Data from Surrounding 

Networks 

This step primarily consists of gathering information 

on wireless networks and devices within reach of 

penetration testing. This step will show the list of 

wireless networks, and network devices. By setting up 
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the card to monitor mode to scan all the data packets, this 

step aims to gather data from nearby networks. It solely 

monitors traffic received via wired and wireless networks. 

C. Observing of Target Networks 

Upon gathering the information needed by the attacker, 

this step highlights the information that could be obtained 

from the targeted networks. The connected devices and 

their respective information could be obtained by 

targeting the chosen networks. Using the script, 

airodump-ng --bssid [bssid] --channel [channel] --write 

[file-name] [interface], this enables the attacker store the 

data from the targeted client in a Wi-Fi network.  

D. Wi-Fi Password Cracking Attacks 

The attacker will execute the penetration test in this 

step. Two brute force methods are used in Wi-Fi 

password cracking attacks on targeted networks. The first 

is cracking the password using a wordlist (crunch), a tool 

for constructing pre-installed wordlists on Kali Linux. 

It’s used to create custom keywords with the use of 

wordlists. The attackers will execute the airodump-ng 

and aireplay-ng commands to deauthenticate a connected 

device. This attack focuses on the connection between 

the router and the device, and to capture the full WPA. 

Then, a dictionary attack will be used to obtain access to 

a password-protected system. In this case, the attacker 

used the command crunch [min] [max] 

[characters=lower|upper|numbers|symbols] -o filename 

to create a disk space of length and characters. The 

attacker then used the aircrack-ng command to crack the 

password, then generating PMK using handshake and 

wordlist file will result in password cracking result.  

E. Simulation of Attacks of Connected Users 

The attacker may now connect to the target access 

point of the target network after completing the four steps 

in obtaining the password. The final step involves 

simulating attacks on users connected to the network. But 

before proceeding to the attacks, using various scanning 

or listening tools, the attackers will obtain detailed 

information on the target users connected to the free Wi-

Fi network. 

In this step, the attackers in this study utilized 

Netdiscover to find the target network’s live clients, IP 

and MAC addresses, and subnets. The attackers also 

utilized Zenmap to obtain lists of hosts, operating 

systems, connected devices, services, and other 

information. After scanning the target network’s 

comprehensive information, the attackers will execute 

Man-in-the-Middle attacks.  

ARP Poisoning is the initial attack it is executed in a 

Local Area Network. It mostly involves sending 

malicious ARP packets to a default gateway on a LAN to 

modify the IP to the MAC address table The next attack 

is DNS Poisoning, and it works by substituting a 

malicious address for an Internet address to compromise 

an internet server’s domain name system database. This 

is when an attacker leads a user to a fraudulent website to 

provoke their victims to access it, and the attackers are 

impersonating the nameservers.  

IV. EXPERIMENTATION AND RESULTS 

This study started with informing and getting consent 

from the necessary personnel of the locations where the 

attackers simulated the penetration testing. The study 

chose a mall in Taguig, and in Bataan, as both locations 

have an abundance of free Wi-Fi. The testing was used 

with the Kali Linux machine in a virtual environment. 

Both attackers used the VMware virtualization 

technology and 300Mbps Wireless N USB Adapter TL-

WN821N. 

A. Setting up of Wi-Fi Card 

The wireless adapter used is by default set to Managed 

Mode, which only receives data sent to the hacker with 

the computer’s MAC address. The Wi-Fi card should be 

in Monitor Mode to capture all the data within the Wi-Fi 

range. The command for this is airmon-ng start 

[interface]. Using the iwconfig helps determine if the 

connection of the wireless card to the machine is 

successful, frequency, interface name, and checks its 

activation status.  

B. Information Gathering 

Upon connecting the wireless card to the virtual 

machine, it is changed into monitor mode to capture all 

of the data packets it can possibly obtain. The nearest 

wireless network and the connected clients can be 

obtained by running the airodump-ng [interface] 

command. Other network information is masked, and the 

data from the network used in the experiment is provided, 

as depicted in Fig. 2. The physical address, encryption 

mode, channel of the target AP, and username are all 

collected. 

 

Figure 2. Targeted access point (SKYFIBER9C4D). 

C. Listening to Targeted Devices 

After running the airodump, the attackers targeted the 

consented individuals’ network to attack. The MAC 

address and other data of the connected clients can be 

acquired here. Command used in this part are: airodump-

ng --bssid [bssid] --channel [channel] --write [file-name] 

[interface] 

D. Wi-Fi Password Attack 

To further show the importance of knowing the 

vulnerabilities of the Wi-Fi network, in this study two 

brute force methods on the target wireless networks used 

are: Cracking the password using wordlist and using 

hashcat (GPU). Both methods require capturing 

handshake packets, and by capturing the four-way 

handshake between the client and wireless network, 

aircrack commands, and GPUs are used to identify the 

passwords set. 

Journal of Advances in Information Technology, Vol. 14, No. 1, February 2023

22



E. Brute Force Attacks 

Researchers deauthenticated a connected device to 

capture the full WPA handshake. The commands below 

are used, and Fig. 3 is the results. 

airodump-ng --bssid [bssid] --channel [channel] --write 

[file-name] [interface] 

aireplay-ng --deauth [deauth packets number] -a 

[networkBSSID] -c [targetBSSID] [interface] 

 

Figure 3. Capturing of WPA handshake. 

The attackers used Crunch, a wordlist generator, to 

make a dictionary name “crack-wifi” for the password 

cracking on the target wireless network. A dictionary 

attack takes a lot of disk space as it depends on the set 

length and characters set by the attacker. [11] This study 

assigned a minimum of 5, a maximum of 8, and 

characters involving SKYfiber12345, as seen in Fig. 4. 

crunch [min] [max] 

[characters=symbols|numbers|lower|upper] -o [filename] 

 

Figure 4. Generation of brute force dictionary. 

The password was cracked using aircrack-ng. The 

Pairwise Master Key (PMK) is compared to the 

handshake file after integrating every password from the 

dictionary with the targeted network to calculate a PMK 

using the pbkdf2 algorithm.  

F. Cracking the Password Using GPU (Hashcat) 

The attacker’s second brute force method is through 

Hashcat, a GPU. It speeds up the password cracking 

process [12, 13]. Similar to the first method, the attackers 

started with retrieving the full handshake of the target 

network. The sudo wifite command is used. The target 

network is CPM_FreeWifi. With the wifite command, 

different attacks will be asked if the user wants to 

implement it; the said attacks are pixie-dust, null pin, wps 

pin attack, pmkid capture, and wpa handshake capture 

[11, 12]. In this case, the attackers only need the 

handshake capture, seen in Fig. 5.  

  

Figure 5. Handshake capture. 

Once the handshake is captured, the wifite system will 

proceed with cracking it, using the default wordlist, 

wordlist-probable.txt, in the system of Kali Linux, which 

is illustrated in Fig. 6. It will fail as the password is not 

common. 

 

Figure 6. Failed crack of password. 

The hccapx are then copied to the directory in the 

desktop that the attackers will use. The attackers will 

proceed with the brute force (WPA-EAPOL-PBKDF2) to 

wpa.hccapx using the hashcat. It will proceed with all the 

variations to crack the password. After 6 mins 55 secs, it 

cracked the password. The following command is used to 

display the password, which is shown in Fig. 7. 

 

Figure 7. Cracked password. 

G. Different Attacks on Connected Clients 

Upon successfully retrieving the password, the 

attackers can now connect to the target access point. The 

attackers can now launch sophisticated attacks on the 

target users. Before proceeding to the actual attacks, the 

attackers will gather detailed information about the target 

users connected to the free Wi-Fi network using different 

scanning/listening tools. All of this were successfully 

simulated in this study. After scanning the necessary 

information about the target users, the study will proceed 

with varying man-in-the-middle attacks. 

1) Scanning/Listening tools 

• Netdiscover. It is an ARP scanner that can be 

used to discover connected/live clients in a 

network, and it is a very quick scanning tool 

performed during the reconnaissance phase of 

penetration testing [14]. IP, Mac address, and 

sometimes the manufacturer is seen from the 

result in this tool. 

• Zenmap. It is a GUI of Nmap, a network 

discovery tool that can collect comprehensive data 

about the network, devices connected, services 

each host is operating, and many more [15]. 

2) Man-in-the-Middle Attacks (MITM) 

This part of the study focuses on man-in-the-middle 

attacks. They are dangerous and effective attacks that can 

intercept communications between the target user and the 

attacker’s device. Since we have the Wi-Fi password, the 

target users’ data can be read, modified, and drop secretly 

[16]. 
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ARP poisoning is a type of MITM that operates by 

sending malicious ARP packets to a default gateway on a 

local area network to manipulate the pairings in the IP 

address to the MAC address table. A hacker can steal 

information by sending ARP messages to the host while 

pretending to be the default gateway. The attacker aims 

to poison the host ARP cache and trick it into using the 

attacker’s IP add as the default gateway [17, 18]. 

Ettercap is used to initiate the poisoning attack. To 

start the attack, the attacker must scan the network for 

hosts. Host 192.168.133.1 will be the victim, and the IP 

address gets added to TARGET 1 in Ettercap. The 

attacker will have to trick the router for the attack to 

work; TARGET 2 will be the router, 192.168.33.254. 

The attacker in this study then clicks the Man-In-The-

Middle option to choose the ARP poisoning attack. Once 

the attack starts, the victims’ computer will receive 

strange ARP messages that claim to be from the router 

but come from the attackers’ machine.  

DNS poisoning is the process of compromising an 

Internet server’s domain name system database by 

substituting a malicious address for an Internet address. 

This occurs when an attacker redirects the user to a 

malicious website where the attackers want to prompt 

their victims [19]. In Fig. 8, Cain & Abel, a tool for 

retrieving and capturing Microsoft operating system 

passwords by sniffing the network, is used to change the 

IP address of Youtube.com and change it to the attacker’s 

IP address, which is 10.0.2.15, and did the same to 

facebook.com [20]. Once the victim tries to go to 

Youtube.com, they will be prompted to input their 

password and username that the attacker made. 

 

Figure 8. Changed IP of the websites. 

The attacker in this study has now acquired the 

possible account of the victim by poisoning the DNS 

cache of the personal computer.  

V. CONCLUSION & RECOMMENDATION 

In this study, the security of free Wi-Fi has been 

exploited through various technical methods of Wi-Fi 

penetration testing. The study simulated penetration 

testing using the Kali Linux in a virtual environment 

from consented Wi-Fi owners. The penetration steps are 

executed accordingly: wireless card to monitor mode, 

scanning, gathering data from networks, monitoring 

target network, Wi-Fi password cracking attacks, and 

Man-in-the-Middle attacks on connected users to the 

network.  

The overall result of the study shows that free Wi-Fi 

networks in public areas may not be safe. Free Wi-Fi 

users must be aware of the risk; hackers accessing their 

devices and inevitably stealing their private personal 

information. It is beneficial for the public if they are 

aware of the above-mentioned risk for them to be more 

vigilant when connecting to public Wi-Fi. Dealing with 

cyber-attacks is getting more attention as it can bring 

harm to us. More so, mitigating these vulnerabilities will 

keep the online platform secured and safe for all. 

Based on the result of the Wi-Fi penetration test, the 

study suggests the following practices: (a) to add extra 

security, public users should enable two-factor 

authentication, especially on accounts that contain 

personal information, (b) avoid always using public Wi-

Fi, even if it is a well-known establishment. Wi-Fi 

networks that require inputting information such as name, 

number, email, etc. are attack vectors that hackers could 

exploit. (c) Even it saves data subscription, avoid 

downloading applications, and installing updates when 

using public Wi-Fi. For Public Wi-Fi Owner, (a) it 

advisable to change the password to complex credentials 

with at least 12 characters, (b) to ensure that the Wi-Fi is 

secure, the owner could perform wireless penetration 

testing and determine if there is signal leakage (c) a 

survey and simulation where target users may be a bait of 

the attack similar to the attack simulation conducted in 

the  study entitled ‘Let's Go Phishing: A Phishing 

Awareness Campaign Using Smishing, Email Phishing, 

and Social Media Phishing Tools’ is highly 

recommended [21]. 
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