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Abstract—In information security, access control is the

selective restriction of access to an online resource or service.

One of the most used access control models is Attribute-
based Access Control, in which access rights are granted to
users by evaluating suitable attributes (user attributes,
resource attributes, and environment conditions). An
important aspect of access control is to guarantee that the
identity of the user accessing a service is preserved. In this
paper, we deal with this problem and propose a new
solution based on a blockchain to ensure that only
authorized users can access a service, yet preserving
anonymity and unlinkability of their accesses. Moreover, the
cooperation among several trusted parties allows the
identification of the user accessing a service in case of need.

Index Terms—identity provider, service provider, un-
linkability, authentication, Bitcoin, Ethereum

I.  INTRODUCTION

Blockchain has been recently proposed as a solution to
several application problems [1], [2]. This emerging
technology is a secure storage relying on a distributed
consensus protocol able to validate the data added to it
[3]. Indeed, blockchain is a distributed and transparent
public repository of transactions executed by users and
shared among a large number of nodes [4]. Transactions
are stored inside a chain only if they are validated by
blockchain nodes. Validation is done by a distributed
consensus algorithm [5], on which the performance of the
blockchain network depends.

Blockchain users create a wallet and are provided with
a couple of private and public keys. The private one is
used to sign the transactions and aims to guarantee
security and authenticity. The public address of a wallet
is generated starting from the public key. The users can
perform blockchain transactions once they create their
wallets [6]. Moreover, users can generate countless
blockchain addresses in order to preserve their pseudo-
anonymity, which is another important added value of
blockchain technology. Generally, a transaction is a
transfer of value among blockchain users. Inside a
transaction, there is the reference to the recipient’s public
address and other suitable data, named transaction
payload. The blockchain technology presents many
advantages [7], such as the transparency and immutability
of records and the pseudo-anonymity of transactions.
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These properties could be exploited in access control
systems.

Access control systems regulate the accesses to
protected resources or operations inside a computer
system. The process of access control involves the
authentication and the authorization of subjects through a
series of security policies in such a way that only the
legitimate accesses can take place. The security policies
can rely on several security models proposed in the
literature [8] and are shared among the different entities
of the access control mechanism.

In the context of access control, some significant
security research challenges are related to:

e How to guarantee the anonymity of a user
accessing an online service supplied by a service
provider;

e How to ensure that two different requests of a user
to access an online service are not linkable;

e How to disclose the identity of a user who
accessed an online service in case of need.

In this paper, we provide an access control scheme that
provides the three features above. Our scheme is based on
a public blockchain and relies on identity and access
control providers. The users who request access to a
protected resource supplied by an online service provider
are provided with blockchain accounts. Also identity
providers, access control providers, and service providers
have blockchain accounts, in such a way that all
information needed to implement the access control is on
the blockchain and publicly available.

Any user exploits different blockchain addresses to
interact with identity, access control, or service providers.
The used blockchain addresses are linked to each other,
and every entity can verify the transactions generated by
the users by using the blockchain. Moreover, our solution
stores the list of the blockchain addresses used by a user,
and each provider involved in the access stores a part of
this list (i.e., the link between two addresses adjacent in
the list).

Concerning the anonymity, the user reveals his/her
identity only to the identity provider, which maintains a
mapping between the identity and the blockchain address
generated by the user to be identified.

The unlinkability of different requests of the same user
is reached by exploiting different blockchain addresses at
each interaction with the other entities.

At the same time, we need the guarantee the
accountability of the requests. We reached it by linking
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the users’ blockchain addresses in a verifiable chain
locally and partially stored by several parties. In case of
need, a party in cooperation with other trusted parties can
restore the chain and guess the identity of a user.

The structure of this paper is as follows. In the next
section, we survey the access control concept, which is a
key topic in our manuscript. The core of the proposal is
presented in Section Ill. In Section IV, we provide a
validation of our solution. Related work is discussed in
Section V. Finally, we draw our conclusions in Section
VI.

Il.  Access CONTROL

In this section, we introduce some important concepts
related to access control as well as the access control
models proposed in the literature, which are used in the
rest of the paper.

Access control regards the processes carried out to
protect users and resources from unauthorized accesses
inside any information management systems. A subject is
an entity able to access a protected object containing
information. An authorized subject is provided with
privilege, that is an authorization to carry out some
actions on the objects.

In order to develop an access control system, three

important abstraction layers have to be taken into account:

the security policy, the security model, and the security
mechanism [9]. The security policy defines high-level
requirements related to the authorization rules that are
formally stated in the security model. The security
mechanism is the lower layer defining the functions that
implement the control policies described in the security
model. Many security models have been proposed in the
literature to describe security properties in an access
control system [8].

The Discretionary Access Control (DAC) is a flexible
policy based on the identity of resources’ owners. That is,
a resource’s owner can define the access rules and
authorized operations of that resource and modify them
anytime. The Access Control List (ACL) is an example of
DAC. An access control list defines the authorized
operations and the authorized users for every resource.
This type of access control is not suitable in our case
because we want to guarantee the user’s anonymity.

Contrarily to the DAC, the Non-discretionary Access
Control techniques (NDAC) rely on established and non-
modifiable rules. An example of NDAC is the Mandatory
Access Control (MAC). In the mandatory access control,
the control policies are released by a central authority,
such as the system’s administrator, not by the single user
able to access a resource.

In the Role-Based Access Control (RBAC), privileges
are associated with the roles carried out by subjects. In an
organization, a role is made of permissions or
responsibilities referred to a subject or group of subjects.
Therefore, the definition of roles is the central point of
this model.

The Attribute-Based Access Control (ABAC) is
defined as an access control methodology where
authorization is determined by the possession of attributes
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associated with the subject, object, and policy or rules.
The attributes generally describe these entities and are
easily modifiable and verifiable by the authority in charge
of releasing them.

It is evident that in some access control models, the
identity of the subject is not necessary to gain the
authorization for a resource. In the role-based access
control, subjects have to demonstrate to perform a
specific role, whereas the owned attributes are enough in
the attribute-based access control. In our paper, we
exploit an attribute-based access control scheme.

In the ABAC model, the entire process of access
control can be summarized as follow. When a subject
requests access to a protected object, the access control
mechanism has to verify that the subject is authorized.
That is, the subject possesses the attribute necessary to
access the resource. Furthermore, also the object attribute
and the environmental conditions (i.e., not related to the
subject or object but linked to the environment, such as
time and zone) have to be validated. If the conditions are
fulfilled, the subjects gain access. Otherwise, the subjects
are not authorized for that resource.

I1l.  OuR PROPOSAL

In this section, we present the proposed solution: we
start by describing the scenario considered in this paper,
which is composed of the following actors:

e Users (U), who are physical people whose
anonymity in accessing a service should be
guaranteed.

o Identity Providers (IP), which create and manage
digital identities.

e Access Control Providers (ACP), which are in
charge of verifying an access control policy.

e Service Providers (SP), which offer online
services only to authorized users.
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Figure 1. The scheme of our solution.
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Now, we describe the protocol allowing us to solve the
faced problem. It is schematized in Fig. 1 and is
composed of the following phases:

Setup. This phase is used to initialize the environment
and to perform some preliminary operations. First, the
blockchain to be used is chosen. As we will see, we
exploit the basic features of a blockchain (i.e., the
distributed repository) so that any blockchain could be
used. Although our solution is orthogonal to the used
blockchain, for the sake of presentation, we will refer to
the Bitcoin Blockchain when need. According to the
chosen blockchain, the following two functions are
defined: sign(M,k) and verify(S,M,k), where M is a
message, k is a cryptographic key, and S is a signature.
Specifically, the former returns the signature of the
message M by the key k, the latter verifies the validity of
the signature S of the message M by the key K and returns
true if and only if S is a valid signature. For example, in
Bitcoin, these two functions are based on elliptic curves.

All the actors know the chosen blockchain and the
defined functions.

Blockchain Account Generation (BAG). Our solution is
based on blockchain so that any actor needs an account to
use the blockchain. This phase, which is carried out at
least one time' by any actor of the scenario, aims to
generate a pair of cryptographic (public and private) keys
and a blockchain address. In most of the blockchains, the
private key is a randomly generated string with a suitable
large number of bits (typically, 256 bits), whereas the
public key is obtained by applying a cryptographic
function to the private key. Then, the associated
blockchain address is obtained by applying a suitable
function to the public key as A = f(K;). Typically, this
function is implemented by applying a cryptographic
hash function and by keeping the last n bits (e.g., n = 160
in Bitcoin).

Each actor joining the system generates a pair of
cryptographic keys and obtains a blockchain address.
Given an account K, K, denoted the associated secret key,
K, the public key, and A = f(K) the associated address.

User Identification (Ul). This phase is carried out by
each user to register his/her digital identity from an
identity provider ID. First, the identity provider verifies
the user identity by a recognition in person, via webcam,
or online. Then, it collects the surname, name(s), date of
birth of the user, and all the other personal data useful for
identification.

Now, two (private and public) keys K¢' and K,' are
randomly generated by the user U, who needs to prove to
be the owner of the blockchain address Al. For this
purpose, U sends Kpl to the identity provider. The identity
provider generates a random x' and calculates
x=Encrypt(x',K,"), which is sent to the user. The user
calculates x'=Decrypt(x,K,") and sends back this value to
the identity provider. In turn, the identity provider
verifies that x' = x4, which means that U is the owner of
both the public key K,' and the address A* = f(K,"). In
this case, the identity provider generates the registration
transaction, which is a blockchain transaction from the
address of the identity provider to the address A*, with no
further data.
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The purpose of this transaction is to store on the
blockchain that A' is associated with an identified user (it
will be clear later that this phase is run each time a user
needs a new account). Moreover, the identity provider
stores the mapping between A' and the personal data of U,
collected in the identification step. This mapping is useful
for accountability.

Access Control (AC). In this step, the user contacts a
suitable access control provider ACP to receive a proof
that he/she satisfies some requirements, say ry,...,r,. First,
ACP verifies that the user satisfies the requirements
r,...,M, and, as remarked in Section I, we use an
attribute-based access control scheme. Then, the user U
creates a new account K? by using the procedure
described in the BAG step. U sends K,' and K’ to ACP.

The access control provider checks on the blockchain
if there exists a registration transaction for the account K*
(i.e., a transaction from any identity provider to the
address A"). If this transaction is not found, the procedure
alts. Otherwise, ACP picks a random x? and calculates
a=Encrypt(x*,K,%) and x=Encrypt(a,K,").

Then, ACP sends a to the user as a challenge. In

response to this challenge, the user calculates
a'=Decrypt(x,Ks") and x'=Decrypt(a',K?). The latter
value is returned to the access control provider, which
checks that x'=x2 In the positive case, ACP has the proof
that U is the owner of both the address A* and A%
In this case, the ACP generates the authorization
transaction, which is a blockchain transaction from the
address of the access control provider to the address A?,
having ry,...,r, as payload (which is the data field in a
transaction).

This transaction saves on the blockchain the
information that A’ satisfies the requirements is ry,...,r,.
Moreover, the access control provider stores the mapping
between A and A%, which is used for accountability.

SA. Service Access. In this step, the user contacts the
service provider to require a service. First, the user
creates a new account K® as described in the BAG step.
To prove to be authorized to this service, the user sends
the public keys K,” and K’ to the service provider SP. SP
verifies that the account K, satisfies the requirements
ri,..,fn by searching on the blockchain for an
authorization transaction sent to the address f(K,?),
having in the payload at least ry,...,r. If this transaction is
not found, the procedure alts. Otherwise, SP generates a
random x° and calculates a=Encrypt(’K,’) and
x:Encrypt(a,sz). Then, SP sent a to the user as a
challenge.

In response to the challenge, the user calculates
a'=Decrypt(x,K?) and x'=Decrypt(a’,Ks’). The value x' is
sent back to the service provider, which can verify that x'
= x3. In this case, the service is granted to the user, and a
log transaction is generated. This transaction is sent from
the address of the service provider to the address f(K,’)
and has in the payload the log information (typically, it
contains the id of the service and the timestamp).

In the next section, we discuss how our solution
reaches the expected goals.
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IV. VALIDATION

Our solution aims at providing an access control
mechanism that guarantees anonymity, unlinkability, and
accountability in accessing online services. In our
security analysis, we assume the following properties
hold:

1) The random generated numbers x;, x,, and xs are
never re-generated and used by any actor. This can
be guaranteed provided that the number domain is
suitably large (for example, 128-bit random
numbers currently satisfy this requirement);

2) The cryptographic primitives Encrypt and Decrypt
are robust and cannot be broken. The elliptic
curves used in several blockchains (e.g., Bitcoin
adopts secp256k1 [10]) currently satisfy this
requirement;

3) Private keys are kept secret and cannot be guessed;

4) The information about the mapping of the
addresses stored by each entity is not shared or
made publicly available;

5) The user discloses personal
during the Identification Step;

6) Identity Provider, Access Control Provider, and
Service Provider do not collude.

Under these assumptions, we show how the expected
security properties are guaranteed. We start from
anonymity, which requires that the name of the user
accessing the service is not given or known from the
service provider, the access control provider, or any third
party (except the identity provider, which is the entity
that knows the user identity by the scheme). Observe that
the identity provider publishes the blockchain address of
the user so that the user is identified by a public key only.
In blockchain this is called pseudo-anonymity and differs
from anonymity because an attacker wishing to de-
anonymize a user tries to construct the one-to-many
mapping between users and public keys [11]. We prevent
this attack by storing the association between user and
address on the identity provider only. As a consequence,
there is no possibility to break pseudo-anonymity and
anonymity.

The second property is unlinkability, which means that
a user may make multiple uses of services without other
parties being able to link these uses together. This is
achieved by forcing the user to generate a new account
after each iteration. This way, at each iteration, the
providers see a new blockchain address that appears
randomly generated.

The last requirement is to guarantee accountability,
that allows a party in cooperation with other trusted
parties to guess the identity of a user in cases of need.
The identity of a user who accessed a given service can
be guessed as follows. First, from the log transaction of
this service, the address A® is extracted. Then, the service
provider returns the address (say A?) associated with A®,
by wusing the locally stored mapping. Now, an
authorization transaction to A? is searched on the
blockchain and let ACP the access control provider that
generated this transaction. Again, by using the ACP’s
local mapping, the associated address A’ is found. A new

information only
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search for a registration transaction sent to the address A
returns the identity provider that identified the user and
that can provide the requested information. Observe that
all these transactions are found if the protocol has been
correctly run by the identity provider, access control
provider, and service provider.

V. RELATED WORK

In this section, we survey the most important proposals
of the state of the art related to our approach.

In [9], the authors discuss various access control
policies already proposed in the literature. Access control
is considered as a relevant requirement of any
information management system to protect users and
resources from unauthorized accesses. Various access
control models have been studied to preserve the
information protection. The authors of [8] propose a
model named T-RBAC and based on the role-based
access control.

The name of this model denotes the importance of the
task in an enterprise environment where T-RBAC is
supposed to be used. The Usage Control is a promising
approach to handle the access control process in an
information system [12]. This model puts together access
control, trust management, and digital rights management
for controlling the usage of digital information objects.
The proposed solution enables finer-grained control with
privacy issues in enterprise and non-enterprise
environments. The components involved in the systems
are the subjects, objects, and the policies.

The paper [13] provides a definition of Attribute-Based
Access Control (ABAC) to understand the real
applications of this mechanism. The model is analyzed in
real use cases to improve scalability, feasibility, and
performances of applications in which the information
sharing within and between organizations is expected. In
[14], the authors provide a literature review and a
taxonomy of the current ABAC models. They highlight
the open or unexplored problems, such as the scalability,
the delegation, and the suitability of proposed solutions.

The paper [15] deals with the implementation of an
anonymous authentication in a decentralized access
control scheme in the cloud for secure data storage. In the
proposed system, the cloud is in charge of verifying the
users’ authorization without knowing their identity.
Moreover, the access policy for each stored record is
managed by the cloud. With respect to our proposal, the
use of the cloud reduces the pervasiveness of the solution.
In our proposal, the adopted blockchain technology
allows us to include in the solution any party provided
with a blockchain account.

The authors of [3] propose a new approach to access
control based on the blockchain technology. The
authorization to access a resource is publicly stored and
visible among users that are able to check if policies and
resources match. This way, every party can verify the
right to access a resource, and this right can be transferred
through a blockchain transaction. The approach is
validated inside the Bitcoin blockchain and is integrated
with the XACML reference architecture. Differently from
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our solution, the authors do not solve the problem of
anonymity.

The authors of [16] highlight the importance of an
anonymity-based authentication and implement a
blockchain-based RBAC model that provides role-based
access control. The model is simulated on an Ethereum-
based through the use of smart contracts, and the authors
claim that their technique is more efficient in gas use than
the existing RBAC model. Our solution is even more
efficient because we do not use smart contracts, so that
we do not have gas cost.

Nowadays, the security and privacy issues in the
Internet of Things are enormous. The paper [17] presents
a distributed access control framework, named
FairAccess, which is based on blockchain. The authors
exploit blockchain to enforce access policies in
distributed environments using smart contracts. In this
case, smart contracts need gas to be executed, and this is
the price to pay to make authorization decisions. In
contrast, our solution does not support a fine-grained
access control policy but is more affordable because there
is not gas to pay.

It is evident that the security aspects of access control
are relevant topics in the literature. Our solution
combines the accountability and anonymity requirements
with the blockchain technology for the access control of a
service delivery. We have shown the advantages of our
proposal with respect to the state of the art.

VI. CONCLUSION

In this paper, we faced some relevant security
challenges in the context of access control, by proposing
an access control scheme relying on the blockchain
technology. For this reason, users who request access to a
protected resource supplied by an online service provider
are provided with blockchain accounts. Also the other
entities involved in the scenario, which are identity
providers, access control providers, and service providers,
have their blockchain accounts. The aims of our solution
is to guarantee the anonymity of a user and the
unlinkability of different requests of the same user. This
is reached by exploiting different blockchain addresses at
each interaction with the other entities. At the same time,
we need the guarantee the accountability of the requests.
We reached it by linking the users’ blockchain addresses
in a verifiable chain locally stored in a distributed way by
several parties.

In the future, we aim at implementing the validation of
blockchain addresses chain through a smart contract
running in a Blockchain 2.0. This way, we can maintain a
trusted real-time mapping of transactions.
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