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Abstract—Spread Spectrum (SS) is one of the most common
techniques used in watermarking systems due to its security,
robustness, imperceptibility and information extracting
without the host data. However, this technique suffers the
interference between the host data and the watermark,
which  degrades significantly the performance of
watermarking system. In the other hand, most existing
spread spectrum-based image watermarking methods are
non-blind and implemented for single channel images with
one information bit. Therefore, this paper presents a new
cooperative spread spectrum based blind watermarking
technique, which can apply to not only single channel
images but also multi-channel images or set of images. In
this technique, the same information is embedded into
multiple channels and a global linear cooperative decision is
used to exploit the collaboration among the local correlation
detectors. Moreover, improved method is also mentioned to
eliminate the interference between the host images and the
watermarks. Especially, the Karhunen Loeve Transform
(KLT) is exploited to enhance the performance of the
proposed cooperative watermarking system. Furthermore,
extensive methods for multi-bit watermarking are also
discussed. Based on theoretical analysis, the optimal
solutions of the watermark, watermark strength coefficients,
weighting coefficients, threshold, and probability error are
established. Experimental results are simulated with ideal
channel (without attack) as well as additive Gaussian
channel to verify theoretical analysis.

Index Terms—robust blind image watermarking, spread
spectrum, correlation, Karhunen Loeve Transform

I.  INTRODUCTION

Watermarking technology has been developed rapidly
in recent years and is constantly expanding its
applications such as copyright protection, copy control,
data authentication, fingerprinting, indexing, broadcast
monitoring, secure communication, etc., to become one
of the advanced information hiding techniques. In general,
the basic idea of watermarking is to embed and extract
information (or watermark) in multimedia data (also
called original data or cover data or host data). Based on
communication theory, a typical watermarking system
consists of three main parts: transmitter (or embedder) for
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embedding information, channel for attacks and receiver
(or detector) for extracting information. The data after
embedding is called the embedded data (or watermarked
data). This data can be attacked through channel, which
are then called attacked data (or received data).

There are many different criteria for classifying
watermarking techniques [1]. In general, a watermarking
system usually includes the following basic
characteristics:

e Quality (imperceptibility): only small changes to
the original data to ensure that the embedded data
cannot be perceived by the human eye or ear.

e Robustness: ability to extract information
successfully against attacks.

e Capacity: the amount of embedded information.

e Security: extracting information only with valid
users.

¢ Blind: extracting information without host data.

o Complexity: difficult level for implementation of
embedding and extracting processes.

Therefore, for accurate results, it is necessary to ensure
that the methods used for the survey are evaluated under
the same criteria. In addition, depending on the
requirements of each application, the goals of the
watermarking system design will vary. In general, the
watermarking system design problem is a challenging
task. Therefore, although there are many watermarking
methods with different advantages, each method still has
certain limitations.

Although watermarking can be applied to multimedia
data such as images, audio, video sequences, etc., this
paper only focuses on image watermarking. The first
studies of image watermarking were carried out directly
in the spatial domain based on the gray scale value
adjustment methods, where the Least Significant Bit
(LSB) method is the most simple and common [2].
Because the information is embedded in the low-weight
bits of pixels of the cover data, this method obtains the
high capacity of the embedded information and the good
imperceptibility of the embedded data. The process of
embedding and extracting information of the LSB method
is implemented very simple. However, the security and
robustness of this method is very low. It is only suitable
to applications with reliable channel (without attack).



Journal of Advances in Information Technology Vol. 11, No. 3, August 2020

Before the attacks appear more and more in the
channel, especially the usage of the lossy image
compression algorithms such as JPEG and JPEG2000, the
introduction of new watermark techniques applied in the
transform domain in order to solve the above problem
[3]-[5]. The main purpose of these techniques is to
transfer image data from the spatial domain to other
domains such as DCT and DWT for embedding and
extracting the information, where the embedded
information will be more robust against attacks, e.g.,
JPEG and JPEG2000 compression techniques. Moreover,
due to the human visual system, the imperceptibility can
be improved significantly in transform domains.
Therefore, most methods for image watermarking are
exploited in transform domains.

By analyzing the watermarking system according to
the communication model, it has opened up many
opportunities for applying communication techniques to
enhance the watermarking process. In the field of radio
communication, the spread spectrum technique is heavily
applied by its security. The idea of the spread spectrum
based watermarking algorithm is to use a Pseudo-Random
Noise (PRN) generator for embedding and extracting the
information. Based on multiple access capability, this
technique allows each person to perform the embedding
process to have their own key. The information will then
be extracted from the embedded data or attacked data
with the same key. That means only user having the key
used in the embedding process can extract accurately the
embedded information in the cover data. Besides, because
the embedded information will be spread over the entire
cover data, the transparency of the embedded information
will be completely guaranteed [6]. Moreover, because
this technique can be applied in transform domains of
image data, the invisibility in the embedded images and
robustness of the embedded information against attacks
will be greatly increased. Because of these characteristics,
the spread spectrum based watermarking is still being
researched and developed in many applications [7]-[14].

Although there are different methods in spread
spectrum-based watermarking, in general, it can be
classified into blind and non-blind (or obvious)
approaches. Most improved solutions to obtain good
results were applied for non-blind approach, which
requires host data to extract the embedded information.
Meanwhile, the blind spread  spectrum-based
watermarking suffers interference between the host data
and the watermark, which reduces the reliability and
robustness of watermarking system. Another issue is the
lack of theoretical analysis for image watermarking,
where many authors focused on different algorithms for
certain image data and selected the parameters mainly
through experiments. In addition, most watermarking
techniques applied to single channel images, particularly
common grayscale images. The number of watermarking
studies for multiple channel images such as color images,
medical images or set of images was limited. Furthermore,
with image watermarking system, especially in transform
domains, rounding errors and practical limitation of PRN
generator are also factors that affect the accuracy.

© 2020 J. Adv. Inf. Technol.

Il. RELATED WORKS

In the early 1990s, watermarking technology began to
receive attention and developed rapidly in many areas
such as copyright protection, copy control, data
authentication,  fingerprinting, indexing, broadcast
monitoring and data hiding. The first studies of image
watermarking were carried out directly in the spatial
domain based on the gray scale value adjustment methods.
The LSB replacement technique was proposed by
Schyndel et al. [15] by embedding watermark as binary
random string into the remaining LSB of the image after
7-bit gray level histogram compression and using bit
sequence comparators to detect watermark. Other authors
embed binary information directly in LSB planes of
images. Because LSBs carry little information and
negligible impact on image quality, this technique
achieves high embedded information capacity and good
imperceptible embedded image.

Cox et al. [16] were the first authors to exploit the
spread media theory to build a watermarking algorithm.
They embedded a watermark with a Gaussian distribution
in the lowest DCT coefficients of the image. Watermark
is restored by subtracting the original image from the
embedded image and calculating the similarity between
the restored watermark and the original one. This
technique is quite robust but not suitable for many
applications in practice because it requires original host
images in extracting process. Instead, other authors used
the blind spread spectrum based watermarking technique
[71, [9], [12]. The basic idea of this approach is using
bipolar random sequence as watermark. This sequence is
generated from a pseudo-random noise generator through
a key. The embedded information is extracted using the
correlation detector with the same embedded key. As
such, the security of watermarking system greatly
increases compared to other techniques. By spreading the
watermark into whole the host data, this method also
achieves transparency and imperceptibility. In addition,
spread spectrum based watermarking techniques can be
implemented directly in the spatial domain or other
transform domains such as DFT, DCT or DWT in order
to improve the robustness against attacks [3], [14].

However, in spread spectrum based watermarking
techniques, the host data itself is considered as a source
of interference, which can cause significant errors in the
extracting process. Therefore, Malvar and Florencio [17]
proposed an improved spread spectrum technique to
overcome the limitation in traditional spread spectrum
based watermarking system. However, the distortion in
the embedded image increases correspondingly.
Moreover, only a bit of information is embedded in this
technique.

In addition, although many watermarking techniques
have been widely studied, the expansion of watermarking
for multi-channel data such as color images, medical
images or set of images still presents many opportunities
and challenges. In most cases, this expansion is
implemented by embedding the watermark directly into a
specific image channel, such as the blue channel in the
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RGB color space, or the brightness channel in YUV color
space [2]. In contrast, Barni et al. [18] exploited the cross
correlation of RGB color channels by designing a global
correlation-based detector to synthesize information
obtained from all three color-channels to improve the
performance of the watermarking system. However, this
technique only considers the average combination in the
global detector and requires host data in extracting
process. Currently, Hajjaji et al. [19] exploited the
completely decorrelation property of the KLT to embed
watermark for medical images. Unfortunately, a
limitation of the KLT is that it depends on the statistical
properties of the original data. As a result, the extracting
process needs the host data, so the watermarking system
is non-blind.

Therefore, in this paper, a new blind cooperative
spread spectrum-based watermarking using the KLT is
proposed to reduce or eliminate the interference between
the host images and the watermark. In our technique, the
same information is embedded into multiple channels and
a global linear cooperative decision is used to exploit the
collaboration among the local correlation detectors.

Unlike existing methods, by using orthogonal watermarks,

the embedded information can be extracted successfully
without the host data.

The rest of this paper is organized as follows. In
Section |11, the results based theoretical analysis are
derived to helps us understand in detail the performance
of the proposed watermarking methods, including the
optimal solutions, practical limitations of blind image
watermarking and different applications. First, the
traditional spread spectrum based blind watermarking is
reviewed. Second, the proposed cooperative spread
spectrum based blind watermarking technique is
introduced and analyzed. Next, the improved method is
mentioned to eliminate the interference between the host
images and the watermark. After that, the proposal of the
KLT in the embedding and extracting processes is
presented, especially the condition for perfect
reconstruction of the KLT without the host signal is
established. The last part of this section is the expansion
of the proposed methods to the multi-bit watermarking.
Experimental results are provided in Section 1V to verify
theoretical analysis. Section V summarizes and concludes
the paper.

IIl.  THEORETICAL ANALYSIS

A. Analysis of Embedding and Extracting Process of
Traditional SS-based Blind Watermarking

In this paper, the model of traditional additive direct
sequence SS-based blind watermarking is considered as
shown in Fig. 1. A secret key K is used by a PRN
generator to produce a sequence U. This sequence, also
called as the watermark, is used in both embedding and
extracting processes to embed and extract the information
bit b. The system is blind so there is not host signal in the
receiver.

© 2020 J. Adv. Inf. Technol.
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Figure 1. Traditional SS-based blind watermarking scheme.

To be able to analyze the watermarking process more
easily, let us use the notation E[A] (or 4) for the mean
(average) value of signal A.

Without loss of generality, assume that the random
watermark U is zero-mean and normalized in whole this

paper, i.e.,
E[U]=0 (1a)
E[lUU]=1 (1b)

In the embedding process, the watermark U is added to
the host signal X according to the information bit
transmitted b and the watermark strength o to obtain the
embedded signal S as shown in (2).

S=X +bal @)

The mean square error (MSE) metric is used to
evaluate the distortion D between the embedded signal
and the host signal.

D =E[(X -S)?] 3)

Consider the attack in channel is additive Gaussian
noise, i.e., N ~ N(0, o,), then the attacked image Y at
input of the receiver is

Y=S+N 4)

In the extracting process, the mean (average) value r of

a multiplication between the received signal and the
watermark is calculated to decide the information bit b
based on a given threshold T. This calculation is similar

to the correlation in signal processing or inner product in
linear algebra as shown in (5a).

r=E[(Y-Y).(U-U)] (5a)

If the condition in (1a) is satisfied, (5a) can be reduced

to
r=E[YU] (5b)
If the condition in (1b) is satisfied, (5b) becomes
r=E[XU]+b.a+E[NU] (5¢)

By using only a simple correlation detector without
host signal (thus called the blind watermarking), the SS-
based watermarking is easily implemented in hardware
and suitable to many practical applications. However, the
correlation between the host signal and the watermark in
(5¢) now becomes a source of interference. This degrades
the performance of the watermarking system. Even in the
absence of an attack, the error still exists in traditional
SS-based blind watermarking. To evaluate the probability
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of error, we need to estimate the distribution of the
correlation coefficient r in (5c).

For theoretical analysis, assume the host signal also
has Gaussian distribution, i.e., X ~ N(m,, o). Then, the
correlation coefficient is also a Gaussian distribution, i.e.,
r ~ N(m,, o) with the mean and variance given by
following equations.

m.=b.a (6)
Grz = ze + an (7)
From (6) and (7), we have the optimal threshold T for

decision when embedding the information bit b = {b,, b,}
and the error probability p correspondingly as below.

T =¥.a ®)
_ l |b—b,|.a
p= 2erfc(—2 N J 9)

where erfc(.) is the complementary error function.

In the case of the information bit b={0/1} then the
threshold becomes «/2, depending on the watermark
strength. Actually, in this case, the watermark is
embedded to host signal or not corresponding to the state
of the information bit. It is commonly used to decide
whether a given watermark is existed in a received signal
or not. The main applications for this case are copyright
protection, copy control.

In the case of the information bit b={+#1}, i.e., a given
watermark is always embedded into a host signal but in
two different forms, depending on the state of the
information bit. The advantage of this case is that the
threshold is fixed to zero, independent to the watermark
strength. It means the extracted bit is the sign of the
correlation value of the detector. However, this case is
only used to extract the information from given
embedded signals. It means the receiver cannot work
properly with any input signal is not watermarked. The
following results in this paper are derived for this case.

It is also noted that, in fact, the host images are always
not zero-mean. However, only with the requirement of
the zero-mean watermark, (5c) is always obtained with
image data. This requirement is necessary in order to
derive the optimal threshold in (8). If not, the optimal
threshold will depend on the host image. Consequently, it
is not efficient with the blind image watermarking.

Finally, we consider the security of this watermarking
system. If the invalid users try to extract the embedded
information with a different watermark U" corresponding
to a different key, the correlation value for decision is
now determined by

r'=E[XUT+ba.E[UU]+E[NUT (10)

From (10), it is clear that in order to prevent to extract
the embedded information in this case, the correlation
between two different watermark needs to be zero, i.e.,

E[UUT=0 (11)

© 2020 J. Adv. Inf. Technol.

The condition in (11) is also called orthogonal.

B. Analysis of Embedding and Extracting Process of
Cooperative SS-based Blind Watermarking

We consider the embedding and extracting process of
the general cooperative spread spectrum based blind
watermarking system for m image channels as shown in
Fig. 2.

- r
correlation| '/

detector

detector

()]

ati T2 %
correlation z

2

LS

correlation
detector Q‘ ;

Xm Nm Oy

Figure 2. Cooperative SS-based blind watermarking scheme.

In the embedding process, the normalized random
watermark U is added to each host image channel X;
according to the information bit b={+#1} and the strength
factor «; to obtain each embedded image channel S; as
below.

S, =X, +bo U (12)

In the extracting process, like the traditional spread
spectrum base watermarking, the local correlation r; from
each channel is also determined by

r=E[Y,U]=E[X,U]l+b.e, + E[N,U] (13)

Unlike the traditional spread spectrum-based
watermarking, a linear combination is exploited in the
global detector of the cooperative watermarking system
as shown in (14).

=) W.r (14)

where {w; > 0} are the weighting coefficients used to
control the global detector from the local correlation
detectors.

The extracted bit is then decided by comparing the
global cooperative correlation with a given threshold.

It is clear that the correlation value in each local
detector is also Gaussian process, i.e., r; ~ N(my, crriz)
with the mean and variance given by following equations.

(15a)
oil = o + o’ (15b)
Consequently, their linear combination is also

Gaussian with the mean and variance given by following
equations.

mg = b.ai
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(16a)
i=1 i=1
m
ol = Zwiz.oﬁ (16b)
i=1
Then, the error probability of the proposed
watermarking system can be evaluated as
1 " W,
p, = Eerfc Z':l (7

\/E\/Z:ilwiz.afi

From (17), the close-form expressions for minimum
error probability and optimal weighting coefficients
correspondingly are derived as the following equations.

1 1 | &Naf
=—erfc| — — 18
P = 5010 7 Zaz (18)
w* o oy
W a o )
i j i

Next, we consider the performance of the optimal
cooperative detector in some special cases of the
watermark strength. Table | shows the error probability
for different selections of the watermark strength.

TABLE I. ERROR PROBABILITY OF THE OPTIMAL COOPERATIVE
DETECTOR FOR DIFFERENT SELECTIONS OF THE WATERMARK

STRENGTH
Watermark strength Error probability
o =a;=vVD %erfc(% O é)
o _ 7 1erfc(\/5\/2z;laff)
a; — of, 2 V2 /3L ol

Furthermore, we also evaluate the average cooperative
detector in which weighting coefficients are the same.
The error probability in this case is given by

1 an G,
Pae =75 erfc| ——=——
e

C. Elimination of the Interference between the Host
Signal and the Watermark

In order to eliminate the interference from the host
signal, based on Malvar’s method, only the embedding
process is improved as below.

S™ =X, +b.a, U —E[X,UJU

(20)

(21)

In the extracting process, the local correlation from
each channel is still determined by

© 2020 J. Adv. Inf. Technol.

'™ =E[Y,U]=b.a;, + E[N,U]

It can be seen that the interference is now removed
completely in (22) compared to that in (13). However, the
distortion between the embedded signal and the host
signal also increases greatly with this solution. Moreover,
it cannot be applied in spatial domain of the host image
due to the significant effect of the rounding error. To
overcome these disadvantages, the transform domains are
considered and exploited.

D. Exploitation of the KLT

In order to improve the quality of the embedded
images, transform domains such as DCT, DWT can be
used to embed and extract the information bit. These
transforms are commonly used directly with individual
images; thus, it is easy to apply for the cooperative
watermarking system. Unlike these transforms, the KLT
is based on multiple images. Therefore, in this paper, we
especially exploit the KLT to improve the performance of
proposed cooperative watermarking system.

The embedding process of proposed spread spectrum
based watermarking system using the KLT is shown in
Fig. 3. Let X = [Xy, Xa, ..., Xm] " be the vector containing
m components corresponding to the number of host
image channels.

(22)

K —»| PRN 77

W, 2
2t IKLT (—»

v
oD
UV

bW,

U
I

X, —»
X, — KLT

X =¥

[l

Figure 3. Improved cooperative SS-based embedding scheme using
KLT.

Firstly, this host image set is completely decorrelated
using KLT as

X, A, ]

. | X o

X=|"2 =@ X=|""|X (23)
Xo &

where CI);_ is the eigenvector corresponding to the i-th
eigenvalue A, of the covariance matrix >, of the
vector X, i.e.,

Zy -¢xi = ﬂ'xi -¢xi (24)
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Next, a secret key K is used by a PRN generator to
produce the orthogonal watermark sequences U = [U;,
Uy, ..., Un]" for channels. This is the main difference in
using the cooperative watermarking system with the KLT
when compared to the spatial domain or any other
transform domain. In those methods, we can use the same
watermark for each channel. The condition of orthogonal
watermarks in embedding process will prove to be the
condition for the perfect reconstruction of the KLT in the
blind extracting process.

Each sequence U; is then added to each component X;
of eigen-signal X according to the information bit b and
the strength factor a; as shown in (25)

S, =X, +b U, = X, +bW, (25)

Finally, the inverse KLT is used to obtain the
watermarked data.

s:<1>x.§=i§i.¢i (26)

The extracting process of proposed spread spectrum
based watermarking system using the KLT is shown in
Fig. 4.

K | prN
¥, Correlation | 7
] > —
Detector
¥ &
Y; 2 Correlation | 72
—* KLT Detector
i Un
Yu 1 * Correlation | ©m
Detector

Figure 4. Improved cooperative SS-based extracting scheme using KLT.

On this side, the KLT is used again with the received
signal Y to obtain the Eigen-signal ¥ as the following
expression.

Y=0JY=S+N 27)

Next, each component ¥; of the Eigen-signal is brought
to each local detector to determine the correlation from
each channel as shown in (28).

(R = E[Y:M] - E[)Zi,ui]+b.oci + E[l\]i.Ui] (28)

As we can see, when watermarking is implemented in
transform domains, the calculations are not performed
directly with the host images but their transformed
coefficients. In particular, with the KLT, the interference
comes from the correlation between the Eigen-images of
the host images and the watermark. In addition, the effect
of the Gaussian noise is converted to the effect of the
Eigen-noise. Moreover, the distortion by the embedding
process is determined with Eigen-images instead of host
images. These characteristics can help to improve the
robustness as well as the invisibility of the watermarking
system.

© 2020 J. Adv. Inf. Technol.

It is noted that, for the embedding process, the KLT is
based on the host data, whereas it is reconstructed from
the watermarked data without the host data in the
extracting process. Therefore, it is important to design the
watermark so that it has no effect on the reconstruction of
the KLT in the blind extracting process at least in the case
of the absence of attack in order to ensure the reliability
of the watermarking system. It is clear that the condition
for the perfect reconstruction of the KLT is given by

Dy =D =Dy (29)

Substitute this condition to the inverse KLT in (27) we
have

Y=S+N=X+b®d, W+N (30)

Then the covariance matrix of the wvector Y is
calculated as

Y, =2+, =2, +D, 3, D] +Z,  (31)
Furthermore, since >, is symmetric matrix and @,

is orthogonal matrix, i.e., ®] =®d', so we have

O3, D, =D, +3, +Z, (32)
where D, is the diagonal matrix corresponding to the
eigenvalues {4, , 4, , 4, }

Obviously, the condition in (29) is satisfied if and only
if >, and > in (32) are diagonal. These are equivalent

to the orthogonal watermarks the additive Gaussian
attacks. Thus, by designing the orthogonal watermarks,
the perfect reconstruction for the KLT in the blind
extracting process is satisfied in both cases, channel
without attack and additive Gaussian channel. This can be
implemented by utilizing Hadamard matrix [13].

E. Expansion to the Multi-bit Watermarking

The proposed methods above are only mentioned for
single information bit. In order to embed multiple bits of
information, we can segment images into smaller blocks
and perform watermarking for each of these blocks.
Although the proposed cooperative spread spectrum
based watermarking systems are developed for multiple
channel images, single channel images can be also
applied by image block division solution. However, the
capacity of the embedded information by this solution
depends on the limitation of the host image size and the
watermark length in practice. The relationship between
the block size and the embedded information bit capacity
as well as the watermark length is given in Table Il in the
case of 512>612 images.

TABLE Il. WATERMARK LENGTH (IN THE CASE OF 512>612 IMAGES)

Block size | Capacity | Watermark length
8x8 4096 64
16x16 1024 256
32x32 256 1024
64x64 64 4096
128x128 16 16384
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Another solution for multi-bit watermarking is
embedding multiple bits {by, b,, ..., bg} into the same
host image channel with different watermark is given in
(33). It is noted that, we can apply this solution for spatial
domain or any transform domain, even with the KLT in
this paper.

(33)

In this case, the local correlation for extracting each bit
b, from each channel is determined by

E[Y;U,] ZiE[Xi-Uik]“‘

B

rik:Z

k

B
Zbk.aik +
=Bl : k=1 (34)

b E[U; Ui ]+ Z E[N; U]
=1, k=1

k=1,n=1k=n

From (34), to obtain the reliability as that of single bit
watermarking system, the condition of orthogonal
watermarks again needs to be satisfied for multi-bit
watermarking system. If using the KLT, this condition is
available for the perfect reconstruction.

Then, the global correlation for extracting each bit by
of the cooperative watermarking system as shown in (35).

m
f = zWi iy
i-1

(3%)

IV. EXPERIMENTAL RESULTS

As mentioned above, the smaller the block size is, the
more embedded information capacity obtains. However,
this leads to the shorter watermark length, which causes
worse effects to the orthogonal condition and the host
image interference. Therefore, we first examine the
effects of the watermarks in practice.

Fig. 5 presents the results of similarity between
different watermarks according to the watermark length
by statistics of the maximum value and variance of
correlation values of each pair of different watermarks for
20000 times. It shows that if the watermark length is
small than 1000, the orthogonal condition is significantly
violated by the limitation of the PRN generator.

4 Similarity between different watermarks

T 0.1
[ max

et -

0.5 0.47 10.05

Value for maximum
Value for variance

0.23

0.13
0.07

64

256
Watermark length

1024 4096

Figure 5. Similarity between different watermarks.
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Table Il presents the results of the interference
between different image types (including natural and
medical images) and 200 different watermarks with the
same size as that of images. For each type of simulated
images, the mean, maximum value and variance of the
interference values are recorded. From the results, it can
be seen that although the mean of interference is
approximately zero, there is still significant variance,
which degrades the performance of watermarking system.
In addition, the interference also depends on the
characteristics of each image type.

TABLE Ill. INTERFERENCE BETWEEN DIFFERENT IMAGE TYPES AND

THE WATERMARK
Image Size Mean Max Var
Lena 512 x 512 0.0195 0.7542 0.0712
CT 640 x 599 -0.0094 0.2447 0.0116
MR 600 x 600 0.0039 0.4236 0.0234
uUs 900 x 600 0.0135 0.2534 0.0137
XR 640 x 599 -0.0131 0.4308 0.0346

For an example, Fig. 6 shows the mean square error
(MSE) between the original KLT and the reconstructed
KLT by simulation with the unique watermark and the
orthogonal watermarks. It is clear that in the case of using
the orthogonal watermarks, the error between the original
KLT and the reconstructed KLT is close to zero due to
the limitation of the PRN generator as mentioned above.
However, the MSE increases significantly in the case of
embedding the same watermark for all channels,
especially with the high watermark energy. This is

entirely consistent with theoretical analysis.

MSE between original KLT and reconstructed KLT
02 T r T - -

*

unique watermark

0.18 —o— orthogonal watermarks

0.16}
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0.12F
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0.08F %
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#
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Figure 6. MSE between original KLT and reconstructed KLT.

Next, we investigate the results of theoretical analysis
in Table I. Fig. 7 shows the comparison of error
probability of the optimal and average (uniform)
cooperative detectors for different selections of the
watermark strength. In the first case, the watermark
strength is uniform for each channel. It is selected in
proportion to the variance of the local correlation in the
second case and in proportion to the standard deviation of
the local correlation in the third case. The distortion is
fixed for all cases. It can be seen that the error probability
of the optimal detector is always less than that of the
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average detector. In addition, the performance of the
optimal detector with the proportional watermark strength
is the same as that of the average detector with uniform
watermark strength. Besides, the better performance is
obtained with the equal watermark strength for each
channel than watermark strength in proportion to the
variance or the standard deviation of the local correlation.
Therefore, the equal watermark strength is the best
solution for both average and optimal detectors when the
degradation of the watermarked images is only measured
by MSE metric.
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[___El
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Figure 7. Comparison of error probability of the average (a) and optimal
(b) detectors with respect to different selections of the watermark
strengths.

Fig. 8 shows the error probability of the proposed
watermarking system as a function of watermark energy
without attack. It can be seen that the performance of the
proposed watermarking system improves significantly
when the number of channels increases. This corresponds
to the theory.
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Figure 8. Error probability as a function of watermark energy without
attack (different channel number).

Fig. 9 shows the error probability of the proposed
watermarking system as a function of watermark energy
with additive Gaussian noise in the case of two channels.
As we can see, both results for simulation (points) and
theory (curves) are likely identical, which means that the

© 2020 J. Adv. Inf. Technol.

simulation results are similar to what are obtained in the
theory. This figure also indicates that the performance of
the proposed watermarking system improves significantly
when the weighting vector is optimal. This again fits with
theoretical analysis.
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Figure 9. Error probability as a function of watermark energy with
additive Gaussian noise (2 channels).

Fig. 10 shows the error probability of the proposed
watermarking system without attack as a function of
watermark energy in the case of three channels using the
KLT. The energy ratio among Eigen-images equals to
50:10:1. It is clear that using the average weighting
coefficients is not efficient in this case whereas the
performance of the proposed watermarking system
improves significantly with optimal weighting vector.
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Figure 10. Error probability as a function of watermark energy without
attack, and KLT Eigen-images energy ratio of 50:10:1.

V. CONCLUSION

In this paper, a new cooperative spread spectrum based
blind watermarking technique for multi-channel images is
proposed and analyzed. By utilizing a linear weighting
vector in the extracting process, the optimal solution to
minimize the error probability can be obtained. This
proposed technique can be implemented in spatial domain
or any other transform domain. Especially, with selection
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of the orthogonal watermarks, the KLT can be exploited
to improve the performance of the watermarking system
without the host images in the receiver. Moreover, the
improved method to eliminate the interference between
the host images and the watermark is also mentioned.
Furthermore, the extensive methods to multi-bit
watermarking are also discussed. The combination of
these solutions can lead to a significantly efficient blind
image watermarking system in security, capacity,
invisibility and robustness. Finally, the experimental
results are entirely consistent with theoretical analysis.
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