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Abstract—With the increase of 3D printing applications in 

many areas of life, a large amount of 3D printing models is 

attacked and stolen by hackers. Moreover, some special 

models and anti-weapon models in 3D printing must be 

secured from un-authorized users. Therefore, 3D printing 

models should be encrypted before being stored and 

transmitted in order to prevent illegal copying. This paper 

presents an encryption algorithm for 3D printing models 

based on the edges of the interpolating tetrahedron. The 

proposed algorithm is based on encrypting the normal vector 

of facet and the edges of the interpolating tetrahedron by a 

secret key after the tetrahedron interpolation process. Each 

facet of 3D printing model is extracted to interpolate a 

tetrahedron, and the edges of the interpolating tetrahedron 

are then encrypted by a secret key. The encrypted edges of 

the interpolating tetrahedron and the encrypted normal 

vector are then used to generate the encrypted 3D printing 

model. Experimental results verified that the proposed 

algorithm is very effective for 3D printing models. The entire 

3D printing model is altered after the encryption process. 

The proposed algorithm also provide a better method and 

more security than previous methods. 

 

Index Terms—3D printing security, 3D triangle mesh, 

tetrahedron, encryption and cryptography 
 

I. INTRODUCTION 

Recent years, Three Dimension (3D) printing, also 

known as additive manufacturing is a process of making 

3D solid objects from a digital file and widely used in 

many areas of life [1], [2]. Due to the fact that the benefits 

of 3D printing is enormous in all domain and the price of a 

3D printer is not expensive so the individual user can buy a 

3D printer and download 3D printing models from Internet 

to print out real objects without obtaining any permission 

from the original providers. Moreover, some special 

models and anti-weapon models must be secured from 

un-authorized users. Thus 3D printing models should be 

encrypted before being stored and transmitted in order to 

ensure the access and to prevent illegal copying. The 

purpose of encryption is to make pirates or un-authorized 

users cannot attack and view the shape or content of 3D 

printing models, so the encryption techniques must change 

the entire shape of 3D printing models after the encryption 
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process. Moreover, 3D printing uses some different 

formats, thus the encryption techniques must be 

responsive to the various formats of 3D printing model.  

For meeting to above requirements, we would like to 

propose an encryption algorithm for 3D printing models in 

this paper. The data format of 3D printing is the 3D 

triangle mesh. Facet is the main component of a 3D 

triangle mesh. The facets of a 3D tri-angle mesh will be 

extracted to interpolate tetrahedrons, and the edges of the 

interpolating tetrahedrons are then encrypted by a secret 

key. The encrypted edges of the interpolating tetrahedrons 

are then used to obtain the encrypted 3D printing model. 

To clarify the proposed algorithm, we organize our paper 

as follow. In Sec. 2, we look into previous encryption 

techniques for 3D models and explain the relation of 3D 

triangle mesh to the proposed algorithm. In Sec. 3, we 

show the proposed algorithm in detail. Experimental 

results and the evaluation of the proposed algorithm will 

be shown in Sec. 4. Sec. 5 shows the conclusion. 

II. RELATED WORK 

A.  3D Model Encryption 

There are some proposed techniques for secret sharing 

the content of 3D models or 3D CAD model encryption. E. 

Esam et al. [3] proposed two secret sharing approaches for 

3D models using Blakely, Thien and Lin schemes. The 3D 

models are separated into parts before sharing and users 

then reconstruct 3D model from the shared part of that 

model. Actually, this method is only a secret sharing 

technique for the secured transmission. It is not an 

encryption method. E. Marc et al. [4] proposed a method 

to encrypt 3D objects based on geometry-preserving. This 

algorithm presented a geometry-preserving paradigm that 

heavily distorts 3D objects while preserving some intrinsic 

geometrical property. The key idea of this method only 

permute some facets of a 3D object. It did not alter the 

entire shape of a 3D object and it is not effective to the 

various formats of 3D printing models. Moreover, the 

reconstruction cannot fully restore the original object from 

the encrypted 3D objects and the security of this method is 

very low. Cai et al. [5]-[7] proposed an encryption 

approach for CAD models, which is based on geometric 

transformation encryption mechanisms on the features of 

CAD models. This approach encrypted 3D CAD models 

Journal of Advances in Information Technology Vol. 11, No. 2, May 2020

© 2020 J. Adv. Inf. Technol. 84
doi: 10.12720/jait.11.2.84-90



 

based on an Enhanced Encryption Transformation Matrix, 

which is characterized parametric, randomized and 

self-adaptive for features encryption. This method only 

changes a little the shape of 3D CAD models. 

Consequently, the previous proposed methods cannot 

response to the secured storage and transmission for 3D 

printing models. 

 

Figure 1. Structure of 3D triangle mesh. 

B.  3D Triangle Mesh Based Encryption 

Currently, 3D printing technology often uses 3D 

triangle meshes [8], [9] to print real objects. A 3D triangle 

mesh is a set of facets. Each facet contains three vertices (a 

triangle) and a nor-mal vector (see Fig. 1). Each vertex is 

presented by three coordinates x, y and z. Therefore, facets 

are the target of the encryption process. So, in order to 

encrypt a 3D triangle mesh we only extract facets and 

encryption them by the secret key value to obtain the 

encrypted 3D triangle mesh. 

III. THE PROPOSED ALGORITHM 

A.  Overview 

The proposed algorithm is described in Fig. 2. Facets 

are firstly extracted from 3D triangle mesh. Each facet is 

then used to interpolate the edges of a tetrahedron which is 

corresponding to that facet. The edges of the interpolating 

tetrahedron are encrypted by the secret key value K. The 

secret key value K is generated by a hashing function with 

user’s key input. The normal vector of facet is also 

encrypted by the secret key value K. After the edges and 

normal vector encryption process, the encrypted edges and 

the encrypted normal vector are used to interpolate a new 

facet. This facet is the encrypted facet. Because it is 

computed from the encrypted edges and the encrypted 

normal vector, and this new facet is always different with 

the original. The encrypted 3D triangle mesh is a set of the 

encrypted facets. 

B.  Encryption Process 

A 3D triangle mesh contains a set of facets. Each facet 

includes three vertices. Each vertex is presented by x, y 

and z coordinates. We consider a 3D triangle mesh 

𝐌 = {𝐅𝑖|𝑖 ∈ [1, |𝐌|} with |M| is the cardinalities of a 3D 

triangle mesh; 𝐅𝑖 = {𝑣𝑖1 , 𝑣𝑖2, 𝑣𝑖3 and 𝐧𝑖} is indicated the 

𝑖𝑡ℎ facet with three vertices {𝑣𝑖1, 𝑣𝑖2, 𝑣𝑖3} and the normal 

vector 𝐧𝑖 = (𝑛𝑥𝑖 , 𝑛𝑦𝑖 , 𝑛𝑧𝑖). To brief, we define the main 

notation as the following: 𝐃𝑖 = {𝑑𝑖1, 𝑑𝑖2, 𝑑𝑖3|𝑖 ∈ [1, |𝐌|]} 

is the edges of the interpolating tetrahedron that is 

corresponding to  𝐅𝑖 ; 𝐄𝐃𝑖
= {𝑒𝑑𝑖1

′ , 𝑒𝑑𝑖2
′ , 𝑒𝑑𝑖3

′ |𝑖 ∈ [1, |𝐌|]} 

is the encrypted edges; 𝐄𝐧𝑖
= (𝑛𝑥′𝑖 , 𝑛𝑦′𝑖 , 𝑛𝑧′𝑖) is the 

encrypted normal vector; 

𝐄𝑖 = {𝑒𝑖1, 𝑒𝑖2, 𝑒𝑖3, (𝑛𝑥′𝑖 , 𝑛𝑦′𝑖 , 𝑛𝑧′𝑖)|𝑖 ∈ [1, |𝐌|]}  is the 

encrypted facet. Finally,  𝐺𝐸(. ) and 𝐺𝑛(. )  are the edge 

encryption function, the normal vector encryption function 

respectively. 

The normal vector  𝐧𝑖(𝑛𝑥𝑖 , 𝑛𝑦𝑖 , 𝑛𝑧𝑖) is a vector that has 

vertex is  (𝑛𝑥𝑖 , 𝑛𝑦𝑖 , 𝑛𝑧𝑖) and the origin of vector is located 

on the plane of facet. So, we can consider  (𝑛𝑥𝑖 , 𝑛𝑦𝑖 , 𝑛𝑧𝑖) 

as a vertex in 3D space and use it together three 

vertices {𝑣𝑖1, 𝑣𝑖2, 𝑣𝑖3} to construct a tetrahedron (see Fig. 

3a). The edges from the vertex  (𝑛𝑥𝑖 , 𝑛𝑦𝑖 , 𝑛𝑧𝑖)  to three 

vertices  {𝑣𝑖1, 𝑣𝑖2, 𝑣𝑖3}  is the edges the interpolating 

tetrahedron 𝐃𝑖 = {𝑑𝑖1, 𝑑𝑖2, 𝑑𝑖3|𝑖 ∈ [1, |𝐌|]} and calculate 

as follow 

𝐃𝑖 =  (𝑛𝑥𝑖 , 𝑛𝑦𝑖 , 𝑛𝑧𝑖) −  {𝑣𝑖1, 𝑣𝑖2, 𝑣𝑖3}                 
= {(𝑛𝑥𝑖 , 𝑛𝑦𝑖 , 𝑛𝑧𝑖) − 𝑣𝑖1; (𝑛𝑥𝑖 , 𝑛𝑦𝑖 , 𝑛𝑧𝑖)

− 𝑣𝑖2; (𝑛𝑥𝑖 , 𝑛𝑦𝑖 , 𝑛𝑧𝑖) − 𝑣𝑖3} 

 = {𝑑𝑖1, 𝑑𝑖2, 𝑑𝑖3|𝑖 ∈ [1, |𝐌|]}                               (1) 

The edges the interpolating tetrahedron 𝐃𝑖  are then 

encrypted by the secret key value K. We can use the 

conventional encryption function as AES, DES or MD5 to 

encrypt the edges of the interpolating tetrahedron. Here, 

for simplicity we encrypted the edges of the interpolating 

tetrahedron by the edge encryption function  𝐺𝐸(. )  as 

shown in Eq. (2). 

𝐄𝐃𝑖
= 𝐺𝐸(𝐃𝑖 , 𝐊)                                                           

= {
𝐊

𝑖 + 1
× 𝑑𝑖1;

𝐊

𝑖 + 2
× 𝑑𝑖2;

𝐊

𝑖 + 3
× 𝑑𝑖3} 

= {𝑒𝑑𝑖1
′ , 𝑒𝑑𝑖2

′ , 𝑒𝑑𝑖3
′ |𝑖 ∈ [1, |𝐌|]}                         (2) 

The normal vector  𝐧𝑖(𝑛𝑥𝑖 , 𝑛𝑦𝑖 , 𝑛𝑧𝑖) is also encrypted 

by the secret key value K. Similarly, we encrypted the 

normal vector  𝐧𝑖(𝑛𝑥𝑖 , 𝑛𝑦𝑖 , 𝑛𝑧𝑖)  by the normal vector 

encryption function 𝐺𝑛(. ) as shown in Eq. (3): 

𝐄𝐧𝑖
= 𝐺𝑛(𝐧𝑖 , 𝐊)                                            

= {
𝑖

𝐊
× 𝑛𝑥𝑖;

𝑖

𝐊
× 𝑛𝑦𝑖 ;

𝑖

𝐊
× 𝑛𝑧𝑖}   

= (𝑛𝑥′
𝑖 , 𝑛𝑦′

𝑖
, 𝑛𝑧′

𝑖)|𝑖 ∈ [1, |𝐌|]                  (3) 

After the encryption process, the encrypted edges 

𝐄𝐃𝑖
 and the encrypted 𝐄𝐧𝑖

 are used to compute the 

encrypted facet  𝐄𝑖 = {𝑒𝑖1, 𝑒𝑖2, 𝑒𝑖3, (𝑛𝑥′𝑖 , 𝑛𝑦′𝑖 , 𝑛𝑧′𝑖)|𝑖 ∈
[1, |𝐌|]}. This facet has the normal vector 𝐄𝐧𝑖

 and three 

encrypted vertices  {𝑒𝑖1, 𝑒𝑖2, 𝑒𝑖3}  (see Fig. 3b). Three 

encrypted vertices {𝑒𝑖1, 𝑒𝑖2, 𝑒𝑖3} are calculated as shown in 

Eq. (4). 

{𝑒𝑖1, 𝑒𝑖2, 𝑒𝑖3} = (𝑛𝑥′
𝑖 , 𝑛𝑦′

𝑖
, 𝑛𝑧′

𝑖) − 𝐄𝐃𝑖
                                  

                      = {(𝑛𝑥′𝑖 , 𝑛𝑦′𝑖 , 𝑛𝑧′𝑖) − 𝑒𝑑′𝑖1; (𝑛𝑥′𝑖 , 𝑛𝑦′𝑖 , 𝑛𝑧′𝑖)

− 𝑒𝑑′𝑖2; (𝑛𝑥′𝑖 , 𝑛𝑦′𝑖 , 𝑛𝑧′𝑖) − 𝑒𝑑′𝑖3} 

(4) 
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𝐄𝑀 = 𝐄𝑖{|𝑖 ∈ [1, |𝐌|]}                      (5) 

 

The encrypted 3D triangle mesh 𝐄𝑀  is a set of the 

encrypted facets as shown in Eq. (5). Fig. 3 shows the 

encryption process for a facet of a 3D triangle mesh. 

 

 

Figure 2. The proposed algorithm. 

 
(a) 

 
(b) 

Figure 3. Encryption process for a facet, (a) edges of tetrahedron computation, and (b) edges encryption process. 

C.  Decryption Process 

The decryption process is an inverse process with the 

encryption process. The encrypted facets are extracted 

from the encrypted 3D triangle mesh. With the encrypted 

normal vector  𝐄𝐧𝑖
 and three encrypted 

vertices {𝑒𝑖1, 𝑒𝑖2, 𝑒𝑖3}, we compute the encrypted edges 𝐄𝐃𝑖
. 

The key value K is used to decrypt the encrypted normal 

vector  𝐄𝐧𝑖
 and the encrypted edges  𝐄𝐃𝑖

. From the 

decrypted edges, the decrypted normal vector and Eq. (1), 

we re-calculate the original facet. The decrypted 3D 

triangle mesh is a set of the decrypted facet. 

IV. EXPERIMENTAL RESULT 

We experimented the proposed algorithm with 3D 

triangle meshes as shown in Table I. The format of 3D 

triangle meshes is STL file, VRML file [8], [9]. The 

detailed information of test models is shown in Table I. In 

order to evaluate the proposed algorithm, we evaluate 

visualization experiments, the security and computation 

time of the proposed algorithm. Sec. 4.A shows 

visualization experiments. Sec. 4.B shows the security 

evaluation and the computation time of the proposed 

algorithm is shown in Sec. 4.C. 

3D Printing Model 

(3D triangle mesh)

Facet 

Extraction

Edges of Tetrahedron 

Interpolation

Key Value K
User Key

Hashing 

Function

Fi
Ei

Normal Vector 

Extraction

Edges 

Encryption

New Facet 

Interpolation

Normal Vector 

Encryption

Encrypted 

3D triangle mesh

Di

ni

EDi

Eni

Edges of tetrahedron computation
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A.  Visualization Experiments 

Experimental results are shown in Fig. 4. The number of 

facets in each model is different. After the encryption 

process, facets are distorted into small facets (see 

“Encrypted Mobile Case” and “Encrypted Knife”) or big 

facets (see “Encrypted Gun”), changed location, 

positioned disorderly (see “Encrypted Wheel”). This leads 

to the shape of 3D triangle meshes is changed. 

Consequently, the content of 3D triangle meshes is 

completely altered after the encryption process. Pirates or 

un-authorized users cannot extract or view the content of 

3D triangle meshes. In Cai’s method [5]-[7], the encrypted 

CAD model is changed a little (see Fig. 5a). Anybody can 

see the content of the encrypted CAD model. We used the 

experimented model in Cai’s method to experiment with 

the proposed algorithm. Experimental result is shown in 

Fig. 5b. We can see that the entire content of model is 

completely altered and any un-authorized user or pirate 

cannot view or extract the content of 3D printing model. 

Comparing with Cai’s method, the perceptual results of 

the proposed method is better than Cai’s method. 

TABLE I.  EXPERIMENTAL RESULTS 

 

Name 

 

# Facets 
Entropy (dB) Computation Time (ms) 

Proposed 
Method 

Giao’s 
Method 2 

Marc’s 
Method 

Cai’s 
Method 

Proposed 
Method 

Giao’s 
method 1 

Giao’s 
method 2 

Gun 1878 20431 20469 10216 10245 36 50 45 

Hospital Logo 6396 80872 80910 40441 40470 175 210 220 

Mobile Case 6810 86722 86760 43366 43395 189 245 236 

Knife 8662 113311 113349 55666 55695 1172 1347 1465 

Snowman 25934 380266 380304 190133 190162 1940 2289 2425 

Dog 31160 465146 465184 232573 232602 2781 2971 3477 

House 108882 1821865 1821903 910933 910962 33427 36421 41783 

Wheel 182808 3195486 3195524 1597243 1597272 43016 45243 53770 

 

 

                     Gun                                     Encrypted Gun                                        Mobile Case                                   Encrypted Mobile Case 

 

                         Knife                                                  Encrypted Knife                                           Wheel                           Encrypted Wheel 

Figure 4. Experimental results with test models. 

         

(a)                                                                                                     (b) 

Figure 5. Comparison perceptual results between the proposed algorithm and Cai’s method. (a) Results of Cai’s method; (b) results of the proposed 
algorithm. 

Original Gear Model Encrypted Gear Model Original Gear Model Encrypted Gear Model
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B.  Security Evaluation 

In order to decrypt the encrypted 3D triangle mesh, any 

pirate has to decrypt all the encrypted facets of 3D triangle 

mesh without knowledge of the keys. In our method, we 

used the SHA-512 algorithm with a 128 bits salt to 

generate random keys [10]. The length of the bits salt can 

be altered to 128, 256 or 512. Thus, if a user uses an 

English words of length 𝐿𝑘  as his password, an attacker 

has to calculate 𝐿𝑘 × 2128 keys to access the encrypted 3D 

triangle mesh. To evaluate the security of the proposed 

method, we will analyze the entropy of the encrypted 3D 

triangle mesh. If the entropy is high, the security will be 

high.  

The entropy 𝐻(𝑥) of a discrete random variable 𝑥 with 

a possible value {𝑥1, 𝑥2, … , 𝑥𝑛} is defined as 

𝐻(𝑥) = − ∑ 𝑝(𝑥𝜏).

𝑛

𝜏=1

𝑙𝑜𝑔2𝑝(𝑥𝜏)                 (6) 

where 𝑝(𝑥𝜏) is the probability density function of 𝑥  on 

range {𝑥1, 𝑥2, … , 𝑥𝑛}. From the equations in Sec. 3, we can 

see that the encrypted 3D triangle mesh is a set of the 

encrypted 3D triangles, thus the entropy of the encrypted 

3D triangle mesh is dependent on both the secret key K 

and the number of facets |M|. But K and |M| are random 

independent variables. So the entropy of the encrypted 3D 

triangle mesh 𝐻𝐌 is the sum of the entropies of variables 

K and |M|, and determined by Eq. (7). 

𝐻𝐌 = 𝐻(𝐊) + 𝐻(|𝐌|)                                  
= |𝐊|. log2 |𝐊|) + |𝐌|. log2 |𝐌|)               (7) 

Summary, the entropy of the encrypted 3D triangle 

mesh is dependent on K and the number of facets |M|. 

Assume that the secret key K is fixed, we can calculate the 

entropy of the encrypted 3D triangle mesh according to the 

number of facets |M| as shown in Table I. The entropy of 

the encrypted 3D triangle mesh is formed from 20431 dB 

to 3.19x10
6 
dB with |𝐌| ∈ [1878, 182808]. From Eq. (7) 

and Table I we can see that if |M| is high, the entropy will 

be high. 

In Marc’s method [4], he used the secret key K to 

encrypt and change the location of the vertices of 3D 

triangle mesh in OXYZ space. Simply, we can understand 

that Marc’s method encrypted the vertices of 3D triangle 

mesh by a secret key K. But the number of vertices in a 3D 

triangle mesh is always smaller than the number of facets. 

Thus the entropy of this method is always lower than the 

proposed method. With test models in Table I, the entropy 

of Marc’s method is formed from 10216 dB to 1.59x10
6
 

dB (see Table I). In Cai’s method [7], he encrypted the 

features of 3D CAD model by a random 3x3 matrix that is 

generated by a secret key. Thus, we can consider that Cai’s 

method encrypted 3D CAD models based on features and 

a random matrix by a secret key K. So, the entropy of this 

method is dependent on both the number of features and 

the 3x3 matrix. In experimental results, around 50% of 

facets are selected as the feature of 3D CAD model. With 

test models in Table I, the entropy of Cai’s method is 

formed from 10245 dB to 1.597x10
6
 dB. In Giao et al. [11] 

(Giao’s method 1), the entropy of this method is dependent 

on both the number of clusters, the secret key K, and the 

number of facets |M|. Thus, the entropy of this method is 

also higher than the proposed method. In Giao et al. [12] 

(Giao’s method 2), beside the distortion process to encrypt 

the 3D triangle mesh, we also encrypted the interpolating 

vector, curvature coefficients and control points of the 

interpolating curve from facet. Thus the entropy of this 

method is also dependent on the number of the 

interpolating vector, control points, and curvature 

coefficients. This leads to the entropy of Giao’s method 2 

is always higher than the proposed method. In Giao et al. 

[13] (Giao’s method 3), the entropy of this method is only 

dependent on the secret key K and the number of facets 

|M|, thus the entropy of this method is equal with the 

entropy of the proposed method. Fig. 6 shows the entropy 

of the proposed method with the entropy of previous 

methods (Cai’s method and Marc’s method) according to 

the number of facets. The entropy of the proposed method 

is always higher than the entropy of previous methods. 

Consequently, the proposed method is better and more 

security than previous methods. 

 

Figure 6. Entropy of the proposed method according to the number of 
facets. 

C.  Computation Time 

In our experiments, we used an Intel Core i7 Quad 3.5 – 

GHz, 8 GB of RAM, Windows 7 64-bits, and C++ on 

Visual Studio 2013. The computation time of the proposed 

method is dependent on the number of facets. With test 

models in Table I, the computation time is formed from 

36ms to 43016ms with  |𝐌| ∈ [1878, 182808] . From 

Table I we can conclude that if the number of facets is 

small, the computation time is small and otherwise. In 

Marc’s method, he did not show the computation time, so 

we could not compare Marc’s methods with our method. 

In Cai’s method, he only analysis the complexity time. The 

computation time of Cai’s method is dependent on the 

time of valid check CAD model, time of feature 

encryption and time of CAD model encryption. He 

concluded that the enough to meet user’s requirements. 

With the dependent on three processes in Cai’s method, 

we consider and evaluate that the computation time of 

Cai’s method is greater at least two the computation time 

of our method. Comparing to Cai’s method, our method is 

faster than Cai’s method. Previously, we (Giao et al. [11], 

Giao et al. [12] and Giao et al. [13]) also proposed some 

encryption methods for 3D printing models. Giao’s 
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method 1 and Giao’s method 3 are selective encryption 

methods in the frequency of discrete cosine transformation 

(DCT). The computation time of these methods is 

dependent on the K-mean clustering algorithm [14] and 

the processing time in DCT domain. Thus, the 

computation time of these methods is more expensive than 

the proposed method. In Giao’s method 2, there are many 

steps in the encryption process, thus the computation time 

of this method is also more expensive than the 

computation of the proposed method (see Table I). Fig. 7 

shows the computation time of the proposed method, Cai’s 

method, Giao’s method 1, and Giao’s method 2 according 

to the number of facets. The proposed method is faster 

than previous proposed methods. 
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Figure 7. Computation time according to the number of facets. 

V.  CONCLUSION 

In this paper, we proposed an encryption algorithm for 

3D printing models. It is based on encrypting the edges of 

the interpolating tetrahedron by a secret key. The facet of 

3D printing model is used to interpolate the tetrahedron, 

and the edges of the interpolating tetrahedron and the 

normal vector of facet are then encrypted by a secret key. 

The proposed algorithm is more effective than previous 

methods. It is also responsive to the various formats of 3D 

printing model because the proposed method only 

encrypted the geometric features of 3D printing model. It 

provides a better solution and is more security than 

previous proposed methods. It can be applied to the 

secured storage and transmission. Next time, we will 

improve and apply the proposed algorithm to some storage 

systems. 
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