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functioning of the system of integrated Risk Management
(RM) [2], [3].
In this work we try to identify and analyze
systematically the research about the management of RIS
published in major bibliographic databases. Interested to
know what the state of the art, know what are the existing
methodologies, the efficiency and effectiveness of these
methods, how to assesses these kind of systems, the
successful cases in the methodologies implementation,
how the implemented controls have matured, the
adjustments for cloud computing, the use of strategies
and techniques unconventional as Artificial Intelligence.
To achieve this objective was used the literature search
strategy called Systematic Review (SR). It is the
implementation of a detailed and systematic process
where is defined the form of conducting the search for
papers published in major bibliographic databases of the
world recognized and accepted by the scientific
community.
This paper was structured in four sections. At first is
presented the introduction. Secondly, it is presented the
materials and methods. In the section three is detailed and
discussed the systematic review performed. Finally, in the
section four is discussed some relevant points and
addressed future works.

Abstract—The risks of information assets have complex
nature; the management of risk of information security is
addressed by different approaches. The aim of this work is
to establish the state of the art in the management of risk of
information security. To achieve this purpose we conducted
a Systematic Review of the literature in the main
bibliographic databases. It determined that there are several
studies about the methods, exist different approaches about
the risk analysis including the Artificial Intelligence. There
are studies about the aligning of business plans with the
aspects of information security but little information about
the results his implementation, maturity and simulation of
controls. It should investigate more about these
shortcomings. 
Index Terms—information assets, state of art, risk analysis,
risk assessment

I. INTRODUCTION
Due to the increase of mobile computing, cloud
computing services and the use of social networks, the
information is more and more in risk. Information
Security (IS) studies the preservation of integrity,
confidentiality and availability of information assets [1].
To manage information asset risks, Information Security
Management System (ISMS) have been implemented.
This kind of system has an important component, the
management the Risks of Information Security (RIS).
The Management the Risks of Information Security
(MRIS) comprising i) identification of RIS, external
events that could have a negative impact on information
assets; ii) analysis of RIS, the cataloging, understanding
and appreciation of the issues related to RIS; iii)
treatment of RIS, lead to the development of a risk
treatment plan, where RSI management criteria are
defined; iv) implementation of controls, a set of
safeguards grouped by projects, both organizational and
management, and implementation of technological
measures; and v) monitoring and control of RIS, It
consists in evaluating the existence and proper


II. SYSTEMATIC REVIEW
Systematic Review (SR) is a method of bibliographic
research for evaluates and analyzes the research that
exists about a particular topic or an area of interest in
reliable sources of scientific information [4], [5]. In
contrast to a conventional literature review, a SR follows
a strict and well-structured sequence of methodological
steps, which ensure a high scientific value of the results.
This methodological structure allows the review can be
repeated for any researcher interested in the issue by
following the steps set. Consists of three main blocks of
activities: i) planning review, ii) conducting the review;
and iii) reporting the review. When planning SR, the
purpose and scope of the work is defined. The purpose of
the investigation is clearly established through the
research questions, which are associated with the
objectives of the SR. When conducting the SR, a critical
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analysis of selected works is done in order to answer the
research questions.
Based on preliminaries studies, we posed the six
research questions (see Table I). These research questions
guided the design of the review process. Studies dealing
with RM in general, that deal with the management of
other risks not considered technical and gray information
were not analyzed (exclusion criteria). The empirical
studies were identified from the Science Direct, ACM
Digital Library, IEEE Xplore Digital Library, SCOPUS,
Google Scholar, ProQuest, EBSCO databases.
TABLE I.

III. RESULTS AND DISCUSSION
A. Methods for Managing RIS
ISO 27005:2008. Establishes guidelines for the MRIS.
It is the complement of the ISO/IEC 27001 and ISO/IEC
27002 standards, which define the need to manage the
RIS, without specifying how. It is perceived as
formalizing international requirements to be met by a
methodology of MRIS. The critics of this standard do not
see a real contribution in it. Criticism focuses on that the
new standard not delves really into MRIS, it is merely a
declarative framework. Regardless of the controversies,
this standard has generally served as a reference and
inspiration for the proposed and formulation of others
methods for the treatment of RIS [6].
MAGERIT. It is an open methodology with
widespread use in the Spanish context and mandatory for
use in Spanish public administration. It is structured into
three parts: method, catalog of elements and technical
guide [7].
OCTAVE. Focuses on the study of organizational risks,
mainly in aspects related to every day work in
organizations [8], [9]. One of its peculiarities is that it
must be performed by personnel belonging functional
units and information technology area. There are:
OCTAVE (for large organizations), OCTAVE-S (for
small organizations) and OCTAVE Allegro (defined to
analyze risks with a greater focus on information assets,
as opposed to the approach in information resources).
CRAMM. It is implemented in three phases: i)
establishment of security objectives, ii) risk assessment;
and iii) identification and selection of counter-measures.
It is applicable to all kinds of information systems and
can be used in all stages of the life cycle. Provides a tool
that supports it, which a database of more than 400 types
of assets, more than 25 types of impacts, 38 types of
threats, 7 types of risk measures and more than 3,500
safeguards [6], [10].
EBIOS. Provides a comprehensive methodological
approach in accordance with the main international RM
standards. Establishes a baseline for the certification of
competencies related to RM and is applicable to both the
public and private sectors, small medium and large
enterprises in francophone countries [11].
IT Baseline Protection Manual. Interprets the general
proposals of the family ISO 27000 and helps users to
implement them in practice with many notes, examples
and background knowledge [11].
NIST SP 800-30. It is part of the SP800 series
dedicated to IS and published by National Institute of
Standards and Technology. This series includes a
methodology for the analysis and MRIS aligned [6], [10].
ARIMA. Covers more fully the processes of ISO/IEC
27005 not covered with methodologies like CRAMM,
EBIOS, OCTAVE. The core is to combine the
advantages of such methodologies, leveraging the proven
techniques and adapt them to comply with the MRIS
process [1].
MEHARI. Developed for help managers to do MRIS
and reduce the associated risks. Reducing risk involves a

MAIN MOTIVATIONS AND RESEARCH QUESTIONS

Main motivation
Determine
and
analyze
scientific studies about the
methodologies for the MRIS
Identify studies about analysis
of RIS
Identify and analyze the
efficiency and effectiveness of
MRIS
Identify research dealing with
the use of Artificial Intelligence
in MRIS
Identify and analyze research
dealing about maturity of
controls in MRIS
Identify and analyze studies
that treat adaptations of
controls of MRIS to Cloud
Computing

Research question
RQ1:
What
are
the
methodologies and methods to
manage RIS?
RQ2: How the analysis of RIS
is done?
RQ3: How the efficiency and
effectiveness
of MRIS is
measured?
RQ4: Are the MRISs addressed
by Artificial Intelligence?
RQ5: How
maturity of
controls
for the
RIS is
addressed?
RQ6: Are the criteria for MRIS
appropriate
for
cloud
computing?

The search was performed on March 2015. The search
strings used are showed in the Table II, we perform one
search for each research question. After reviewing the
abstract, introduction and conclusions of the studies, the
content was analyzed and finally were selected the
articles that answer the respective research questions. The
studies were categorized in eleven topics in order to
organize the studies for each question. A total of 70
studies were analyzed.
TABLE II. SEARCH STRINGS FOR RESEARCH QUESTIONS
Search strings
((risk management information
security) AND
RQ1
(method OR methodology OR
process))
(risk information security
RQ2
assessment)
((risk management information
security) AND
RQ3 (effectiveness OR efficiency OR
metric OR reliability OR
satisfaction))

RQ4

RQ5

RQ6

Topic

Quantity

Methods

16

Evaluation

17

Effectiveness

3

Efficiency

4

Neural networks
((risk management information
Genetic
security) AND
Algorithms
(neural network OR genetic
Fuzzy logic
algorithm OR fuzzy logic OR
Bayesian
bayesian networks OR
networks
ontologies))
Ontologies
((risk management information
security) AND
Maturity
(maturity OR control))
((risk management information
security)
Cloud Computing
AND (cloud computing))

© 2016 J. Adv. Inf. Technol.

4
4
10
3
3
3

3

2

Journal of Advances in Information Technology Vol. 7, No. 1, February 2016

Qualitative methodologies. Reference [24] has made
several proposals for qualitative analysis as AHP, Neural
Networks (NN), fuzzy theory, among others, which use
mathematical and statistical tools. Reference [25]
discusses the relationship between the concepts and
processes for MRIS, based on the operations and the way
of organization of the institution. They conclude that
these two processes cannot be conceived separately, they
show that both efforts respond to the same goal.
Reference [26] outlines how a RIS assessment method
can be elaborated using knowledge-centric analysis of
information assets, suggest the use of a genre-based
analysis method for identifying organizational
communication patterns, through which organizational
knowledge is shared.
Hybrid methodologies. Reference [27] proposes a
hybrid procedure for evaluating RIS. They suggest the
use of 17 groups of controls proposed by the NIST. First,
they use Decision Making Trial Evaluation Laboratory to
obtain a map of relationships between controls, secondly;
they use Analytic Network Process to obtain a
classification of the risk obtaining quantitative data. For
the qualitative part they suggest using expert opinion and
professionals. In [28], AHP was used for MRIS to realize
the transformation from qualitative analysis to
quantitative analysis getting the weight of risk factors and
uses PDCA (Plan-Do-Check-Action) cycle method..
Successful cases. Reference [29] presents the results
after the implementation of a MRIS for small
organizations based on OCTAVE-Small. Reference [30]
presents an implementation of MRIS in a system video
call from mobile phones in medical emergencies.
Reference [31] shows the implementation of MRIS in the
manufacturing industry in China. Reference [32] does the
guidelines of a Business Continuity Plan for egovernment in China. Reference [33] presents a method
adapted for MRIS for public organizations in Turkey.
Reference [34] exhibits the implementation of a system
of MRIS for a Hospital Pediatric Italian based on
ISO/IEC 27002. Reference [35] makes a study on the
security risks in RFID based on the recommendations of
ISO 27001.

prior knowledge of management strategies and business
processes in order to optimize the investments in security
measures both technical and organizational [7].
Microsoft’s Security Management Guide. Establishes a
formal process for the MRIS, allowing companies to
operate in the most effective manner with an acceptable
level of risk [12].
CORAS. It is a method for MRIS using primarily the
interviews with experts. It uses i) the UML for defining
models for assets, threats, risks, safeguards; ii) a
graphical editor based on Microsoft Visio; iii) a library of
reusable cases and iv) a textual representation of graphic
language based on XML [13].
COBIT. It is a framework for the management of
Information Technology (IT), as well as support tools that
allows to bridge the gap between control requirements,
technical issues and business risks. In relation to IS and in
particular the management of RIS, COBIT contains a
framework called Risk IT consisting of a set of guiding
principles for MRIS, Risk IT complements [14], [15].
ISM3. It is a management methodology of maturity of
controls of MRIS. It is aligned with quality management
ISO 9001 and applied to the ISMS. It establishes different
levels associated with the controls in MRIS [16]. The aim
is to provide best practices to achieve the highest level. It
complies with the requirements of ISO/IEC 27001 and
presents other methods [3].
B. Evaluation of RIS
Quantitative methodologies. Reference [17] adopts
data mining to find the relationship between asset and
threat-vulnerability, and propose a method identifying
threat and vulnerability. Reference [18] presents a RIS
method that considers risk elements, like asset
dependency, vulnerability dependency, etc. during risk
computation. Reference [19] combines Analytic
Hierarchy Process (AHP) and Group Decision Making
(GDM) methods for propose a new method for MRIS.
AHP is a technique to generate models for structured
problems of making decisions. It is now used as a
technique to support other problems of unstructured
nature. GDM is a participatory process in which multiple
individuals acting collectively to analyzing problems and
proposing solutions. Reference [20] presents an approach
based on AHP and Formal Safety Assessment (FSA) for
MRIS. FSA is a methodology, aimed at assessing the risk
related to maritime safety and the protection of the
marine environment. Reference [21] proposes a MRIS
method that considers both the enterprise objectives and
the scalability in the Attack tree (AT) model. Reference
[22] uses the Fault Tree Model for MRIS. They analyze
the risk and his probability and calculate the risk structure
overall of the system and the main faults which can be
quantitatively analyzed, they establish methods to
diagnose faults and how to treat them. Reference [23]
uses Danger Theory (DT) for immunology to propose a
DT model for the MRIS, consider the correlation between
the evaluation factors to determine the dynamic
assessment of changes of the risk. Reference [3] presents
a method for MRIS based on the models Callio Secura
(CS) and Microsoft Assessment (MS).
© 2016 J. Adv. Inf. Technol.

C. Efficiency and Effectiveness of Controls
Boehmer [36] affirms that the study of efficiency and
effectiveness in the MRIS is related to the efficiency and
effectiveness of the ISMS, also asserts that both are not
addressed by most for MRIS methodologies, and that
MRIS are generally understood in terms of quality and
are therefore described by COBIT without specifying
how they should be measured. The measurement of the
efficiency and effectiveness of controls should be done
under the concept of organizational value chain.
Reference [12] argues that efficient in MRSI is the ability
to establish the proper alignment between the cost of
implementation and the real risk that the organization
must assume. Reference [37] proposes a method for the
selection of the optimal investment in IS based in
quantifying system protection values and defines metrics
to measure the risk. Reference [38] makes a study of the
effectiveness of MRIS by relating the investment in
3
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constructed to identify multi stage attacks. The Dynamic
BN models help to detect the uncertain relationship
associated with the risk event. The next task is inferring,
where evidence is updated dynamically for the multiple
time slices. Finally, a diagrammatic representation of the
attack scenario and the constructed Dynamic BN is
shown to explain the effectiveness of the model in
identifying multi stage attacks
Fuzzy Logic. Reference [51] adopts fuzzy decision tree
to evaluate the information security risk assessment for
decision-makers. Reference [52] presents a method for
MRIS based on operations with Fuzzy Numbers (FN),
Fuzzy linguistic variables and opinions of experts
integrated into triangular FN. Reference [13] proposes a
method for evaluating the RIS using FL. It quantifies the
risk of assets and determines the degree of dependence of
the shared information, then gets the optimal points in
each level of risk as central points, using the algorithm Kmeans. Reference [42] presents a mechanism for the
generation of RIS, based on the assessment of risk factors;
the model for the evaluation of the RIS system is built
using the Fuzzy Analytic Hierarchy method. ShameliSendi [53] presents a model for the evaluation of RIS. It
is based on multiple criteria for decision-making and uses
FL, it is proposed as a qualitative approach in accordance
with ISO/IEC 27005 considering the business processes
both of management and operational levels. Reference
[54] proposes a method to integrate multiple levels of
assessment Fuzzy Grey for assessing quantitative the RIS.
Reference [55] does an improved Fuzzy AHP method
based on triangular FN, the calculation model is
established. The evaluation of information security
systems is made by using a fuzzy integral assessment.
Reference [56] uses the FL and the Gray Relational
analysis for evaluation of RIS. Reference [57] presents a
model for the evaluation of RIS based on DT, they
propose and provide a method of calculating the risk
based on this model by reference to the dynamic
characteristic of the theory of immunology. Reference
[58] proposes an approach based on the theories of fuzzy
comprehensive judgment. It analyzes the risk factors of
the IS such as the system risk, network risk, security
management risk, environment risk and operation risk.
Ontologies. Reference [59] discussed how to use
ontologies in the construction of knowledge base for the
RIS. Reference [60] presents an ontological model for the
MRIS. Reference [61] proposes ontology knowledge base
construction method for information security, discuss the
ontology construction processes.

MRIS versus the losses that occurred because of safety
incidents. Describes a model for determines the optimal
amount to invest in IS. Reference [39] presents a holistic
approach to implement or upgrade ISMS. They propose
meta-processes and present the specifications that should
have a virtual platform for sharing.
D. Artificial Intelligence and MRIS
Neural networks. Reference [40] proposes a model for
MRIS, based on one type of NN. Zhao [41] applied the
theory of statistical learning (SLT) of NN. It establishes
the usefulness of applying this theory to solve the
complicated problems of the MRIS. It claims that is
effective the application of SLT to defend of the
imprecise and potential risks, and is also effective for
automatic reduction of the magnitude of security
incidents. Reference [42] proposed a method for MRIS
which combines wavelet NN (WNN) and the of entropygrey correlation, they do the comparisons between WNN
and other traditional estimation methods in terms of
convergent speed, training precision and forecasting
effect. Reference [43] combines the theory of WNN and
Fuzzy Logic (FL). It concludes that the uncertainty in the
MRIS and the subjectivity of the assessment can be
reduced by using this technique.
Genetic algorithms. Reference [44] presents a system
for the MRIS by using Genetic Algorithms (GA) to
search for rules identifying risks based on historical data.
It develops a Bayesian network (BN) to predict the risks
by identifying its origin to establish appropriate measures
and reduce the probability of risk. Reference [45]
proposes a method for risk detection, based on
optimization GA-Chaos and NN RBF. Chaos is a
common nonlinear phenomenon in nature, having
intrinsic random properties and implicit rules.
Optimization GA-Chaos combines the chaotic search
properties with the parameters to be optimized. It
encoding the chaotic variables, which are represented as
chromosomes, does the chaotic intersection and the
chaotic mutation according to the principle of survival of
the fitness. The GA-Chaos was first used to optimize the
structure and its weights for higher learning and
generalization ability of the RBF model detected. The
RBF model was then used to train and test data-sets
intrusion. Reference [46] proposes a multi- objective GA
that was used as an optimization technique capable of
finding optimal solutions. The result of the optimization
routine is a set of solutions, the final decision can be
implemented to reduce risk and meet a certain budget.
Tamjidyamcholo [47] apply a GA for reducing the
uncertainty of RIS.
Bayesian networks. Reference [48] presents a BN for
the treatment of RIS, uses probabilistic reasoning to find
the value of the risk and combined with expert knowledge
previously stored. Reference [49] proposes a model for
RIS assessment based on observed cases and the domain
experts. A GA is applied to find the rules for
identification of RIS based on historical data. To identify
the causal relationships of risk factors and predict the
probability of RIS, a BN is developed. Reference [50]
presents an approach; where Dynamic BN models are
© 2016 J. Adv. Inf. Technol.

E. Maturity in MRIS
Reference [62] presents a model with three maturity
levels that determine the degree of IS. Reference [63]
describes the structure of a model for assessing the
maturity level of process of MRIS, aligned with ISO/IEC
27005. Reference [64] presents a framework for the
MRIS as a unified platform to address the complex
evolution of RIS. They say that given the endemic nature
of RIS, the approach requires periodically rethink the
MRIS. This approach depends on the maturity level of
MRIS controls.
4
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Simulation of controls of RIS. This is not done with
conventional methods; however are used algorithms for
training and learning NN, unconventional optimization of
GA, algorithms of BN. There is a little literature on the
simulation of controls for RIS. Boehmer [65] uses game
theory (GT) to simulate the route of infection to an
alleged attack by viruses.

[7]

[8]

F. Cloud Computing and RIS
Reference [66] presents a model to adapt to the cloud
computing, according the ISO 27000 family of standards.
Reference [67] presents a framework for MRIS in the
cloud, covering models of services and models of
implementation. Reference [68] formulates the
implications of Cloud Computing risks on personal health
information.

[9]

[10]

[11]

IV. CONCLUSIONS
The MRIS is widely treated in several projects, was
studied in detail methodologies, analysis of RIS, but there
are few studies related to the efficiency, effectiveness and
maturity of the controls, which opening possibilities for
future research. The complex nature of RIS involves
aspects of uncertainty, dynamism and probability which
have determined the use of AI techniques such as NN, FL,
GA and other such as GT, Bayesian networks, HAP. To
achieve a higher level of deployment of cloud computing,
it needs to adapt the recommendations of the standards of
IS to this new technology. There are few studies on this
subject. There is a little evidence for the existence of an
integrated approach to the MRIS that considers both the
design of the information system for RIS and the analysis
of RIS. This need is being addressed as a research by the
European project CORAS. There is an urgent need for
research to simulate the IS controls before deployment in
organizations using such GA or NN. It is recommended
research that emphasizes the maturity of controls, RIS
within a holistic environment and continuous
improvement. Research should be done on ontologies to
formulate structures to automate MRIS and developed
software tools to support it.

[12]

[13]
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