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Abstract— Data sharing and file distributions are the two 
primary functions of network attached storages. Fibre 
Channel based Storage Area Networks (FC-SAN) has 
become a more popular solution for the enterprise storage 
requirements and provides high speed data transfer with 
high availability, scalability and reliable storage solutions. 
As SAN keeps and shares entire organizations critical 
information, it is considered to be more vulnerable to the 
attackers who gain a single point of access. In most of the 
data sharing operations among network users, uses 
encrypted data transfer with proper key management. 
Securing the SAN data with public key algorithm like RSA 
is the least less discussed topic and generating keys is a 
difficult task in distributed environment like Storage Area 
networks. SAN, considered to be a heterogeneous network, 
needs distributed key management for the scalability which 
is one of the important advantages of using SAN. This 
research paper explores the deployment of RSA algorithm 
with component based key generation without a key server. 
This paper also uses compression algorithm ALDC to 
compress the data during transmission for faster data 
transfer. The SAN performance was analyzed after the 
implementation RSA and ALDC algorithm in a customized 
testing SAN scenario and throughput analysis done for the 
effectiveness of cryptographic key management.  
 
Index Terms— Storage Area Networks; FC-SAN; Fibre 
Channel Protocol (FCP); RSA; Public Key; Secret Key; Key 
Management; Key Distribution 

I.  INTRODUCTION 

Securing data during transmission has become a 
difficult task, in particular when the data is traversing 
through heterogeneous networks like Storage Area 
Networks (SAN). Applying cryptographic algorithms to 
secure the data during its transmission in conventional 
networks such as LAN, WAN, WLAN are much 
discussed topics and the SAN is one area where focus 
needs to be given. Group communication needs a secured 

way of transmitting information and in the last twenty 
years group based security and key management has 
become one of the most discussed and researched areas 
[2][1]. It is important to protect information transmitted 
through network from various attacks, both internally and 
externally either by sending encrypted forms or using 
some other methods. During the transmission, if an 
unauthorized user intercepts and gains access to the data 
then it is difficult get the original information since the 
information is encrypted and needs the proper key to 
decrypt it and read the data [7]. Most of the data transfer 
happens in the group of users among networks and many 
users will join and leave during the sessions. So, 
generating a new set of keys for freshly joined members 
of the group and revoking the left users is the job of the 
key management. RSA is one of the oldest cryptographic 
algorithm maintain the public key and secret key in an 
effective manner [8]. Identity, group identity and 
component identity based key management is more 
efficient when compared to the normal cryptographic key 
management [24]. The basic requirements of 
cryptographic system such as confidentiality of 
information, proper authentication and integrity of stored 
data are achieved using the group key agreement protocol 
using the well managed key management. The growth of 
digital information has become very rapid in the last few 
years due to the use of modern gadgets, internet and 
automation of various manual works. The sources of 
digital contents are widening day-by-day. The digital 
contents are managed by various storage models such as 
Direct-Attached-Storage (DAS), Network-Attached 
Storage (NAS) and Storage Area Networks (SAN). SAN 
is a specialized network as described in  “Fig. 1” whose 
primary purpose is to the transfer of data between 
computer systems and storage elements and vice versa 
[3][4].  
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Figure 1. Storage Area Networks 
 

The major benefits of SAN includes, increased disk 
usage, improved sharing among users, high speed data 
transmission over the network using fibre channel, 
centralized backup, storage consolidation, reduced TCO, 
enhanced manageability, better disaster recovery and high 
availability. SAN uses its storages in an external 
environment is one of the unique characteristic which 
make SAN as top of the enterprise storage solution. SAN 
is an isolated network from the conventional network and 
its users and still the attacker’s gains control of stored or 
transmitted data [6].   

II.  CRYPTOGRAPHIC KEY MANAGEMENT 

 Key management mainly focuses on key generation, 
distribution, use and destroys for the encryption and 
decryption of data. There are two types of key 
management in place such as, i) centralized group key 
management with centralized key server which can be 
used for the distribution of keys and ii) decentralized 
group key management without the key server where in 
the key distribution is taken care by the smaller sub 
groups. The benefit of decentralized group key 
management without the key server provides the 
scalability which is the primary requirement for storage 
area networks. Scalability will help the users to get 
dynamic storage allocation. This paper uses decentralized 
group key management to get the scalability without a 
key server.  Key management system for the SAN 
combines the devices, people and operations required to 
create, maintain and control keys used in encryption and 
decryption of information either at data-at-rest or data-at-
transit. Key generation is the process of generating an 
entity which is not known to unauthorized users and can 
be known only to the owner and will be used to encrypt 
and decrypt the data to facilitate cryptography techniques 
[8]. The major functions of key management illustrated in 
“Fig. 2”, are but not limited to: 

 
i. Key initialization and generation 
ii. Store the keys in a database to be compared with 

each new key generated to avoid the repetition 
of keys 

iii. Distribution of keying materials among group as 
public and secret keys 

iv. Use of keying material over the network 
v. Terminate, update, revoke and destroy of keying 

material 
vi. Storage, backup/recovery and archiving of 

keying material 
 

Why is key management very important to focus more 
on? The simple answer is, key management will open a 
path to the attacker to read all the keys which are used by 
various users so that the attacker can use the keys to 
interpret the data. Good key management practices start 
right from the generation of the keys. The key generation 
should be tough enough to generate and not the same 
generated twice. The objective of better key management 
is to maintain the keys such a way so that any threats and 
risks for the keys will be addressed appropriately. The 
most common threat to the key management was: 

 
i. Threat to the confidentiality of secret keys 
ii. Originality of public keys  
iii. Unauthorized use of public or private keys 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Figure 2. Key Management Life-Cycle 

 
In cryptography, there are a number of threats to the 

keys where an attacker would like to gain control over the 
mission critical information’s. The prime requirements of 
data are confidentiality, integrity and availability risked 
by key exposure, key modification by attackers and the 
denial of access once the attacker gains the control of 
data which can lead to a business outbreak [11].  

III.  SAN DATA SECURITY 

To protect the organization information’s stored in 
SAN involves the implementation of appropriate security 
methods [5] and encryption is one of the techniques to 
protect it. Conventional networks such as LAN, WAN, 
MAN, WLAN and other ad hoc networks heavily use the 
encryption algorithms [10] such as DES, 3DES, AES, 
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RSA etc. SAN uses Fibre Channel Protocol (FCP) for its 
data transmission and it also uses Fibre Channel Secure 
Protocol (FCSP) to transport encrypted data from one 
place to another and vice versa. The application of 
encryption algorithm over FCSP is less focused area so 
far. These days, research is conducted at various levels 
the research is aimed to use encryption algorithm to 
protect the data during transit. The Storage Area Network 
data can be protected in two ways, Data-at-Rest (DAR) 
and Data-at-Transit (DAT). Set of specialized security 
techniques applied to protect the data-at-rest includes 
Disk Encryption, Secured File System (SFS), and 
Cryptographic File System (CFS) etc and applying such 
techniques is not the scope of this paper. This paper 
mainly focuses on the data-at-transit by applying the 
appropriate algorithm to protect SAN data while it is 
transmitted over the network.  SAN send and receives the 
data over Fibre Channel, LAN and WLAN, etc. The 
methods involved in a comprehensive security in storage 
area networks are, 

i. Authentication 
ii. Access Control 
iii. Encryption 

 
Authentication involves recognizing the genuine users 

and allowing them to use the data and de-recognize the 
unauthorized users (eg. RADIUS, CHAP etc.). Access 
control involves to level of access to the authorized users 
i.e. which user to access what data (eg. Zoning and LUN 
masking). Encryption involves applying appropriate 
techniques to convert the readable format to unreadable 
with the help of secret keys so that one cannot read the 
data without the key used during encryption [16]. Unlike 
other networks, the use of encryption methods do not 
affect the performance of data transfer because the SAN 
uses high speed fibre channel which is much higher than 
the conventional networks [5]. There are several methods 
employed to encrypt the data and the commonly used 
method is, Advanced Encryption Standards (AES). The 
some of the encryption techniques involved in data 
protection are, Full Disk Encryption (FDE), AES, DES, 
3DES, Serpent, Two fish and many more[12]. To 
implement the encryption techniques, there are various 
types of encryption methods are involved, such as 
Symmetric and Asymmetric. Symmetric algorithms uses 
single key for both encryption and decryption whereas 
asymmetric uses public and private keys makes more 
secured than symmetric key algorithms. 

 
 In general, most of the encryption methods use 

symmetric cryptography, there is a big risk of key 
exposure in a network during the transit and if anyone 
reads the key can easily decrypt the data. To avoid the 
‘key exposure’, a public key concept was introduced [8]. 
The public key removes the feature of using the same key 
to encrypt and decrypt it. The public key as its name 
implies, sends to public wherein the private key is kept 
secret in the source itself. So, the public and secret keys 
are used to encrypt and decrypt the information that is to 
transmit over the network, safely. 

IV.  PROPOSED COMPONENTS BASED KEY MANAGEMENT 

    The proposed SAN data security uses the modified 
RSA algorithm which is used to protect the data from 
attackers during the transmission of data with improved 
components based key generation. The compression 
algorithm is also used along with RSA algorithm for the 
better performance of high volume data transfer. The use 
of compression algorithm is to increase the speed of the 
data transmission. The compression algorithm used in the 
work is Adaptive Lossless Compression Algorithm 
(ALDC) from ECMA [13].  The storage area network test 
scenario divided in to 3 physical parts “Fig. 3”.  

1. Clients with TCP/IP 
2. Servers with TCP/IP & Key Generation 
3. SAN with Fibre Channel 

 
    The Fibre Channel based storage area network along 
with storage devices is one part and the servers connected 
to the SAN with Fibre channel is second part.   The third 
part is a user level LAN. 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3. SAN Test Scenario 
 

A. The Key Generation Algorithm 
     RSA refers to Rivest, Shamir and Adleman, the names 
of three inventors who invented this public key algorithm 
in 1977 which named first commercial algorithm. RSA 
algorithm key generation is one of the fewest algorithm 
used widely today to protect the information and for the 
secured communication [14]. The RSA algorithm 
supports lengthier keys which make the data more 
secured. RSA algorithm is considered to be a public key 
algorithm which operates a public key for encryption and 
a private key for decryption [21][6][20]. The RSA 
algorithm’s key generation incorporated with the SAN 
native component addresses for key generation is 
explained below: 
 
    If the K1 and K2 are not prime numbers, then the next 
lowest prime number will be calculated each time. The 
World Wide Name or WWN is a 64 bit address used in 
fibre channel networks to uniquely identify each element 
in FC network [17]. 
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WWNs are 64 bits in length, grouped into 8 hexadecimal 
pairs, separated by colons, for example, 
00:00:00:00:00:00:00:00. The format of the WWN is 
determined by the first four bits (effectively the first 
digit) which specifies the Network Address Authority 
[18]. Each time the ‘p’ and ‘q’ are generated, they are 
stored in the database and checked for checked whether 
these are prime numbers and its repetition. If the 
generated key is already used, the two prime numbers ‘p’ 
and ‘q’ will be regenerated or added with next prime 
number which gives a fresh set of keys.  
 
   The RSA algorithm modified as explained above to 
incorporate the key generation portion based on the SAN 
components information such as WWN, Port address, 
device ID and time of transmission along with random 
number generation module to get the strong public and 
private keys. As per the above procedure the encryption 
and decryption takes place as mentioned below: 
 

 

   The above procedure and algorithm implemneted in 
server side by JAVA code developed [22][23]. The first 8 
bits of keys ‘p’ and ‘q’ given input to the ALDC 
algorithm.  

B. ALDC Compression Algorithm 
    The Adaptive Lossless Compression (ALDC) 
algorithm accepts input in    8-bit data bytes and outputs a 
bit stream representing data in compressed form [8]. The 
ALDC algorithm is implemented based on Lempel-Ziv 
(LZ1) class of data compression algorithms. The ALDC 
algorithm will increase data transmission speed over the 
network dramatically [19]. The 8-bit input was selected 
from the RSA key generator implemented in JAVA 
[22][23] explained above. The 8 bit input for the ALDC 
is, 

 
Ai = first_8_bits(p); Bi = first_8_bits(q) 
 
wherein, 
 
 Ai will be given 1st time and 
Bi will be given 2nd time and so on. 

 
Each time the 8-bit input to the compression algorithm 
will change as per the above explained procedure.  

C. Key Management 
    Providing key management for large networks 
connected to the Storage Area Networks is always a 
challenging task. In a scenario, a network of 200 users 
may require generation of 10000 keys for a single 
session, when used symmetric cryptography and the 
network or user grows, the number of keys increases 
accordingly. In order to generate and handle the keys 
effectively we need a better key management protocol 
which takes care of key growth and its security. The key 
management adapted in this SAN environment to 
effectively manage the is explained in the flow chat “Fig. 
4”. 
 

 
Figure 4. SAN Key Management Process 
 
    Effective key management needs the control of keys 
traversing through the network. The key should not be 
exposed which could lead the attackers to gain the access 
of keys and get the information over the network. The 
“Fig. 5” shows how the key is traversing over the 
network in both IP as well as FC storage area networks. 
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Figure 5. SAN Key Distribution  

IV.  SAN PERFORMANCE ANALYSIS 

    The SAN test scenario consists of the following 
hardware for the implementation of the proposed 
distributed key management system for the storage area 
networks. These servers, clients and storage components 
are interconnected as a network to form a TCP/IP 
network as well as isolated SAN. 

1. Two Servers 
2. Four clients 
3. One FC-Switch 
4. One Network Switch 
5. Fibre Optic Cables 
6. CAT6 Cables 
7. JBOD’s 
8. Tape drive 
9. Optical Disk Drive 

    The specifications of servers, clients and other 
components used in this work are listed in the Table I. 
The client used in this test are identical in specification.  

 

 
The benchmark utility Performance Test v7.0 W32 from 
passmark software [9] used to measure the read write 
speed and performance of the disk used. The data 
transmitted between the clients or between the storage to  
 
 
 
 
 
 
 
 
 
 
    The RSA algorithm with component based key 
generation JAVA program was running in the server side 
and the keys database was also stored in a database. The 
test was conducted in 20 sec and 30 sec duration with 
variable block sizes 100 KB to 1000 KB “Table II”). The 

performance was analysis conducted and measured after 
the implementation of modified RSA key generation 
algorithm and ALDC compression algorithm. The 
following three types of tests were conducted as below: 

1. Between the server to client 
2. Between the server to storage 
3. Between client to storage 

 
 
 
 
 
 
 
 
 
 
    In order to decide whether the performance will be 
affected due to the implementation of the components 
based key generation using RSA algorithm, above three 
types of tests were conducted. The performance test 
output is taken as graphs as Kilo Bytes versus Sec.). The 
server to client and clients to server data transfer uses 
TCP/IP protocol. The average data sent and received 
between the clients and server performance is not 
affected due to the implementation of both algorithms 
from server side as well as client side. However, there 
was a small delay and a drop in 15th sec. indicates the key 
regeneration and compression with the key database. The 
server to client data transfer performance clearly shows 
that, the use of compression algorithm increased the 
where is server to storage is decreased because of high 
speed fibre channel.  
 
    The performance analysis “Fig. 4, 5” graph is 
measured between server to client, uses TCP/IP as its 
protocol before and after the implementation of RSA 
algorithm and ALDC compression. The results shows 
there are no significant end-to-end delay in time. 
However, the data transfer rate was slightly dropped and 
slight variation observed in sending the data due to the 
running of both the algorithm from the server side. The 
results of data transfer between the server to storage “Fig. 
6, 7” uses FCP as protocol uses high speed fibre channel 
as a transport medium sends and receives the data higher 
rate when compared to the TCP/IP. However the data 
transfer between clients “Fig. 8, 9” to storage uses both 
the protocols TCP/IP and FCP, because it first contacts 
the server for any transfer request using TCP/IP and the 
server sends the request to the storage as per the client 
requests. In these results, one common significant 
observation is the drop in data transfer rate especially 
from the recipient side which indicates the transfer load 
after the implementation of algorithms. The throughput 
analysis also showed clearly there is no load from storage 
side instead the clients are having low data transfer rate 
due to the use of two protocols TCP/IP and FCP. Also the 
data needs to traverse from storage to server and then to 
the clients. Since server and storage communicate with 
only FCP protocol has fewer burdens which provides a 
high rate of data transfer “Fig. 10”. 

TABLE I.   
SAN TESTING HARDWARE SPECIFICATIONS 

Description Specifications 
Servers Pentium 4/4GB RAM with NIC & 

HBA’s 
Clients Pentium 4/2GB RAM & NIC’s 
FC Switch 3Com Switch 8800, 360 Gbps Fabric 

Module 
Network Switch 3Com OfficeConnect Gigabit Switch 16 
JBOD’s Ataptec SANbloc 2GB JBOD, 3 U, upto 

14 drives 
Tape Library HP StorageWorks MSL 4048 2 LTO-4 

Ultrium 1840 tape library 
Compact Disc Fujitsu Compact Disc Array GR710  

RAID 0, 1, 0+1, 5 
Host Bus Adaptors HP FCA2210 

2 Gb 64-Bit/133  MHz  
 

TABLE II.   
SAN TESTING HARDWARE SPECIFICATIONS 

Test Parameters 
. 

Block Size Start: 100 KB 
End:  1000 KB 
Step: 8 and 14 KB 

Time 20 Sec. 
30 Sec. 

Protocol TCP & FCP 
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Figure 4. Data transfer between Server to Client before running Algorithm 

             
Figure 5. Data transfer between Server to Client after running Algorithm 

                   
Figure 6. Data transfer between Server to Storage before running Algorithm 

              
Figure 7. Data transfer between Server to Storage after running Algorithm 

             
Figure 8. Data transfer between Clients to Storage before running Algorithm 

             
Figure 9. Data transfer between Clients to Storage after running Algorithm

Source    : Server 
Recipient: Client 

Source    : Server 
Recipient: Client 

 
Source    : Server 
Recipient: Storage 

 
 
Source    : Server 
Recipient: Storage 

Source    : Client 
Recipient: Storage 

Source    : Client 
Recipient: Storage 
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Figure 10. Throughput Analysis of Data Transfer 
 

I. CONCLUSIONS AND FUTURE WORK 

In this paper, the general architecture of SAN and its 
security was taken into consideration to protect its data 
especially when it is transmitted over the network. The 
focus is given to evaluate an idea of using the SAN’s 
native hardware information incorporated while 
generating the key for its encryption and decryption. The 
RSA public key algorithm incorporated with distributed 
key management is the summary of work evaluated in 
this paper and the results obtained after the tests.  It is 
clear that, the impact of this algorithm implementation 
does not affect the performance of storage as well as the 
data transfer between the clients and server. It is proved 
that the data traversed in a secured manner without 
affecting the performance. The scalability is also taken 
care by not keeping the key server and the key generation 
remains in the server side. Storage Area Networks play a 
vital role for the integrity of information which is very 
important to meet the customer demand and be a leader in 
the industry.  Hence, the proposed system will efficiently 
protect the SAN’s data when it is transmitted and at the 
same time, the performance data transfer will not be 
affected since the compression algorithm is also used. 
Future work will be carried out from this work by 
applying different sizes of data with various time 
durations and also by the application of different key 
exchange protocols along with existing RSA algorithm 
incorporating the components based key generator. It is 
also planned to use encrypted file system from storage 
side to protect the data-at-rest which is presently not the 
scope of this paper.  
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